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EXECUTIVE SUMMARY  

 

This report provides the results of a survey of law enforcement agencies in the southeastern 

region of the United States to evaluate the effectiveness of how law enforcement contributes to 

homeland security
1
 preparedness and response.  This review, the Law Enforcement Regional 

Technology Assessment (LERTA), was conducted by Saliant, Inc., under the auspices and 

support of Oak Ridge National Laboratoryôs Southeast Region Research Initiative (SERRI), with 

funding from the Department of Homeland Security.  The survey project was initiated in 

December 2006, with the survey, itself, conducted from February to October 2007.   

   

The foundation of the LERTA survey comes from the critical capabilities and capacities defined 

in the federal governmentôs National Response Plan (NRP)
2
, which includes the Target 

Capabilities List (TCL) and Universal Task List (UTL), all of which define its essential scope 

and elements of review.  The approach embodied in the NRP is an ñall-hazardsò one that 

encompasses both terrorist attacks and natural disasters.  It reflects an explicit recognition that 

the NRP ñshould be a single, comprehensive approach to domestic incident managementò (DHS, 

2005).  LERTA differs from past law enforcement homeland security surveys by its focus on a 

regional perspective (i.e., the southeast region); its peer-to-peer onsite interview process; its 

comprehensive treatment of various facets of law enforcement; and its introduction of 

community resiliency as a critical law enforcement capability that needs to be addressed.  In the 

context of the NRPôs all-hazards philosophy, its scope includes both terrorist and natural events, 

reflecting the complementary nature of these preparedness activities. 

 

A retired chief of police, Lee Reese, conducted the survey in three southeastern states ï 

Tennessee, Georgia, and Mississippi ï with specific cities and departments selected to achieve 

diversity in size and location.  Using written survey questionnaires supplemented by onsite 

interviews, a ñpeer-to-peerò dialogue was established with some ninety police and sheriff 

departments in small, midsize, and large municipalities throughout the three regional states.  The 

combined results of the written survey and the onsite interviews form the basis of the evaluation 

provided in this report.   

 

Section 1 (ñIntroductionò) describes the origins, contents, implementation, and methods of the 

LERTA survey in detail.  The actual survey instrument, itself, is provided as Appendix 2.   

Topical subjects are discussed in Sections 2-7 of the report and correspond to the categories of 

homeland security lines of inquiry used in the LERTA survey.  Section 2 (Organizational 

Overview) addresses the overall organizational response by law enforcement to its homeland 

security role.   Section 3 (Command, Control, Communication and Regional Coordination) 

addresses how law enforcement agencies are managed and how organizations use intelligence 

and other data to communicate with responders, stakeholders and the public.  Section 4 

(Technology) includes the equipment, processes, systems, models and simulations, hardware and 

software important to law enforcement, and the extent to which needs are being met.   Section 5 

(Information and Intelligence Sharing) covers the local collection, regional sharing, and 

                                                 
1  Homeland security is defined in the federal governmentôs ñNational Strategy for Homeland Security,ò as ña concerted national 

effort to prevent terrorist attacks within the United States, reduce Americaôs vulnerability to terrorism, and minimize the damage 

and recover from attacks that do occur.ò  (HSC, 2007) 
2
  Now the National Response Framework, as of January 22, 2008. 
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ultimate application of critical information important to law enforcementôs role in homeland 

security.  Section 6 (Training ) reviews training across all key facets of emergency preparedness 

and response (e.g., surveillance, technology, and intelligence) and reviews how effectively such 

training is being provided in the eyes of the law enforcement community.  Section 7 (Law 

Enforcement Resiliency) is a pilot review of law enforcementôs role and progress in 

contributing to more resilient communities in terms of lessons-learned from Katrina and 

emerging recognition of the importance of pre-planning and hardening of assets.  At the 

conclusion of the report, in Section 8, a summary is provided of additional issues to be 

considered, followed by a summary of ñoverarching conclusions in Section 9, and 

recommendations in Section 10 for addressing issues raised by regional law enforcement.   

 

While there are more than 40 survey findings, many of them can be addressed in the following 

summary conclusions.   

 

First, while LERTA found that in the southeast region, preparedness is manifest in better 

equipment, training and awareness, the ability of regional law enforcement to respond effectively 

to major or catastrophic regional emergencies remains questionable.   As illustrated by the results 

of the LERTA survey, improvements in preparedness can be tied most directly to annual grants 

received after 9/11, or in the intelligence and information sharing prompted by federal and state 

homeland security initiatives.  However, between personnel shortages due to local budgetary 

constraints, shortcomings in regional cooperation (due in part to continuing insularity among 

many departments), and insufficient regional planning and exercising, it is questionable that a 

successful regional response could be made to a manmade or natural catastrophic emergency.  In 

fact, for most departments, homeland security preparedness has not been sufficiently integrated 

into routine policing and its sustainability as a critical function would be unlikely, at present, if 

external grants and other resources disappeared.   

 

Likewise, LERTA found that while law enforcement agencies in the southeast believe their 

readiness for terrorist acts, as well as natural disasters, has improved, the extent of that 

improvement is difficult to measure because standards are lacking.  Expectations for equipment, 

personnel qualifications and training, technology, and information management and 

communications have yet to be defined.  Without such standards and some means of independent 

review and certification, it will remain difficult to know what level of readiness needs to be 

achieved, how to set priorities for funding, and ultimately, what metrics matter. 

 

As noted, LERTA also found that law enforcement is not yet operating collaboratively at the 

local and regional level, although clear inroads have been achieved in its relationship with 

federal agencies.  In many cases, a closer relationship exists between individual departments, and 

federal or state law enforcement agencies, than between local and regional jurisdictions.  Beyond 

budget and staffing, lack of regional integration was identified most often by law enforcement as 

the problem impeding progress in achieving homeland security goals.  Many jurisdictions 

continue to lack mutual aid agreements or any other means to plan cooperation on a contingency 

basis if a catastrophic event occurs.  The lack of regional integration is greater for small, rural 

departments as compared with larger, more urban ones.     
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Inadequate homeland security communications and information exchange are the most       

important unmet operational and technological needs.  LERTA found that communication 

interoperability is improved between local first responders, but remains inadequate on an 

interdepartmental or regional level.   Conversely, homeland security intelligence acquisition and 

dissemination has improved, particularly from federal and state sources, but its application down 

to the patrol level has been less effective.   Survey respondents made it clear that intelligence-

based policing can be no more effective than a patrolmanôs ability to recognize and obtain 

information, and process it for its homeland security-related meaningfulness.  Improved linkages 

to fusion centers, upgraded and integrated communications and computer systems, expanded 

security clearances, and improved sharing of intelligence information were identified by survey 

respondents as the priority means to address many of these issues. 

 

Finally, while there are equipment and technology concerns, the most significant opportunity for 

improving homeland security readiness remains law enforcement personnel, themselves, in terms 

of staffing numbers, qualifications, training, and capabilities.  One irony is that while the 

ñavailabilityò of homeland security training for law enforcement personnel was seen as very 

positive in the southeast region, its ñaccessibilityò by personnel is a different matter.  Reasons 

given by departments for not being able to take advantage of available training included existing 

staffing shortages, getting timely information on training courses, funding for training, and the 

location of training.     

 

The recommendations resulting from this survey are summarized below: 

  

1. Define performance standards for key homeland security capabilities and capacities 

in law enforcement, and perform independent assessments. 

 

Some form of performance benchmarks or metrics are needed to define ñwhat is good enough,ò 

i.e., the level of desired organizational capability and capacity needed to prepare and respond 

effectively to a terrorist attack or natural catastrophe.  Without these ñaiming points,ò agencies 

would have difficulty knowing to what qualifications level to train their patrol personnel and 

what type of training would be most appropriate to meet local homeland security needs.  Without 

locally relevant guidance, it would not be clear what equipment or technology is actually 

necessary as a function of threat level and regional interconnections.  It also would not be easy to 

begin establishing some ordered priorities for allocating resources and promoting regional 

collaborations to meet actual homeland security performance gaps.  Finally, it would not be 

possible to ascertain where the ñgreatest return on investmentò is possible in terms of guiding 

outside support, and which homeland security capabilities and capacities are improved and 

which are not.  A process of self-assessment coupled with independent surveys would permit 

government and law enforcement alike to gauge progress being achieved and to steer attention 

and priorities to key needs that are not being adequately addressed. 
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2. Make greater use of regional ñhubsò as a means to leverage regional resources and 
capabilities. 

 

State homeland security and law enforcement districts
3
 need to explore the formal recognition of 

hub departments (i.e., those that have the resources, expertise, and knowledge to assist and guide 

others) in law enforcement districts and regions.  Such arrangements already exist in a few 

locations in an ad hoc manner and have proven effective in sharing limited resources and 

knowledge among neighboring agencies. There is also a need for more defined cooperative 

agreements, including training, SWAT teams, and information sharing, all of which lend 

themselves to a ñhubò approach.     

 

3. Consider establishment of a Southeastern Homeland Security Leadership Academy. 

 

Given the importance of developing both the requisite leadership and skills necessary for law 

enforcement to become better empowered to support homeland security at the local and regional 

level, such a regional center would serve a number of critical functions.  The academy would 

combine homeland security theory, practice, coaching, and technology, and would provide 

education at a professional level.  A collateral benefit would be the bonds that would be formed 

between attending officers that will presumably facilitate cooperation and communication within 

the Southeast region.  For advanced-level law enforcement officials (e.g., chiefs, deputy chiefs, 

sheriffs, homeland security personnel), strategic level coursework would bring focus on 

homeland security management, command and control, community resiliency, and interagency 

integration. The academy would also offer a regional focal point for more integrated federal-

state-local homeland security program and training activities.  

 

It is recognized that training or accreditation on a regional or national level, similar to what 

exists in other professional arenas such as safety, firefighting, and policing (e.g., FBI academy), 

is ambitious for an emergent professional discipline such as homeland security.  Assigning 

training resources to regional or national-based homeland security training may mean shifting 

limited resources and establishing a funding source.  However, the growing responsibilities being 

assigned to local and regional law enforcement to carry out homeland security functions makes it 

timely to consider such an option.  

 

4. Take steps to strengthen homeland security commitment at the district level.      

 

Many districts have evaluated and upgraded training and operational initiatives, increased 

intelligence gathering and sharing among agencies, enhanced direct communication, and 

launched public information campaigns designed to empower individuals and communities. 

However, the regional survey found a wide disparity of performance: while some of these 

programs are well managed, some are not; some have regular meetings, others do not; some have 

guidance from the state, others do not; some have minutes and agendas, others do not.  District 

emergency preparedness is critical, but is not being uniformly implemented in an effective 

                                                 
3
 A district is a specific area within a state that is defined by the state and its homeland security agency, with a 

number of districts with key cities being designated statewide for purposes of allocating resources and providing 

regional command and control.  
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manner based on survey and interview feedback.  Uniform guidance on the role law enforcement 

districts need to play, and what issues and programs are important to homeland security, is 

required.    

 

5. Increase awareness of, and actions related to, improving the resiliency of law   

enforcement institutions at the regional level in the face of both terrorist attacks  

      and natural disasters. 

 

While communities in the Gulf region are applying lessons-learned from Hurricane Katrina to 

strengthen community resiliency in the aftermath of such disasters, more needs to be done to 

improve their awareness of key institutional vulnerabilities that should be addressed.   This 

experience should then be shared with other communities for which this awareness is lacking.  

The ongoing ñCommunity and Regional Resilience Initiativeò (CARRI) initiative under ORNLôs 

Southeast Region Research Initiative (SERRI) is designed to facilitate and support this effort.     
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1.   INTRODUCTION  

 

As illustrated graphically by the events surrounding the September 11
th
 terrorist attacks and the 

natural disaster of Hurricane Katrina, law enforcement plays an integral role in emergency 

preparedness and response.  At the World Trade Center, law enforcement and other first 

responders were key components in establishing command, control and communication, and 

providing for public evacuation and security.  In New Orleans and the surrounding areas, a clear 

lesson-learned is that relief operations do not work until order is restored in a disaster zone; there 

were simply not enough national guard units available to perform patrol functions.  Such 

experience substantiates the role that law enforcement plays as one of the pillars of first response 

and a key ñenablerò of community resiliency following a catastrophic disaster. 

 

To address national preparedness, Homeland Security Presidential Directive 8 was issued which 

calls for a National Preparedness Goal (NPG) that defines appropriate priorities, targets, and a 

uniform approach to developing needed capabilities.  Founded on ñcapabilities-based planningò 

as a strategy, planning efforts are directed at continuously answering several key questions:  

ñHow prepared are we?  How prepared do we need to be?  And, how do we prioritize efforts to 

close the gap?ò (DHS, 2003)   

 

In implementing the NPG via the National Response Plan (NRP), the Department of Homeland 

Security has adopted an ñall-hazardsò planning approach.  This is defined as a ñsingle, 

comprehensive approach to domestic incident management,ò that recognizes that many of the 

preparedness activities critical to natural disasters would also support preparedness for terrorist 

acts (DHS, 2005).  This is a particularly important premise because such an all-hazards approach 

is more cost-effective and will lead to better preparedness for a terrorist event given that local 

and regional authorities will likely have the opportunity to prepare and respond to natural 

disasters (such as hurricanes) on a more frequent basis.  The importance of an all-hazards 

approach was underscored by the experience of Hurricane Katrina, and by the attention given to 

modifying the NRP to reflect lessons-learned from that major regional emergency. 

 

The NRP defines and draws from critical capabilities identified in the Target Capabilities List 

(TCL) as a means to perform critical tasks from the Universal Task List (UTL) in support of the 

National Planning Scenarios (NPS).  Version 2.0 of the TCL identifies 36 target capabilities that 

would need to be achieved ñwith any combination of properly planned, organized, equipped, 

trained, and exercised personnelò to accomplish the intended courses of action dictated by the 

NPS and UTL.  In turn, the UTL is the menu of tasks from all sources that may be performed in 

any of the NPS scenarios.  There are 15 scenarios that envelope the scope, magnitude, and 

complexity of plausible catastrophic disasters and emergencies (from an ñall-hazardsò 

perspective: 12 scenarios address terrorist acts, one addresses cyber attacks, with the remaining 

two addressing major earthquakes and hurricanes).  (DHS, 2005)   

 

The Department of Homeland Security and other federal agencies have funded major initiatives 

to strengthen nationwide homeland security-related capabilities and capacities at the regional and 

local level.  Law enforcement has benefited from this priority support given its critical role in 

preparedness and response.  As improvements have been made at strengthening capabilities and 

identifying remaining gaps in preparedness, priorities have evolved from initial capital 
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improvements and training to enhanced communications and intelligence sharing.  However, the 

pace of these improvements continues to vary from department to department as a function of 

local leadership, availability of resources, access to preparedness grants, and other factors.  

Actual levels of preparedness achieved, as weighed against the TCL and other available 

performance objectives have not been broadly accomplished on a regional level.    

 

Law Enforcement Regional Technology Assessment 

 

With support from the Department of Homeland Security, Oak Ridge National Laboratory 

(ORNL) under its Southeast Region Research Initiative (SERRI) commissioned a survey of law 

enforcement agencies in the southeastern region of the United States to identify and evaluate 

programmatic and technological needs using as a basis the critical capabilities and capacities 

provided in the TCL and UTL.  This review, the Law Enforcement Regional Technology 

Assessment (LERTA), was conducted by Saliant, Inc., and was initiated in December 2006 as a 

one-year survey.   

 

This survey was conducted by a retired chief of police, Lee Reese, and was supported by Joseph 

Fitzgerald, a former government official with homeland security preparedness expertise.  Both 

are former members of the Regional Technology Integration assessment team in Memphis, 

Tennessee.
4
 The LERTA survey project was supported by an Advisory Team consisting of 

ORNL and local law enforcement officials, who provided advice and guidance regarding the 

survey process, objectives and contents (membership list provided as Appendix 3).   

 

The survey lines of inquiry were based on the TCL and advice provided by the Advisory Team.  

The survey addressed five, and later six, topical categories of information:   

 

¶ Overview of local/regional law enforcement 

¶ Information sharing 

¶ Command, control, and communication 

¶ Technology applications 

¶ Training 

¶ Community resiliency (added for Mississippi survey) 

 

With the context being ñall-hazards,ò as provided by the NRP and its supporting capabilities and 

scenario lists, the survey scope was implemented in a broad manner encompassing preparedness 

and experience with natural disasters such as hurricanes, as well as with WMD and other 

terrorism risks.  Given the probability and frequency of such natural disasters in the southeastern 

region, attention was placed on progress being achieved with such preparedness given its 

considerable overlap with and complementing of terrorism preparedness. 

 

Using written survey questionnaires supplemented by onsite interviews with Chief Reese, a 

ñpeer-to-peerò dialogue was established with some ninety police and sheriff departments in 

small, midsize, and large municipalities throughout Tennessee, Georgia, and Mississippi.   

                                                 
4
  The Regional Technology Integration initiative was undertaken by Oak Ridge National Laboratory in 2004-2005 

as a pilot evaluation of multidisciplinary homeland security preparedness in Memphis, Tennessee, as part of the 

ñSafe Citiesò program of the Department of Homeland Security.  
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This interchange was shaped not only by the survey, but also by the following overarching 

regional issues: 

 

¶ Identification of local law enforcement technology needs for homeland security 

throughout the southeastern region  

¶ Integration of new technologies with the existing infrastructure, systems and concepts 

to identify opportunities to leverage regional collaboration to reduce costs, improve 

efficiency and enhance performance  

¶ Opportunities for collaboration with local law enforcement to further develop and 

implement law enforcement technology 

¶ Communication of lessons-learned and progress being achieved from one 

municipality or agency to others in the southeastern region  

¶ Status of law enforcement technology application (i.e., evaluation processes, and 

subsequent selection and deployment strategies) and integration in the southeastern 

region as feedback to DHS, regional homeland security authorities, and to the law 

enforcement community 

 

By gauging progress being achieved, LERTA has developed a comprehensive, region-specific 

listing of law enforcement needs and barriers for achieving appropriate preparedness capabilities.   

This gap analysis can serve as a basis for defining what requirements will entail further 

technology research and development on the part of DHS, ORNL, and collaborating research 

institutions.  It also facilitates the development of technology relationships between ORNL (and 

partner universities) and local emergency response organizations in the southeastern region.  In 

particular, opportunities have been identified through which barriers to inter- and intrastate 

communication between homeland security and law enforcement organizations can be 

diminished, and collaboration and coordination can be enhanced. 

 

In summary, the LERTA survey results are useful to: 

 

¶ Compare existing capabilities with the DHS Target Capabilities List (TCL) criteria  

¶ Identify technology needs and research opportunities  

¶ Identify high ñreturn-on-investmentò (ROI) opportunities for improving law 

enforcementôs role in regional homeland security  

¶ Assess for best practices, lessons-learned and planning issues  

¶ Support preparation of baseline evaluation of key procedural, operational, and 

technological needs and issues for the southeastern region  

¶ Provide an initial measure of law enforcementôs contribution to community resiliency 

 

Use of the LERTA survey   

 

The survey questions were designed to measure progress being achieved by law enforcement in 

the southeastern region of the United States with the relevant defined target capabilities and 

technology aspects of the National Response Plan.  The first of its kind, this study evaluates both 

ñon the groundò program status and seeks to illuminate local implementation issues and 

concerns.  The results of this study can be used by local law enforcement agencies and 
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governments as a means to self-evaluate their own program status and to learn from the 

experience provided in LERTA interview results.  It can also inform homeland security policy 

review for law enforcement by state, regional, and national government authorities in terms of 

needed program priorities, specific implementation issues, and available remedies that can be 

considered.   

 

This survey and these results also have resonance and relevance to other first responders (e.g., 

fire protection, EMS) who face many of the same needs (training, equipment, communication), 

albeit priorities, policies and management processes are different.  While these results can offer a 

ñtemplateò from which other first responders can emulate program evaluation criteria, it would 

be useful for professionals in these other first responder categories to develop their own models 

for homeland security preparedness.  It would also be important to consider carefully the needed 

interface between law enforcement, fire protection, and EMS. 

 

Survey administration 

 

The survey process began with Chief Reese contacting key homeland security points-of-contact 

for the three states involved, including state homeland security representatives, state law 

enforcement officials, and state agency directors in order to determine what cities and towns to 

survey.  Based on this input, some cities were selected for both full survey questionnaires and 

onsite interviews, while others just received mailed questionnaires (either long-form or short-

form) for response, with phone discussion, if necessary.  The goal here was to select cities to 

survey based on need, size, availability, and their ability to represent a particular section of the 

state.  

 

An introduction letter was transmitted from the Department of Homeland Security to the 

respective state agencies in advance of the survey outlining the project objectives and requesting 

cooperation.  A similar letter was sent by ORNL to the cities or local law enforcement agencies 

scheduled for the survey.  This interchange was followed by personal contacts by Chief Reese 

with the respective survey cities to clarify plans and discuss any questions.   

 

The LERTA survey instrument consists of a written questionnaire with five (later six) topical 

categories of questions for respondents.  The questionnaire reviews aspects of law enforcement 

capabilities outlined in the TCL and provides lines of inquiry regarding the effectiveness of 

implementation, resources, personnel training, and results being achieved.  These lines of inquiry 

are based on the expertise of the lead investigator, experience from similar reviews, a literature 

survey of post-9/11 publications, and advice from the Advisory Team (see Appendix 3).     

 

The survey instrument consists of short answer, ranking, multiple-choice, and numerically scaled 

answers.  This survey was designed with a diverse set of question formats (e.g., yes and no, 

multiple choice, rankings, open answer) in order to encourage a wide range of responses.   It was 

tested in its preliminary form with members of the Advisory Team and revised accordingly. 

 

The survey was mailed, in advance, to all selected police departments for completion prior to a 

scheduled onsite interview with Chief Reese, the LERTA principal investigator.  Chief Reese 

met with a representative of the department, discussed the survey, and obtained further feedback 
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regarding answers provided.  An interview sheet was used to guide and record key aspects of the 

interview discussion.  A shorter version of the full survey was also enclosed in the mailed survey 

package to give agencies an abbreviated means to report responses if circumstances warranted.    

  

Experience was generally positive in conducting the survey, although responsiveness on certain 

questions and with the question format (e.g., open-ended, short answer) was mixed.  Of the 

ninety departments receiving the survey, about 80% completed all or most of the full survey, 

with about 20% responding to only a few selected questions.  The onsite interview proved 

effective in those instances where survey responses were abbreviated, by eliciting verbal 

responses. In a number of instances, it became clear that little awareness existed on the part of 

the individual or their department regarding preparedness, and almost full reliance was placed on 

the interview process for feedback.   

 

An early decision was made to survey Tennessee law enforcement departments, first, with a 

decision regarding what additional states to include based on that initial review experience with 

respect to time required and scope covered.  Based on the Tennessee results, a decision was 

made to survey Georgia, given its proximity to that state, and Mississippi, given a proposed 

SERRI pilot initiative there to evaluate community resiliency.   

 

The Tennessee survey covered a broad spectrum of law enforcement departments across the 

state, with the large municipal departments being Knoxville, Murfreesboro, Johnson City, and 

Memphis.  The survey was next extended to Georgia, and finally to Gulfport, Mississippi, where 

extensive interviews were conducted with the Gulfport police department and several other 

Mississippi jurisdictions.  In the Mississippi LERTA survey, an additional line of inquiry was 

piloted for law enforcementôs contribution to ñcommunity resiliency,ò which was an evaluation 

of the preparation undertaken and the capabilities existing to enable a community to rebound 

efficiently and effectively from a catastrophic emergency (This additional component is provided 

as part of the survey questionnaire in Appendix 2). 

 

Analysis of survey results encompassed responses to specific survey questions, as well as 

responses provided during the onsite interviews conducted.  Responses were tabulated and 

evaluated where responses from at least 10 police departments or law enforcement institutions 

were received for a specific survey question.  Other survey answers or interview responses were 

treated as more ñanecdotalò in nature, and where included in this report and identified as such.   

 

In all, 104 surveys were sent out and 88 were returned.  Interviews were conducted with 136 

representatives of law enforcement agencies in 50 cities throughout Tennessee, Georgia, and 

Mississippi.  All of these onsite visits were scheduled to permit ample opportunity for the 

interviewees to share additional, open-ended comments and suggestions of importance for their 

organization and region. 
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2.  ORGANIZATIONAL OVERVIEW  

 

Seven years have passed since the terrorist attacks of 2001 and the ensuing national efforts to 

strengthen the nationôs homeland security preparedness and response to catastrophic events, both 

manmade and natural.  During this period, the role of law enforcement has been increasingly 

recognized as both the ñeyes and earsò of early warning to potential terrorist attacks, as well as 

the front lines of first response in the event of an attack or natural event.  Considerable resources 

have been devoted by the federal government and states to upgrade existing capabilities and 

capacities at the local and regional level.  For the southeastern region, SERRI undertook this 

survey to gauge not only the progress achieved by a sampling of agencies, departments, and 

states in the region, but also to determine to what extent the law enforcement community is 

functioning effectively, in this regard, on a regional basis.  It was also an opportunity to 

introduce the subject of ñcommunity resilienceò in the law enforcement context and to conduct 

an initial dialogue with law enforcement leaders in Mississippi regarding their post-Katrina 

lessons-learned and how those are being applied to enhance community resilience to future 

disasters, including terrorist attacks. 

 

Whether through law enforcement or some other aspect of homeland security, true reform is not 

the result of a single program or initiative.  It is a process that requires time, patience, and a 

commitment to a course of action that leads to accomplished and energized individuals that will 

adopt a culture of preparedness and readiness for catastrophic events of low probability, but high 

consequence.   

 

The ñorganizational overviewò portion of the LERTA survey and interviews is an opportunity to 

review law enforcementôs organizational response to homeland security.  This portion of the 

survey focused on overall capabilities, capacities, and program priorities, and to what extent their 

effectiveness has been demonstrated.  Both the survey and accompanying onsite interviews 

enabled a review of new intelligence-driven policing strategies, as well as local preparedness and 

response planning for homeland security.  While the survey found law enforcement maintaining 

its foundation of past policing practices, intelligence-driven policing will pose new challenges 

and be a major undertaking for the agencies involved.   

 

Finding 1.  Surveyed law enforcement agencies believe their readiness for terrorist acts and 

natural disasters has improved over the past several years; however, there is no accepted 

metric for gauging homeland security preparedness against the TCL and UTL.  
 

Of the 88 local agencies surveyed in the three southeastern states, 44% believed their readiness 

had ñimproved considerablyò and 47% believed that it had ñimproved somewhat,ò for a total of 

91%.  The balance considered their readiness to be ñabout the same,ò as shown in Figure 1. 
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Figure 1.  From a law enforcement standpoint, to what extent do you believe your readiness to 

prevent, protect and prepare for terrorist acts and natural disasters has improved? 

 

44%

47%

9%

Improved Considerably

Improved Somewhat

About the Same

 
 

Needless to say, it is difficult to judge objectively any of these self-assessments in the absence of 

an objective measure of preparedness and readiness, nor would there have been a uniform basis 

for those assessments. The basis for judgment in most cases is qualitative.  Compared with ñpre-

9/11ò or ñpre-Katrina,ò agencies described subjectively how their homeland security 

preparedness or resiliency is better than it was before.  Factors cited included increased staffing, 

better trained personnel, mutual aid agreements or expanded partnerships with other agencies or 

jurisdictions, and additional equipment that translated into better preparedness.   However, no 

metric linking expected performance with expanded resources, training or other capabilities and 

capacities is available. 
 
Finding 2.  Law enforcement agencies consider the most important homeland security 
capability or capacity to be training, followed by information and intelligence.   

 

Some ninety law enforcement agency representatives were asked to select the five most 

important homeland security capabilities or capacities that, in their opinion, were most important 

for law enforcement and to rank them in order of importance.  The list consisted of the following 

choices: 

 

¶ Equipment 

¶ IT technology (e.g., software, hardware, networking systems) 

¶ Personnel staffing levels 

¶ Improved technology 

¶ Information and intelligence 

¶ Training 

¶ Regional integration and communication (e.g., fusion center) 

¶ Other (specify) 
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As shown in Figure 2, training was considered the most important homeland security capability.  

Other capabilities considered to be prominent in order of importance were: information and 

intelligence; regional integration and communication; personnel staffing levels; and equipment.  

(Importance was indexed by assigning a weighting factor of 3 for a first priority ranking, 2 for a 

second priority ranking, and 1 for a third priority ranking, and multiplying the weighted rankings 

by the percentage of respondents selecting that capability). 
 

Figure 2.  What are the 5 most important homeland security capabilities or capacities for 

law enforcement for your agency or department and region?
5
  

 
 

 

This finding is consistent with interview results that indicate that personnel capabilities, 

including the ability of law enforcement officers to effectively operate equipment and apply 

electronic communications, are considered the most prominent homeland security-related issues 

that needed to be addressed.    
 
Finding 3.   Law enforcement agencies believe federal and state homeland security grants 

and expanded training programs have contributed most to the homeland security 

improvements achieved. 
 
Some eighty survey respondents selected homeland security grants, training and ñbetter 

integration,ò in that order, as the actions most responsible for improvements that have been made 

in local law enforcement capabilities.  They were asked to select all choices that applied and to 

indicate those that are particularly influential.  The full response to this question is provided 

graphically in Figure 3, below, in terms of the number of times choices were selected first, 

second and third, respectively. 

                                                 
5
 Weighted by priority given; numbers signify total weight calculated as indicated in the text. 
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Figure 3.  What actions taken are  
most responsible for improvements achieved? 

This question, which is a variation of the previous two in terms of where regional law 

enforcement believes the most progress is being achieved, underscores the importance of 

homeland security grants, and also accredits the role played by training, again, as well as better 

local and regional integration or cooperation, and planning. 
 
 

Finding 4.   Law enforcement agencies identified insufficient budget and manpower, with 

lack of regional integration, as the most significant impediments to progress in achieving 

their homeland security goals. 
 
Surveyed agencies were asked to select from a list of possible issues, which ones were most 

responsible for lack of progress.  The overall results, shown in Figure 4, are in seeming 

juxtaposition to those in the preceding question where a large majority of agencies credited grant 

monies for the improvements achieved.  This would seem to indicate that many law enforcement 

agencies view continued outside funding as essential to sustaining homeland security 

improvements even as they accredit such grants as being responsible for what progress has been 

achieved to date; and that existing municipal budgets continue to be inadequate (at least from 

law enforcementôs perspective) to sustain homeland security preparedness. 
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Figure 4.  What issues have been most responsible for lack of progress? 

 
The resource issue also underlies the issue cited second after lack of budget, which is lack of 

manpower.  Most homeland security grants do not provide salaries for law enforcement 

personnel, leaving it to the local municipalities to make up the difference for any expansion due 

to homeland security needs.  Most cities and towns are unable to do so, putting law enforcement 

in a position where training, new equipment, and patrolling procedures ï much of which is paid 

for by grants ï may require more time-on-the-job than current staffing levels permit.  This leads 

to the dilemma where more training and better equipment is available, but departments are 

unable to afford to take their officers off their routine patrol duties to take advantage of such 

training.  
 

Finding 5.   Top regional homeland security priorities for law enforcement include 

improving preparedness for natural disasters and developing interoperable 

communications. 
 
When asked about their highest homeland security priorities, over half selected improving 

preparedness for natural disasters and interoperable communications with training and improving 

access to better intelligence also cited. These results are provided in Figure 5. 
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Figure 5.  What are the top homeland security priorities for your region? 

(Number of responses by category) 

This result is not surprising given the proximity of the Hurricane Katrina disaster to the region 

and the consensus in the law enforcement community around interoperable communications and 

training as fundamental to homeland security preparedness.   This finding may seem at odds with 

the nationwide response to a similar survey of interoperability sponsored by the Department of 

Homeland Security in 2006, where positive progress was reported for first responders.  However, 

when framed in a regional context and focused on interoperable communications capabilities 

between local, state, and regional law enforcement (not just local first responders), the results are 

decidedly different and less positive (see also finding 10, as well as similar findings in Sections 3 

and 4). 
 
 

Finding 6.  The top homeland security best practice supported by regional law enforcement 

is considered to be training. 
 
By a large margin, training was identified by various agencies as the most significant homeland 

security-related best practice being implemented in the region. Other best practices cited most 

included communications, intelligence sharing, cooperation and communication with other 

agencies, equipment, and planning.  Figure 6 shows the frequency certain best practices were 

cited. 
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Figure 6.  What constitutes the three best practices in your organization? 
 

Finding 7.   Regional homeland security assessments involving law enforcement are not 

consistently performed. 
 
When asked whether their respective regions conducted homeland security assessments, almost 

two-thirds of respondents indicated that they had not, as indicated below. 
 

Figure 7.  Does your region conduct homeland security assessments?  
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local authorities regarding existing homeland security capabilities and capacities, and progress 

33%

9%

9%

9%9%

8%

23%

Training

Communications

Intelligence Sharing

Cross agency Communication

Equipment

Planning

Other

N = 84 

N = 88 



18 

being achieved to both sustain and strengthen them.  In a related survey response, 66 of 71 law 

enforcement agencies reported that they had never participated in a homeland security 

capabilities survey until LERTA. 
 
 

Finding 8.   Accreditation standards for law enforcement personnel are seen as needed for 

homeland security. 
 
Of 66 who responded to this survey question, 46 respondents or nearly 60% indicated that some 

form of accreditation would be beneficial for standardizing qualifications and training for law 

enforcement personnel performing key homeland security functions.   

 
 

Figure 8.  Is there a need for homeland security accreditation standards in your region/state? 

 
Without some form of qualification standards or proficiency certification, there is no objective 

means to measure what capabilities or capacities a particular agency or region has achieved in 

homeland security-related emergency preparedness and response.  However, establishing a 

national accreditation process would take time and resources and require consensus on standards 

from the law enforcement and homeland security communities.  While the survey found broad 

regional support for such standardization, this will require leadership from the law enforcement 

and the homeland security communities to begin the process.  
 

Finding 9.   The law enforcement community sees a regional need for a law enforcement 

laboratory to test and improve equipment and methodologies for homeland security. 
 
While such laboratory support is available on a commercial basis, a majority of local law 

enforcement agencies view a regional laboratory capability for testing homeland security 

equipment and methodologies as a worthwhile initiative that would improve efficiency and 

consistency. 

N = 66 
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Figure 9.   Is there a need for a law enforcement laboratory to test and improve equipment and 

methodologies for homeland security in your region? 
 
 

 
 

To a large extent, this presupposes that equipment and methodologies have been standardized 

and acceptance criteria have been developed and accepted by the state and federal government.  

As indicated earlier, for homeland security applications, this is not yet the case.  In the meantime, 

information sharing within the region regarding approved equipment, recommended training, and 

lessons-learned may be the best interim measure. 
 
 
Finding 10.  Fully interoperable communications are cited most by regional law 
enforcement as the improvement that would have the highest potential ñreturn on 
investment.ò  
 
Regional law enforcement agencies were asked ñwhat potential procedural, operational, or 

technological improvements or innovations would make the biggest difference for law 

enforcementôs effectiveness from a óreturn on investmentô perspective?ò  While interoperable 

communications was the single, specific example most cited, the broad categories of training, 

information management, and regional communication were also emphasized.  When asked as to 

why they believed such improvements have not yet been made, the following answers included:   

 

 ñToo many cooks in the kitchen with competing interests and small goals.ò 

 ñLocally, [too little] funding for equipment and technology.ò 

 ñBudget constraints.ò 

N = 88 
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The following are quoted examples of the improvements or activities cited by respondents as 

providing the most ñreturn on investment:ò 
 

¶ Stronger partnerships between law enforcement agencies through task forces, involving 

personnel, missions and equipment (i.e., interoperability and fusion centers). 

¶ More training for first responders who will actually do the hands-on work. More training 

for managers that will supervise the event. 

¶ Comprehensive satellite communications systems with nationwide availability allowing 

operation regardless of land based infrastructure damages.  

¶ Interoperable communications so all agencies regardless of home station could talk to 

each other.   [Note:  This comment was heard repeatedly.] 

¶ A reporting system that would tie all of our databases together with a data mining 

program. 

¶ More effective implementation of fusion centers and regional information centers. 

¶ Training officers is the best return on investment. The more knowledge gained on a 

subject, the better we are able to prepare. 

¶ In-car computers, along with in-car access to multiple jurisdiction frequencies on the 

radio. 

¶ The timely and efficient sharing of information on domestic terrorist threats, potential 

targets, what to look for; currently, this information is too general and not specific to our 

region. 

¶ Weôve spent a lot of manpower and time training in order to deal with homeland security 
issues. However, there needs to be more ñreal timeò data shared with us from the federal 

agencies such as the FBI. An operational upgrade to enable us to receive information 

that is considered ñclassifiedò would help us be more prepared before an event instead 

of afterwards. 

¶ Radios that are adaptable/compatible across the state. 

¶ Increase the approval and issuance of grants; at times it has taken years to receive 

equipment on the grants. 

¶ Training to become proficient with equipment and procedures. 

¶ In-car mobile data terminals (MDTs), wireless cameras, training and comparable pay. 

¶ Emphasis on law enforcement as first responders. 

¶ The ability to get what you need when you need it: personnel, equipment, subject matter 

experts. 

¶ The biggest effect would be from effective training; the preplanning must be based on 

real life experience. 

¶ Better and more training; better equipment. 

¶ More homeland security funding for small to mid-size agencies. 

¶ A database that law enforcement can access which describes services available to 

agencies. 

¶ PDAs or laptop computers being made available to officers in the field so they can access 

the latest intelligence. 
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Lessons-Learned 
 

The role, responsibilities, organization and even names for programs vary considerably from 

state to state.  Law enforcement agencies also differ on what constitutes a target and what to do 

to protect local assets from either being attacked by terrorists or damaged by natural disasters. 

 

There is deep-seated disagreement within law enforcement regarding the probability of a major 

terrorist incident occurring within their jurisdiction or region; some believe it likely, while others 

see it as highly improbable.  Homeland security priorities are either high or low as a function of 

where leadership stands and relative size of available resources.  

 

Almost all departments want better training and to make better progress in homeland security, 

but not all have the leadership and resources to do so. This is where personnel and program 

qualification standards, regional training, cooperative law enforcement ñhubs,ò and certifications 

can play a role. 

 

The concept of a ñhubò department can leverage resources by linking regional agencies around a 

key regional agency (usually urban or suburban).  This would strengthen collaboration among 

nearby agencies and serve to upgrade capabilities while leveraging limited resources in each 

agency.  Chief Reese met with local officers and asked who they call upon for regional support 

or assistance; each time he received a different answer.  There is a need for more defined 

cooperative agreements, including training, SWAT teams, and information sharing.  A ñhubò 

arrangement is one such option.  

 
Onsite Observations 
 

It is clear there has been an increase in spending, specialized units, joint training exercises, state 

accreditation plans, state mutual aid plans, and in planning and communication. These are all 

positive developments and are significant steps forward; albeit, these tend to be ñrandomò 

actions and not necessarily reflective of what is happening in the district or region. 

 

More involvement is needed in interagency task forces in districts and region, to the extent that 

swapping personnel between agencies in an ñinternò capacity for an extended period should be 

considered. 

 

The districts need to publish more formal plans, approve equipment for the good of the region, 

improve assessment capabilities, and conduct more self-assessments of homeland security 

posture. 

 

Notable quotes by and responses from law enforcement interviewees in support of this topical 

section of the survey are provided in Appendix 7. 
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3.  COMMAND, CONTROL, COMM UNICATION,  

AND REGIONAL COORDINATION  

 

One of the salient lessons-learned from the Katrina disaster is how emergency response can be 

hampered by confusion among various government agencies and first responder organizations as 

to who has the authority to make critical decisions.  What is needed is improved ñsituational 

awarenessò and preplanned means of collaboration between various levels of government and on 

the ground response teams.  Shared situational awareness is also tantamount to better operational 

efficiency (thereby saving resources that cannot be afforded to be wasted), which can only be 

accomplished through effective communications.  Effective communications broke down during 

the 9/11 response due, in large part, to interoperability issues and during Katrina due to the total 

collapse of regional communications (i.e., telephone, cell, internet), exacerbated by continued 

shortcomings with interoperable radios.   

 

Command and control roles and responsibilities need to be based on the ñall hazards, all risksò 

model and be clear to all potential participants.  Information that feeds the command and control 

structure needs to be comprehensive and tailored to be of use to both the tactical level (real-time, 

local situation) and the strategic level (wide-scale, future-looking). Communication protocols 

(including secure internet and radio), standards, and equipment need to be preplanned and pre-

deployed prior to an emergency.  Threat assessments and other intelligence should flow in a 

timely manner to those law enforcement personnel who need them for initial response and 

deployment.  This entails agreements with appropriate government agencies and with 

neighboring law enforcement agencies, as well as sufficient field testing and regional team 

training to validate effectiveness.    

 

Some findings based on survey results follow. 

 

Finding 11.   Communication is the biggest challenge to first responders acting outside of 

their jurisdiction.  

 

One of the key lessons-learned from Hurricane Katrina is that outside responders must be 

adequately equipped and trained to support their overall self-sufficiency in the field in order to 

be an effective force at a disaster scene rather than an additional burden to local authorities.  The 

LERTA survey asked regional law enforcement (which included those who were outside 

responders and host departments receiving outside assistance) what, in their view, were the 

biggest challenges faced by outside responders under these circumstances.  As the results show 

in Figure 10, ñcommunicationsò by far is the challenge cited by most law enforcement personnel.  

This includes issues of ñno common radio languageò and interoperability of equipment.   
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Figure 10.  What are the biggest challenges for first responders 

acting outside of their jurisdiction?
6
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Other challenges named in about equal numbers are geography (in terms of deployment), legal 

authorization (acting in a domicile other than their own), availability of needed equipment, and 

chain of command (command and control in the field).  Others named less frequently included 

funding, lack of knowledge of local procedures, liability, and lack of training. 

 

It was clear from interviews conducted along the Gulf in Mississippi that local law enforcement 

dealing with the devastation from Katrina found that outside departments arriving to assist could 

be divided into the ones that came prepared, (e.g., were self-contained and had the means to 

adjust their radios to communicate with the local agency), and those without self-reliant 

capabilities, i.e., lacking food, lodging, gas and interoperability communications.   

 

With ñinteroperabilityò of communications being named as the biggest challenge to regional law 

enforcement response to major emergencies and natural disasters, other survey results are 

instructive on the question of how much progress is being made to expand local and regional 

communications.  As Figure 11 shows, much more progress is being made and activity is 

underway to increase interoperability among local first responders (fire, EMS, law enforcement) 

than with adjoining jurisdictions, and with local jurisdictions than with the region and state 

(including fusion centers). 

 

                                                 
6
  Survey respondents asked to name at least 2 or more challenges or impediments  

(ñOtherò = 46) 

                                                                                       Number of Respondents 
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Figure 11.  With whom does your agency have interoperable communication? 

(percentage of responses by agency or entity cited, N = 77) 

 

 
The survey results in Figure 5 (ñWhat are the top homeland security priorities for your region?ò), 

Figure 11 (ñWith whom does your agency have interoperable communications?ò), Figure 19 

(What ñnewò technology has your agency or department obtained and deployed over the past two 

years that is relevant to your heightened homeland security responsibilities?ò), and Figure 22 

(What three homeland security technology needs would you want enhanced or developed?ò), 

suggest a disparity between interoperability capability claimed at the local level and what 

remains to be done in terms of technology enhancements and deployment.  They also suggest a 

wide disparity between improving interoperable communications capability at the local level as 

contrasted with that between local law enforcement and the state (e.g., with the fusion centers).   

 

Based on interviews with over 80 departments, the first can be interpreted as a ñglass half-

full/half -emptyò perception.  While considerable improvements have been achieved, particularly 

in the larger urban and suburban agencies, this is not necessarily the case in some rural 

departments that have not received grants monies to upgrade existing communication systems.  

Likewise, given the advent of fusion centers nationwide over the past several years, it is not 

surprising that interoperable communications have not yet linked these centers with all law 

enforcement agencies in their respective states.  While the recently completed DHS survey of 

interoperability indicates much improvement has been achieved, there remains considerable 

room for improvement on a regional basis.   
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Finding 12.  Awareness of regional coordination and communication mechanisms is 

lacking. 

 

The important role that regional cooperation plays in preparing for and responding to both 

terrorist events and natural disasters is well established from experience with the 9/11 attacks and 

the Hurricane Katrina natural disaster. From the law enforcement perspective, regional 

coordination and communication entails sharing of information, interoperable communications, 

joint emergency planning and training, and mutual aid agreements.  However, the LERTA 

survey found almost half of regional respondents were not aware of specific mechanisms 

available to their jurisdictions to provide and promote such regional cooperation.  As the results 

indicate in Figure 12, for the half that recognize such means, most point to their respective state 

emergency management agencies as that key mechanism, with ad hoc meetings between 

jurisdictions as a secondary means. 

 

 

Figure 12.  What regional coordination mechanisms exist  

for sharing resources and for coordinating a response? 

Only two respondents identified the state fusion center as a mechanism, with FEMA, the JTTF, 

and state homeland security agency also being cited.  As confirmed by extensive interviewing, 

there seems to be little regional thinking, training and/or coordinating of resources, equipment, 

training, and vision at this point. When requested, many law enforcement officials could not 

provide the name of anyone from another state to call for assistance, advice or best practices.  

This situation was somewhat better in the larger cities but was a persistent finding in almost all 

law enforcement agencies.  As a concept, regional cooperation and integration for purposes of 

homeland security and emergency response remains in its nascent stage with long established 

parochial interests and standard operating procedures still the prevailing approach. 

N = 84 
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As an illustration, interviewees told us that when agencies were called to the Katrina disaster, 

many lost contact with their own state support agencies and were ñlostò for days with only the 

local on-scene agencies coordinating their response and tracking their activities.  There was little 

or no feedback coming from or going to what should have been the ñcontrollingò agencies, such 

as with an EMA.  As most leaders acknowledge, it is difficult to lead from an office; someone in 

a command role must be on the ground. 

 

Finding 13.  A disparity exists with respect to timeliness of communications of reports 

regarding suspicious individuals; this disparity appears to be linked to differences in 

information capabilities between larger urban and smaller rural law enforcement agencies. 

 

The LERTA survey found a pronounced inconsistency throughout the southeast region in terms 

of how long it took to receive information from state and federal sources regarding suspicious 

person reports from other jurisdictions.  Accompanying onsite interviews found much of this 

disparity (but not all ï see below) related to the size of the department and its urban or rural 

setting.  Oftentimes, delays were experienced by rural or small departments, who relied upon 

larger city departments or the state for such information.  As illustrated by Figure 13, about a 

third of respondents indicated wait times for such reports of less than 24 hours, while another 

third reported it taking from a week to a month, with the remainder indicating a wait time of 

more than a month or no reports at all.   

 

Figure 13.  How quickly do you become aware of reports 

of suspicious individuals or activities from other jurisdictions? 
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One police chief interviewed reflected on this situation and remarked that the reason he 

happened to enjoy more prompt reporting despite his more rural setting was that he had special 

ties to a nearby police department with whom he once worked.   This informal chain of 

N = 83 
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communications is apparently common for sharing information, training best practices and 

lessons-learned since there is not a formal city-to-city communication system that operates in a 

real-time manner. A number of officers believe that a state fusion center, if operated effectively, 

would help alleviate such handicaps.  

 

Finding 14.  Many law enforcement agencies do not have mutual aid agreements or 

implemented policies regarding joint efforts between neighboring jurisdictions and states. 

 

As illustrated in Figure 14, the survey found that an appreciable proportion of agencies do not 

have regional aid agreements and policies regarding joint efforts.  Even when the city is closer to 

a neighboring city in another state, there often is no direct relationship, and accordingly, little 

knowledge of or accessibility to training, equipment or expertise that may reside there.  For 

specialized capabilities in particular, another state in the region may have expertise in water 

rescue, search rescue, and explosives, but there is no regional coordination that would enable 

cooperative use of these assets. 

 

Figure 14.  Do you have joint homeland security policies, procedures,  

and plans that are shared with neighboring jurisdictions?  
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This issue was also raised in the Regional Technology Integration, Memphis Urban Area Report 

(ORNL, 2005), where it was found that ñThe perceived limitations to mutual aid across state 

lines needs to be addressed at the national level.ò  It observed that ñ...as the population of border 

communities increases, along with suburban sprawl, more cities will be located in more than one 

state, increasing the necessity to facilitate cross-border assistance.ò  The report recommended 

that, ñin the meantime, the parties in this area should look for creative ways to minimize these 

problems and to share needed response capabilities among neighboring counties.ò  

 



28 

For those who acknowledged that mutual aid agreements or joint action policies had been put in 

place, a corollary question asked was whether any of these agreements had been tested in 

regional exercises or tabletops.  The results tended to gravitate to the mean with most rated as 

partially or incompletely tested, as shown in Figure 15. 

 

 

Figure 15.  To what degree have mutual aid agreements 

or joint action policies been tested through exercises in your region or state? 

(Number of responses by rating value) 
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The implication from these results is that ñregionalizationò of policing, particularly where 

necessary to support preparedness for terrorism or a natural disaster, has not been consistently 

table-topped or otherwise exercised to validate the actual roles and responsibilities defined in the 

agreements and to ensure adequate command and control systems.  Without confidence the 

system will actually function during an emergency, there is a danger that such agreements or 

joint action policies will be ignored or inadequately implemented when a regional emergency 

arises.  

 

Finding 15.  No readily accessible system exists for local law enforcement to receive best 

practices, lessons-learned, after action reports, and natural disaster information from other 

state and local law enforcement organizations within the region. 

 

From survey results and interviews, it was clear that law enforcement personnel did not receive 

and keep abreast of homeland security-related developments, issues, and experiences from other 

agencies in other states of the region.  When asked whether any lessons-learned system existed in 

their department, over two-thirds replied ñno.ò   

 

Despite some clear improvements in the flow of intelligence and HS-related information, it is 

alarming that an overwhelming majority of regional law enforcement do not recognize any 

1 ï none 
2 ï little 
3 ï some 
4 ï developing 

5 ï fully operational 

    N = 42 
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established means to share such information within the region.  From other survey questions, it is 

equally clear that such information is finding its way to the agencies from federal and state 

sources; however, a similar process on the ñhorizontalò level between the states and agencies is 

not functioning.  

 

Finding 16.  Threat assessment cooperation is seen as effective between local law 

enforcement and the FBI, JTTF, and state fusion centers, but less so between local agencies 

on a regional basis. 

 

Surveyed law enforcement agencies were queried as to what they considered to be ñworkingò or 

ñnot workingò in terms of effective threat surveillance programs.  ñWorkingò was defined as 

those programs that were effective and proven in practice in terms of promoting the sharing of 

threat assessment information among local and regional law enforcement.  Excerpts of responses 

are shown below: 

 

Working:  

¶ Relationship with JTTF and FBI 

¶ Fusion center 

¶ Homeland security policies 

¶ Information flow on targets and investigations; follow up on tips 

 

Not working:  

¶ Wordy, lengthy warnings not applicable to local departments 

¶ Vigilance among local law enforcement 

¶ Lack of good communication with local departments 

¶ Communication between state homeland security and local departments 

¶ Points of contacts in other jurisdictions 

¶ Timeliness of information 

 

Whereas the federal government (with JTTFs) and the state (with fusion centers) have 

established mechanisms for exercising regional coordination and cooperation, the ability and 

incentive of local departments and states to do similarly has been limited.  In the survey, law 

enforcement agencies were asked whether their agency or department is integrated or connected 

into a state or regional threat surveillance system.  Most indicated that they were not, as 

illustrated in Figure 17. 
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Figure 17.  Is your agency or department, or anyone else that you know,  

integrated or connected into a state or regional threat surveillance system? 

 

 

As indicated before, it is clear that no one is ñin chargeò of regional coordination at a local level, 

although it could be argued everybody ought to see it as part of their duties (albeit, it has also 

been said that when everybody is in charge, no one is).  Many surveyed agree that there are 

considerable resources in the region that are not being utilized effectively due to lack of a 

coherent strategy.  

 

Lessons-Learned 

 

Command, control, communication, and regional coordination should be one of constant 

planning, training, equipping, exercising, evaluating, inspecting and seeking best practices and 

knowledge.   

 

Leadership is the single most important factor for the success and well-being of homeland 

security in the southeastern region, and the success of regional coordination will depend on it. 

 

A regional committee would serve to better link critical homeland security elements in the 

region, including schools, hotel managers, private security firms, law enforcement chiefs, and 

fire chiefs.  

 

A system that collects incident alerts from 911 call centers, law enforcement, transportation 

agencies, and other sources would serve an important purpose.  This system would reformat 

signals into a digital message that could then be sent to users via the internet, cell phones, and 

pagers.  In this way, everyone receives essentially the same information at the same time so that 

they can better coordinate the communityôs response to an emergency or a public safety incident.   

 

Protection of the public and critical assets on a regional basis lessens a disasterôs impact.  

Making infrastructures resilient makes them less attractive targets for terrorists.   

 

 

 

N = 83 
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Onsite Observations 

 

Improving communications interoperability was a priority for most of the departments surveyed.  

 

Mainly larger departments were able to form regional task forces; this would be a great asset for 

smaller departments. 

 

Counties who managed the entire communications system seem to be better at interoperability. 

 

Larger departments were more likely to:   

 

¶ Have procedures outlining how officers from multiple departments would respond 

to major incidents  

¶ Have a policy for protection of sensitive locations 

¶ Have a policy for incident command 

 

One officer listed his departmentôs needs in writing: 

 

¶ Improved information sharing between the region and local agencies 

¶ Increased funding for homeland security training and exercises 

¶ Mobile Data Terminals (MDTs) for our vehicles (but they must be supported by 

infrastructure) 

¶ Air quality monitors for vehicles 

¶ Level III PPE with air packs ï At present time, patrol officers have outdated 

masks and filters.  Most filters expired in 1993 and there is no outer garment 

protection.  With all the hazardous materials in the area, officers need a minimum 

of Level III protection to conduct any on-scene investigations.  (This does not 

mean that all officers must have such protection, as funding for equipment that 

may never see use could be restrictive to an agency.  Consideration needs to be 

given to who would be responding and their roles when allocating funding for 

protective equipment.) 

¶ Mobile Command Posts ï As we continue to grow, the number of incident scenes 

requiring a mobile command post increases.  It should be equipped with the maps 

and communication equipment used in the area. 

¶ Rifles for patrol vehicles ï Patrol vehicles need rifles for the accuracy and power 

required in todayôs world (there are different thoughts on this and each 

department needs to analyze their needs for their particular area). 

  

BEST PRACTICES OBSERVED FOR HOMELAND SECURITY AND CRIME 

REDUCTI ON 

  

The following represent best practices observed during the survey that both support homeland 

security and crime prevention in terms of more effective command, control, and communication 

capability. 

  

¶ Establishment of gang task forces to control increased gang activity. 
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¶ Establishment of Multi-Agency Narcotics Squad to target the street level dealer. 

¶ New encrypted 800 MHz radio system with channels for incident command. 

¶ Community Oriented Policing (COP) was established in housing projects and 

business districts to increase cooperation between law enforcement, residents, and 

business owners. 

¶ Officers have become credentialed to teach all NIMS courses and some have 

traveled through their states teaching IS 700, 100, 200, 300, 400, 800 and Unified 

Command in a Catastrophic Incident. 

¶ NIMS required courses have been taught to all departments in some cities to 

insure a common operating picture and courses are scheduled throughout the year 

to ensure new hires are trained. 

¶ Many departments have greater communications between them and other city, 

county, and emergency medical services, and emergency management.  

Scheduled meetings are conducted to review emergency operation plans, planning 

for joint exercises, and to just get to know each other. 

¶ Some cities have become nationally accredited by the Commission on 

Accreditation for Law Enforcement Agencies (CALEA) and some cities have 

become state certified.  The completion of any of these two initiatives shows that 

the police department has achieved compliance with a broad and comprehensive 

set of policing standards. 

¶ Some departments host area-wide intelligence meetings quarterly (this would be 

equally effective on a regional basis). 

¶ Some cities have completed jurisdictional vulnerability assessment surveys of 

facilities within their city and designated actions to be taken during increased 

threat levels (again, this could be implemented on a regional basis). 

¶ Some agencies fielded Response Teams in which the officers perform basic patrol 

operations on their assigned shifts but are equipped with special weapons, tools, 

and tactics to immediately respond to tactical situations and potential homeland 

security threats in the field as they may arise.  Having these personnel and 

resources mobilized 24 hours a day provides an expedited response to high risk 

calls for service (including tactical, hostage, barricaded suspect, and homeland 

security threats), an immediate on-scene tactical assessment from which to make 

resource deployment decisions, and the availability of special weapons and tools 

to address and de-escalate these confrontational situations. 

¶ Some agencies have developed school system programs. These programs use 

rapid deployment approaches to address school violence. These programs include 

basic security protocols for daily operations, lockdown procedures, and 

communications methods during school emergencies. Teachers, police officers, 

and school staff have been trained on these techniques.  Annual in-service 

refresher training sessions are included for teachers and police to refresh the 

material and program objectives. 

¶ Some agencies have developed Hispanic coalitions to actively meet with members 

of the Hispanic community to improve communication and services.    

¶ Some departments are able to utilize their PDAs to prepare offense reports, 

sensitive information reports, and tow-in reports in the field and transmit these 

wirelessly into a records management system. 
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¶ Some departments meet on a regular basis with members of several different 

neighborhoods (e.g., high, medium and low income, alike) to share information, 

best practices and concerns. National Night-Out is one part of these initiatives.   

¶ Many departments have a Citizensô Police Academy and have graduated hundreds 
of citizens as volunteers in support of law enforcement, but few have integrated 

homeland security into these programs. 

¶ Master Police Officer Programs are beneficial and the officers can obtain 

additional pay and responsibilities by increasing their knowledge and training in a 

structured MPO program; however, homeland security needs to be a part of these 

programs. 

¶ Some departments are heavily involved in memberships such as Regional 

Homeland Security Executive Councils and state associations, but many are not 

(and certainly not on a regional basis). 

 

Notable quotes by and responses from law enforcement interviewees in support of this topical 

section of the survey are provided in Appendix 7. 
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4. TECHNOLOGY  

 

Broadly defined, technology includes mechanical and electronic processes, systems, models and 

simulations, hardware, and software.  Technology serves to enhance the ability to organize, lead, 

and employ law enforcement officers with greater efficiency, effectiveness and safety by 

providing the ability to inject quality information into the homeland security or emergency 

response plan.  However, technology may also entail increased challenges and the need to screen 

and protect data being shared. 

 

In the future, terrorists will change their strategies, tactics, and organizational goals, searching 

for new ways to undermine national security. Technology will undoubtedly play a critical part in 

this endeavor.  As keeping up with technological advances has been found to be a vulnerability 

of the law enforcement community in the past, particular focus is needed to expand the 

technology base available to agencies and to adequately train and educate officers to make 

effective use of it. 

 

Finding 17.   While most law enforcement agencies have multiple sources of homeland 

security technology information, a significant number remain unaware of key 

developments. 

 
From the survey, some agencies listed multiple sources of information regarding technology 
developments, while others listed only one.  As illustrated in Figure 18, sources most mentioned 
included (in order of number of citations): 
 

¶ Federal or state government agencies 

¶ Other law enforcement department or personnel 

¶ Law enforcement-related associations or conferences 

¶ Internet 

¶ Trade journals or magazines 

 

Other sources cited included general media sources (e.g., newspapers, television, and industry 

vendors or mailings).  More than 10% of respondents indicated at least five or more sources of 

information on homeland security-related technology. Many respondents marked multiple 

selections; however, an appreciable number of them indicated that they were ñnot finding outò 

about technological advances.  From interviews, it is apparent while a number of information 

sources exist for keeping up with available homeland security technology, it remains difficult for 

some departments, particularly in rural areas, to regularly access such sources. 
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Figure 18.  How do you find out about technology developments 

that bear on your homeland security responsibilities  

in law enforcement)?
7
 

Finding 18.  Most homeland security-related technology investments by law enforcement 

have been directed to emergency operations equipment. 

 

Law enforcement agencies were asked to indicate what new technology their agency or 

department has actually obtained and deployed over the past two years that they consider 

relevant to homeland security.  The majority of responses were either unknown (do not know of 

any) or unresponsive.  Of those who did respond (79 responses), the technology procurements 

cited were diverse and covered the spectrum from remote control robots to PPE to various 

information technology applications.  As illustrated in Figure 19, law enforcement agencies 

reported that explosive ordnance device robots, personal protection equipment, interoperable 

radios and other communication systems represent technology acquisitions reported by more 

than one or two departments.   

 

Other deployed technologies include thermal imaging cameras, IT software, surveillance 

monitors, ñsky watchò tower, MSA safesite system, MSA chemical sensor system, various 

tactical response vehicles, and sonar equipment.   

                                                 
7
  Respondents were asked to check all that applied leading to multiple responses per respondent. 
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Figure 19.  What ñnewò technology has your agency 

or department obtained and deployed over the past two years  

that is relevant to your heightened homeland security responsibilities? 

 

 

An example of a new technology is the SNAPS II System deployed for the Memphis Urban Area 

Shelby County Sheriffs Department.  Acquired through a partnership with Oak Ridge National 

Laboratory, the Sensor Network Area Protection System (SNAPS) is a mobile WMD protection 

system that has chemical and radiological sensors integrated with cameras.  The system has its 

own computer sensor network system and a weather station, combined with plume modeling 

software.  It is deployed during special events at venues with large crowds and is particularly 

valuable if intelligence indicates any specific threats to key assets or critical infrastructure. 

 

Finding 19.  While more advance homeland security technology has been introduced, 

almost half of all respondents indicate key technology needs have not been addressed.  

 

Over a third (31 of 87) of survey respondents indicated key technology needs remain, although 

there was no clear agreement on what they would consider the ñvital few.ò  A variety of specific 

homeland security-related needs were identified by regional law enforcement, without a clear 

consensus around a single one.  These included the following identified needs by respondents: 

 

¶ Fusion center 

¶ Camera installation 

¶ Thermal imaging 

¶ PDAs 

¶ Interoperability; 700 MHz frequency communications 

¶ Radiation detectors 
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¶ Advance personal protective equipment (PPE) 

¶ Mobile data terminals 

¶ GIS mapping 

¶ Remote surveillance equipment 

¶ X-ray technology 

¶ Vehicle scanners 

¶ Updated weapons  

¶ Remote field fingerprint identification 

¶ Satellite phones 

 

Again, as learned from interviews with most of the respondent agencies, the larger departments 

are more in tune with technology and technological advances in the homeland security and law 

enforcement context.  The smaller departments, usually in more rural areas, have less interaction 

with federal and state organizations and personnel and generally receive less information 

regarding technology applications.  Unless a small department is aggressive about keeping 

informed, they will fall behind despite the broad range of available information sources. This is 

reminiscent of the saying that ñyou donôt know what you donôt know.ò It is clear that some 

departments believe they are on top of new homeland security-related technology, but are not, 

given the pace of technology research, development, and deployment in the field.  Unfortunately, 

training and education of officers regarding technology use and application has not been a high 

priority at many agencies.  

 

Finding 20.  Law enforcement agencies are divided on whether government technology 

grants and assistance are sufficient; other barriers to technology applications remain. 

 

As illustrated in Figure 21, survey respondents were divided on whether such assistance played a 

significant role in meeting homeland security technology needs.  About a quarter of agencies 

responding believed such support played a meaningful role, while ten percent acknowledged the 

availability of such assistance, but questioned its relevance to their operations.  
 

Figure 21.  To what extent has federal or state technology assistance been instrumental in 

meeting these needs in the above question?  
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The barriers to enhancing technology were seen to include: 

 

¶ Lack of funding for technology 

¶ No clear statewide policy 

¶ Inadequate planning 

¶ Training not made available to our agency 

¶ Lack of communications interoperability 

¶ Turf battles. 

 

With respect to the issue of relevance, respondents noted that ñparameters [are] too narrow on 

grants;ò that ñsome areas get better assistance than other areas;ò that some of the technology 

improvements are ñwhat they want to do, but not whatôs needed;ò or that ñwe have grant money, 

however, the county has controlðnothing seems to get to us.ò  

 

Where technology assistance was deemed ñnot availableò or ñnot adequate,ò explanations by 

survey respondents included the following: 

 

¶ ñNot aware of any assistance; not informed.ò 

¶ ñTax dollars were used to pay for communications system and drug funds were used to 
purchase computers.ò 

¶ ñPaid [sic] for new radio system with local funds.ò 

¶ ñIt appears that [the department] and city do not wish to pursue technology needs.ò 

¶ ñFunds are not disbursed fairly.ò 

 

From interviews with respondents, again it appears that awareness of and access to technology 

funding is commensurate with the size of the city and department involved. In terms of 

awareness, no question generated more responses of ñI donôt knowò than the subject of 

homeland security technology in personal interviews. 

 

Finding 21.  Interoperable communications, followed by improved regional 

communication, are the key technology needs of law enforcement in homeland security. 

 

As shown in Figure 22, regional respondents found interoperable communications or a 

multijurisdictional communication system to be the highest priority for technology enhancement.  

IT (information)-based means of improved regional sharing of homeland security information 

was deemed the second collective priority.  Other needs that were recognized are IT applications 

for training and command and control, fusion centers, surveillance equipment, and ñIT,ò in 

general. 

 

In the ñotherò category, survey responses for needed technology enhancements included: 

 

¶ School system communications 

¶ Cell phone communications 

¶ Records software 

¶ Situation simulator 
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¶ Integration of voice and data system  

¶ Training standards 

¶ Identification technology 

¶ Database integration 

¶ Counterterrorism technology/national database 

¶ Hazardous material technology 

¶ Mobile operation center  

¶ Distance learning 

¶ EOD equipment 

¶ Night vision 

¶ Sensor net and cameras (infield) 

¶ Image enhancing equipment 

¶ License plate scrambler 

¶ Computers in cars 

¶ Fingerprints in the field 

 

 

Figure 22.  What three homeland security technology needs would you want  

enhanced or developed? 
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An additional 22 respondents acknowledged they did not know of the priority technology needs 

of their departments. 
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Lessons-Learned 

 

No police department large or small wants their officers to lack information or the knowledge to 

properly use information and technology; however, large departments seem to have more 

knowledge and are in a better position to get technology application grants because of the greater 

need and the personnel to properly write the necessary grants.  Smaller agencies will deal with 

terrorism as well as major departments and need to be given the opportunity to get technology 

grants, training and education. 

 

In the survey, there were repeated responses that approximated, ñI do not know about 

technology.ò This lack of awareness is clearly an issue that needs to be addressed.  One idea, 

which is developed further in this reportôs conclusions and recommendations, is the role that may 

be played by a homeland security training center or academy, whether regional or national.  One 

of the missions of such an academy could be selection and development of equipment, training, 

and educational standards. 

 

There are a lot of agencies that have received considerable funding from homeland security and 

other agencies, but in many cases there is duplication of equipment within the region and a lack 

of coordination in purchasing such equipment.  A number of police chiefs indicated that they 

were going to pull their people out of a state team because of lack of planning, lack of 

coordination and lack of a single purpose; they had teams all going in different directions.  

 

Agencies are buying equipment that does not allow interoperability for police and fire 

departments in the same city and county.  All agree that this is not a funding issue. Only 

leadership at the district and regional level can provide the needed coordination and planning to 

develop and apply needed purchasing standards.  In some cases, agencies have requested a 

consolidated database of equipment purchased statewide under homeland security funding, but 

either the states do not maintain such records or there is a reluctance to release such information.  

Either way, this precludes local law enforcement agencies from knowing what available 

resources could be called on to supplement existing equipment during an actual event. 

 

Onsite Observations 

 

The biggest needs in homeland security technology based on interviews and onsite observations 

are: 

 

¶ More integrated databases 

¶ More protective gloves, helmets, and clothing 

¶ More advanced evidence collection technology 

¶ Advanced patrol car technology, fingerprinting ID, facial recognition, and safety 

equipment such as air sensors, night vision, and computers 

¶ More coordinated regional equipment replacement, particularly better regional usage 

planning and assignment of someone with that responsibility (Note: Various law 

enforcement departments have upgraded equipment, vehicles, and communications 

without a clear regional equipment usage plan. One example, based on the survey, 

regards a city that upon upgrading its communications system could have communicated 
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with the whole county, but then went to an 800 system whose limitations made that 

impossible.) 

¶ The barriers to enhancing technology were reported by interviewees to be many, 

including cost, lack of knowledge of equipment, and lack of confidence that personnel 

will be able to properly use and maintain the technology. 

¶ A very noticeable concern was the lack of knowledge and support in the technology area.  

Participants seem to obtain the newest technology by virtue of their personal initiative by 

acting on what they have read or heard by word of mouth.  A lot of support came from 

vendors and manufacturers. 

¶ The larger departments had more technological knowledge and expertise and sometimes 

a technology ñresourceò person, but there is a great need to enhance such knowledge for 

all regional police departments. 

¶ The National Incident Management System (NIMS) calls for the development of 

Common Operational Picture protocols and technology to link incident command posts, 

emergency operation centers and other stakeholders in a region.  If technology is where 

we are going, and it is, we better start educating our first responders in technology now. 

¶ The benefits seen by most survey respondents in interviews included: 

 

-  more effectively trained personnel 

-  better training for NIMS 

-  improved accountability 

-  increased interoperability 

-  staying updated and ahead of terrorists 

-  better data sharing 

-  crime mapping 

 

Notable quotes by and responses from law enforcement interviewees in support of this topical 

section of the survey are provided in Appendix 7. 
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5.  INFORMATION AND INTELLIGENCE SHARING  

 

A critical lesson learned from the 9/11 attack is that intelligence regarding potential terrorist 

attacks must be addressed from three vantage points.  First, intelligence and law enforcement 

agencies must become more capable of gathering such information; secondly, various agencies 

in these communities must be able to share such information; and thirdly, that information must 

be analyzed to make application effective.  

 

In the law enforcement context, the first objective goes to the heart of what is termed 

ñintelligence-drivenò patrolling by personnel in the community.  For the terrorist cells or 

activities detected, the local police department is often the first to detect and report them (a 

notable example being the Cherry Hill, New Jersey, cell that was exposed while planning an 

attack on nearby Fort Dix).  For the second objective, ñfusion centersò have become a key means 

to institutionalize information sharing among various homeland security and law enforcement 

agencies and provide competent analysis from the state level.  And finally, homeland security 

intelligence functions have been established at the national, regional, and state levels (as well as 

in some large cities), to screen and disseminate information provided by these sources, as well as 

to collect and analyze information from the ñstreet,ò i.e., local police departments and their patrol 

officers.  

 

Federal sources, particularly the Department of Homeland Security, remain the primary means of 

dissemination of intelligence to the nationwide law enforcement community.  DHS provides 

intelligence through several mechanisms including the Joint Regional Information Exchange and 

the Homeland Security Information Network.  One objective has been to release accurate and 

relevant information needed by law enforcement agencies in a time sensitive manner (after 

appropriate screening for security purposes).   

 

The LERTA survey strove to determine the extent to which information critical for law 

enforcement homeland security activities is shared between various levels of government, state 

and local jurisdictions, and between emergency preparedness disciplines, and how effectively 

this information has proven in application.   

 
Finding 22.  Homeland security information collecting and sharing is neither formalized 
nor emphasized as a basis for ñintelligence-drivenò patrolling at the local law enforcement 
level. 
 

Interviews conducted as part of the LERTA survey indicated that the handling of classified or 

otherwise sensitive information is a source of concern among local law enforcement agencies in 

terms of who should have access and how it needs to be protected.  Information flow between 

federal and state agencies, and those of local law enforcement can be hampered by lack of 

organizational trust and experience. 

 

The release of secure or sensitive information that may be viewed by non-secure partners has 

been a concern for law enforcement authorities.  It is understood that critical components of such 

information needs to be protected, such as confidential sources and details of alleged plots.  On 

the other hand, if information is not passed on to law enforcement at the state and local level, 

how do these agencies know where to focus their attention and resources?  A number of 
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interviewed law enforcement officials believe a compromise needs to be reached predicated on a 

level of mutual trust being achieved that provides critical information ñwhere it is needed, when 

it is needed,ò and  a reliable and secure means to do so.   

 
Finding 23.  Fusion centers have become recognized as an effective means of information 
sharing, but they have not been truly integrated with local law enforcement, particularly 
the ñofficer-on-the-street.ò 

 

While most law enforcement personnel found state fusion centers to be operating effectively, a 

number found that critical information regarding potential targets and investigations were not 

finding their way to patrol officers.  Some law enforcement officials believe that technology has 

not been disseminated sufficiently to meet the demands of both the fusion centers and local law 

enforcement agencies.  Rural and suburban agencies (even including some of the larger 

municipalities surveyed) have not integrated, the information contained in their records and 

databases with those of regional fusion centers.  All lack consistency in how data is recorded, 

how it is downloaded or provided (email, fax, electronic records management systems), and how 

it is tracked.  Conversely, local agencies have no effective means of querying the data, relegating 

the exchange with state or federal agencies to a one-way street where information flows down, 

but analysis cannot flow up.  At the local level, various law enforcement agencies employ 

various types of software, radio communications devices, and hardware, which hamper 

electronic data transfer.  Any coordinated regional or statewide approach to achieve consistency 

is not apparent.  Agencies continue to make purchases as individuals without regard to interface 

issues.  

 

Finding 24.  Various barriers continue to hinder effective information sharing ñverticallyò 

and ñhorizontallyò between federal, state, and local law enforcement agencies. 

 

When surveyed regarding what barriers local law enforcement agencies believe have ñhindered 

effective information sharing between federal/state authoritiesò and themselves, the top three 

responses were a culture of information superiority, concerns about jeopardizing ongoing 

investigations, and concerns about disclosing sources and methods.  However, all of the choices 

provided received appreciable responses, as shown in Figure 23. 
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Figure 23.  What barriers do you believe exist that have hindered effective information  

sharing between federal/state authorities and your department or agency?
8
 

 

A number of the respondents believed information is not being fully used due to the fact that 

some members of JTTF have clearance and some do not.  This limits the exchange of critical 

information. Others believed there was not enough open dialogue between agency heads and 

their counterparts on security issues and intelligence. As one interviewee remarked, some 

individuals are reluctant to get beyond the adage that ñknowledge is power.ò 

 

In this context, a culture of information superiority is one where an organization (as opposed to 

an individual) is resistant to sharing information because it views such information as a source of 

power and prerogative, and often perceives other organizations as not being able to make better 

use of the information.  Some individuals interviewed believed information is routinely withheld 

by federal or state sources because of a lack of confidence by these agencies that local law 

enforcement will apply it appropriately and with care (due to legal, security, or disclosure 

constraints).  In other cases, lack of appropriate security clearances have limited what access 

local agencies have to information. 

 

The survey results reflected in Findings 23, 24 and 27 and in  Figures 23, 25 and 27 suggest 

some conflicting views by local law enforcement in the region regarding the effectiveness of 

information sharing by the federal and state agencies.  In Figure 23, the survey results suggest 

impediments to effective information sharing include ñinformation superiority,ò sensitivity of 

information, and lack of local clearances, among other reasons; however, as shown in Figures 

25-27, the response is overwhelmingly positive regarding the timeliness, relevance and accuracy 
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of this information.  From discussions with law enforcement, it is apparent that homeland 

security intelligence dissemination has improved to the point that some local agencies even 

complain about it being ñtoo muchò (see Finding 26).  Much of the disparity owes itself to the 

difference in flow of intelligence between federal and state sources to, respectively, the larger 

urban or smaller rural law enforcement agencies.  The former are better ñplugged inò than the 

latter, whether it is the JTTFs or state fusion centers.  When information is received from these 

sources, the value of it has been supported by recipient local agencies.  These results indicate that 

information sharing is moving in the right direction, but more work is needed to tailor 

information to the recipient and to link more completely on a regional basis. 

 

Finding 25.  While most agencies rely upon modern information technology (e.g., internet), 

others still rely upon telephone and regular mail communications for homeland security 

information.  

 

As illustrated in the following figure, a majority of law enforcement agencies ñtypicallyò use 

email or other internet/based means to share information, but a significant proportion of 

respondents still rely upon traditional means, such as the telephone, mail, and facsimile.   

     

 

Figure 24.  Which of the following typifies  

how information is currently shared?
9
 

In the preceding results, other survey responses included person-to-person, teletype, not known, 

or information rarely shared. 

 

Many of the smaller law enforcement agencies do not have computers that are appropriately 

secure for homeland security applications for use in their offices.  One concern is that personal 

computers may not be sufficiently fire-walled and could be accessed by outside sources.  Internet 

access also may not be available to line patrol officers if radio frequencies do not allow sufficient 
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bandwidth for automobile-based units.  Many of the more rural agencies do not see a clear 

return-on-investment for upgrading to more advance, IT-based systems given their perceived 

threat levels.  An appropriate state or regional IT resource to assist in local decision-making 

would likely alleviate some of these issues and provide for a more coherent approach for 

homeland security electronic information exchange.  

 

Finding 26.  Law enforcement agencies variously reported receiving ñtoo much,ò  ñtoo 

little,ò or ñadequateò homeland security-related information in roughly equal numbers. 

 

The regional law enforcement response to the survey question regarding the amount and 

usability of information being provided from federal sources appears on the surface to be 

contradictory but is more indicative of ñone-size fits allò information flow not being a good fit 

for all recipient agencies.  This is borne out by a relatively even mix of 22 agencies indicating 

too much information being received; 37 indicating too little; 23 indicating level of information 

being adequate; and 20 agencies indicating that no or little information has been provided by 

federal homeland security or law enforcement sources.   

 

As indicated above, an overabundance of non-filtered or irrelevant information can bog a system 

down as much as a breakdown of the system.  A summary and analysis of essential facts relevant 

for law enforcement allows for prompt evaluation and response.  Based on the initial 

information, more detailed or sensitive information can be requested or reviewed on a secure 

site.  Improper use of the system, e.g., to announce routine training or overly generalized 

intelligence, or to provide repetitive information, can cause agencies to ñtune outò and essentially 

ignore these bulletins.  For other agencies, particularly those in rural areas, lack of ready 

information conduits (see prior finding) may hinder the flow of timely information. 

 

Finding 27.  Regional law enforcement agencies are generally satisfied with homeland 

security information being received from federal and state sources with respect to 

timeliness, accuracy, and relevancy. 

 

As illustrated in the series of graphs in Figures 25 to 27, for the 71 law enforcement agencies 

responding to this survey question in Tennessee, Georgia, and Mississippi, over 70% 

(respectively, 54 of 73, 63 of 71, and 55 of 71) found that homeland security-related information 

received from federal, state, or other governmental sources was usually (or always) timely, 

accurate and relevant.  This finding is somewhat stronger for accuracy (88% ñusually or alwaysò 

accurate) than for the other two attributes.  

 

 

 

 

 

 

 

 

 



47 

Figures 25-27. How would you rate homeland security-related information being received 

from federal, state, and other governmental sources for the following attributes? 

 

Figure 25:  Timeliness 

Figure 26:  Accuracy 

Figure 27: Relevance 
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This result contrasts with the preceding one in Finding 26.  It is apparent that the surveyed law 

enforcement community has more concerns with the volume of information provided than it does 

the accuracy and timeliness of the information. 

 

As noted earlier, surveyed agencies have found the JTTFs to be valuable for information 

dissemination from the federal level.  As shown in Figure 28, homeland security related 

information is received either ñfrequentlyò or ñintermittentlyò throughout the year according to 

65 out of 84 respondent agencies. 

 

 

Figure 28. To what extent does your department or agency receive 

 information from the FBIôs Joint Terrorism Task Force? 

(Number of responses by frequency reported)  
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This result contrasts to some of the comments made during interviews (e.g., in Finding 24) where 

some local law enforcement officials expressed concerns regarding compartmentalization of 

information by JTTF members due to security clearance concerns.  While such concerns 

apparently led to withholding of sensitive information from those members of local law 

enforcement without a security clearance, this does not appear to have hampered the overall 

effectiveness of the JTTFôs dissemination of homeland security-related information. 

 
Finding 28.  Local law enforcement agencies are not aware of ready sources of homeland 
security information to support equipment purchases and training delivery. 

 

Law enforcement agencies were asked whether they were aware of any ñclearinghouseò sources 

of information that would facilitate the purchase of homeland security related equipment or 

support training program delivery.  Such information would typically contain lists of 

recommended or approved equipment, available resources or guides, or points-of-contact for 

further information.  While such resources may, in fact, exist in some form and venue, this 

question was directed at whether local law enforcement was aware of them.  In this case, as 

N = 84 
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shown by Figure 29, 45% of responding law enforcement agencies reported that they were not 

aware of any such resources or that none existed to their knowledge. 

 

 

Figure 29.  Is there any type of clearinghouse for information before  

purchasing equipment or conducting training exercises? 

 

 
In some cases, the state office of homeland security or emergency management agency have 

been asked by local law enforcement to provide input on homeland security-related equipment 

purchases to maintain some level of consistency; however, it was reported during interviews that 

they have been reluctant to do so.  It was also reported that some local agencies do not receive 

guidance regarding equipment that may have been purchased elsewhere in the state to avoid 

duplication.  The same applies to training, where homeland security training is provided by 

various vendors for specific departments.  Interviewees expressed concern that there is little 

consistency in the type or level of training, no review of curriculums or information provided, or 

inspection of instructor qualifications.   

 
Finding 29.  Improved linkages to fusion centers, upgraded and integrated communications 
and computer systems, and expanded security clearances were identified as priority needs. 

 

Regional law enforcement agencies were asked to identify their top priority needs for 

information and intelligence sharing.  The following categories were most often identified 

(followed by specific suggestions from local agencies). 

 

Fusion centers:  real time information/web-based fusion centers; improved electronic 

links to fusion centers; access to fusion centers; national-type fusion center; statewide 

network for data input into fusion centers.  

 

Communication and computer systems:  integrated radio and computer systems; 

mobile data terminals (MDTs) in every police unit; computers available to all personnel; 

upgraded communications (e.g., ñcomputer aided dispatchò capability or CAD); 

integrated computer systems; district networks; multijurisdictional radios; satellite 

N = 58 
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communications for the emergency dispatch center (EDC); access to a secure federal 

website.  

 

Security clearances:  shared information down to the field level with less ñneed to 

know;ò provision of security clearances; JTTF clearance; secure in-vehicle access.   

 

Intelligence sharing:  must be timely and credible; need for credible suspect information 

(including gang and terrorists); specific threat information (including activities of known 

cells); sharing of classified information; criminal intelligence; ñwhat to look forò 

guidance; existing surveillance in area; photographs of suspects. 

 

It is noteworthy that these categories are repeated throughout various responses to the survey and 

in interviews with both urban and rural law enforcement agencies. 

 

Lessons-Learned 

 

Efficient and effective information sharing is founded on regional cooperation and law 

enforcement (e.g., federal, state, and local) working together.  While information sharing is as 

important as other policing functions that are given attention in a law enforcement agency, rarely 

is there a policy, procedure, or guideline on this important activity. 

 

There are intelligence systems dealing with drugs, and many of the people interviewed felt that 

those systems could also be used for intelligence and information sharing for homeland security. 

 

There are many good technological examples of information sharing (e.g., web networks, closed 

circuit television, fusion centers, and JTTFs); however these technologies do not take precedent 

over the work of officers in their patrol cars on the street. 

 

Onsite Observations 

 

The region needs to develop a plan for sharing information in the southeast region to make the 

region a cohesive whole by ensuring the smooth flow of credible intelligence to and from its 

states and local and private sector partners. 

 

Law enforcement needs full time intelligence units and in small departments, a person assigned 

to focus on homeland security intelligence.  Intelligence-based policing can be no more effective 

than a patrolmanôs ability to recognize and obtain information and process it for its homeland 

security-related meaningfulness. 

 

Agencies must continue to keep an eye on known perpetrators, identify new players, and develop 

informants and information from the fringes of the underworld.  They need to maintain a 

baseline understanding of their neighborhoods. In particular, they should be aware of who lives 

in them and what changes or developments carry significance from the homeland security 

standpoint. 
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A personnel rotation system is needed that develops joint national security-law enforcement 

professionals in the senior ranks of the intelligence community.  

 

Regional and national partnerships are needed to develop and implement effective systems for 

terrorist threat monitoring and surveillance, as well as for natural disasters, major incidents or 

accidents, and national health emergencies. 

 

A system is needed for dissemination of relevant terrorism intelligence data and information to 

ensure a reliable capability to alert officials and emergency response personnel of terrorist threats 

statewide.  

 

Notable quotes by and responses from law enforcement interviewees in support of this topical 

section of the survey are provided in Appendix 7. 
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6. TRAINING  

 

Training is critical in all areas of policing for homeland security.  Across the three states 

surveyed (Georgia, Mississippi, and Tennessee), considerable progress has been achieved in 

homeland security-related specialized training.  Larger departments (those with over 100 

personnel) many times act as ñhubsò or regional providers for this training. In the past, small to 

medium sized departments did not have the means within their budgets to host high caliber 

training. Those same departments also did not have funds within their budgets to purchase 

equipment such as explosive ordnance device (EOD) robots, ballistic protection, chemical agent 

protection, and other specialized equipment for use in low probability, high consequence events.  

With each new piece of equipment, training on proper use and deployment is essential for its 

effective use.  With the help of homeland security grants and cooperative use of limited 

resources (e.g., ñhubsò), departments can provide increased services by leveraging these 

available funding sources to enhance their mission. 

 

Police officers come across numerous intelligence opportunities on a daily basis. It is through 

training and education that the officer can get the most from the information presented to them. 

The line patrol officer is a critical, if underused, piece of intelligence gathering capability. Even 

as they gather information, it is not often directed to an appropriate local or regional resource for 

analysis and redistribution.   

 

The LERTA survey looked at law enforcement training for homeland security across all of the 

key facets of emergency preparedness and response (e.g., surveillance, technology, and 

intelligence) and reviewed how effectively such training is being provided in the eyes of the law 

enforcement community.  

 

Finding 30.  Local law enforcement agencies do not adequately train personnel to conduct 

homeland security assessments of priority targets in their communities. 

 

In the three states surveyed, the state homeland security agencies have been most responsible for 

conducting threat assessments on both a state-wide and local basis.  The vast majority of 

departments who indicated that training had been accomplished were the larger urban 

departments; a number of smaller departments have not trained personnel to conduct such 

assessments on a community-basis, nor have they trained officers in how to patrol using such 

assessments or available intelligence.  Local law enforcement lacks the knowledge, experience 

and inhouse instructors to provide this training.  This assessment is derived from a survey result 

(Figure 30) which shows that intelligence, threat assessment, counterterrorism, and field 

exercises were among the most critical training needs identified that have not been adequately 

met. 
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Figure 30.  In your opinion, what are the top 3 training needs? 

(Number of responses by training need) 

 
 

Based on comments by law enforcement officials, a key objective needs to be at least one officer 

trained in threat assessment in the agency, with all patrol officers trained in identification of 

threats and practical application of threat intelligence.  This is clearly an opportunity for a 

cooperative training arrangement within the region; for example, using a ñhubò city training 

program to which select individuals from other municipalities may attend.  Another option would 

combine ñdistance learningò components so that time away from the job could be minimized. 

 

Finding 31.  Larger law enforcement agencies (>100 personnel) act as ñhubsò for nearby, 

smaller departments for homeland security training delivery, thereby leveraging regional 

training and response capacity.  

 

LERTA identified ñhubò departments, which can be defined as departments of sufficient size to 

possess the resources to assist other departments in their regions or districts, that could or do act 

as a regional training resource.  These departments tend to be progressive ones with respect to 

homeland security and have the leadership willing to take on regional-based initiatives.  At the 

present time, these ñhubò departments are not officially recognized; however, smaller agencies 

can look to them in a time of crisis to supplement the smaller agencyôs resources in terms of 

manpower and technology. 

 

Based on interviews with both ñhubò departments and their beneficiaries nearby, it appears that 

such arrangements strengthen regional cooperation and make more effective use of training 

resources.  This concept is not uniformly practiced throughout the region, however, and is 

typically more a function of local leadership and existing local cooperation.  Where regional 

training takes place, a collateral benefit is that participants gain knowledge of other agenciesô 

capabilities and capacities to respond and deal with homeland security issues.  Such activity is a 

classic ñforce-multiplierò for regional homeland security that leverages knowledge, capabilities, 

N = 60 (other = 18) 


