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EXECUTIVE SUMMARY

This report provides the results of a survey of law enforcement agencies in the southeastern
region of the United States to evaluate the effectiveness of how law enforcement contributes to
homeland securitypreparedness and response. This review, the Law Enforcement Regional
Technology Assessment (LERTA), was conducted by Saliant, Inc., under the auspices and
support of Oak Ridge National Laboratoryds So
funding from the Department of Homeland Security. The survey project was initiated in
December 2006, with the survey, itself, conducted from February to October 2007.

The foundation of the LERTA survey comes from the critical capabilities and capaetiiesdad

in the federal gover nment & swhicN dnclidesnthel Tardgee s p o n
Capabilities List (TCL) and Universal Task List (UTL), all of which define its essential scope

and el ements of revi ew. The athmprzaadls 0emme@d,i
encompasses both terrorist attacks and natural disasters. It reflects an explicit recognition that

t he NRP fAishould be a single, comprehensive ap
2005). LERTA differs from past law enforcemdmmeland security surveys by its focus on a

regional perspective (i.e., the southeast region); its-togeeer onsite interview process; its
comprehensive treatment of various facets of law enforcement; and its introduction of
community resiliency as aitical law enforcement capability that needs to be addressed. In the
cont ext of -hazdrds phNbBoBhy,sts saodpd includes both terrorist and natural events,
reflecting the complementary nature of these preparedness activities.

A retired chiefof police, Lee Reese, conducted the survey in three southeasternistates
Tennessee, Georgia, and Mississippiith specific cities and departments selected to achieve
diversity in size and location. Using written survey questionnaires supplementeasity o
interviewspeea ofimplearl ogue was established witdtl
departments in small, midsize, and large municipalities throughout the three regional states. The
combined results of the written survey and the onsite ies/form the basis of the evaluation

provided in this report.

Secti bnt 1o q)idedscribesthe origins, contents, implementation, and methods of the
LERTA survey in detail. The actual survey instrument, itself, is provided as Appendix 2.
Topical subjects are discussed in Sectiot¥sd the report and correspond to the categories of
homeland security lines of inquiry used in the LERTA survey. Sectio®rgafizational
Overview) addresses the overall organizational response by law enforcemigsmthomeland
security role. Section pmmand, Control, Communication and Regional Coordination)
addresses how law enforcement agencies are managed and how organizations use intelligence
and other data to communicate with responders, stakeholdershanpublic. Section 4
(Technology) includes the equipment, processes, systems, models and simulations, hardware and
software important to law enforcement, and the extent to which needs are being met. Section 5
(Information and Intelligence Sharing) cowers the local collection, regional sharing, and

! Homeland securitsi defined in the federal government 6s fANati onal Str
effort to prevent terrorist attacks within the Unanaged St ates
and recoverfromatac ks t hat do occur . 0o (HSC, 2007)

2 Now the National Response Framework, as of January 22, 2008.



ul ti mate application of critical i nformation
security. Section 6Tfaining) reviewstraining across all key facets of emergency preparedness

and response (e,gurveillance, technology, and intelligence) and reviews how effectively such
training is being provided in the eyes of the law enforcement community. Secticaw? (
Enforcement Resiliency is api | ot review of |l aw enforcemer
contributing to more resilient communities in terms of lessieasned from Katrina and

emerging recognition of the importance of jptanning and hardening of assets. At the
conclusion of the report, in Section 8, a summary is provided of additional issues t
considered, foll owed by a summary of Aover
recommendations in Section 10 for addressing issues raised by regional law enforcement.

While there are more than 40 survey findings, many of them can be addredsedaiotving
summary conclusions.

First, while LERTA found that in the southeast region, preparedness is manifest in better
equipment, training and awareness, the ability of regional law enforcement to respond effectively
to major or catastrophic regiahemergencies remains questionabkes illustrated by the results

of the LERTA survey, improvements in preparedness can be tied most directly to annual grants
received after 9/11, or in the intelligence and information sharing prompted by federahtand st
homeland security initiatives. However, between personnel shortages due to local budgetary
constraints, shortcomings in regional cooperation (due in part to continuing insularity among
many departments), and insufficient regional planning and exsgcigiis questionable that a
successful regional response could be made to a manmade or natural catastrophic emergency. In
fact, for most departments, homeland security preparedness has not been sufficiently integrated
into routine policing and its sustability as a critical function would be unlikely, at present, if
external grants and other resources disappeared.

Likewise, LERTA found that while law enforcement agencies in the southeast believe their
readiness for terrorist acts, as well as natuligshsters, has improved, the extent of that
improvement is difficult to measure because standards are lacking. Expectations for equipment,
personnel qualifications and training, technology, and information management and
communications have yet to be iefd. Without such standards and some means of independent
review and certification, it will remain difficult to know what level of readiness needs to be
achieved, how to set priorities for funding, and ultimately, what metrics matter.

As noted, LERTA ao found that law enforcement is not yet operating collaboratively at the
local and regional level, although clear inroads have been achieved in its relationship with
federal agencies. In many cases, a closer relationship exists between individualetepasna

federal or state law enforcement agencies, than between local and regional jurisdictions. Beyond
budget and staffing, lack of regional integration was identified most often by law enforcement as
the problem impeding progress in achieving hontlaecurity goals. Many jurisdictions
continue to lack mutual aid agreements or any other means to plan cooperation on a contingency
basis if a catastrophic event occurs. The lack of regional integration is greater for small, rural
departments as comparetth larger, more urban ones.



Inadequate homeland security communications and information exchange are the most
important unmet operational and technological needs. LERTA found that communication
interoperability is improved between local firsesponders, but remains inadequate on an
interdepartmental or regional level. Conversely, homeland security intelligence acquisition and
dissemination has improved, particularly from federal and state sources, but its application down
to the patrol leel has been less effective. Survey respondents made it clear that intelligence
based policing can be no more effective than
information, and process it for its homeland sectneétgated meaningfulness. Imwexd linkages

to fusion centers, upgraded and integrated communications and computer systems, expanded
security clearances, and improved sharing of intelligence information were identified by survey
respondents as the priority means to address many ofissess.

Finally, while there are equipment and technology concerns, the most significant opportunity for
improving homeland security readiness remains law enforcement personnel, themselves, in terms

of staffing numbers, qualifications, training, and daliees. One irony is that while the
Aavailabilityo of homel and security training
positive in the southeast regi on, its fAaccess
given by departments foohbeing able to take advantage of available training included existing
staffing shortages, getting timely information on training courses, funding for training, and the
location of training.

The recommendations resulting from this survey are sumethbbielow:

1. Define performance standards for key homeland security capabilities and capacities
in law enforcement, and perform independent assessments.

Some form of performance benchmarks or metric
i.e., the leel of desired organizational capability and capacity needed to prepare and respond
effectively to a terrorist attack or natur al
would have difficulty knowing to what qualifications level to train thmtrol personnel and

what type of training would be most appropriate to meet local homeland security needs. Without
locally relevant guidance, it would not be clear what equipment or technology is actually

necessary as a function of threat level andoregjiinterconnections. It also would not be easy to

begin establishing some ordered priorities for allocating resources and promoting regional
collaborations to meet actual homeland security performance gaps. Finally, it would not be
possibleto ascertai wher e the fAgreatest return on invest
outside support, and which homeland security capabilities and capacities are improved and

which are not. A process of sa@ésessment coupled with independent surveys would permit
government and law enforcement alike to gauge progress being achieved and to steer attention

and priorities to key needs that are not being adequately addressed.
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2. Make greater use of regional Ahubso as a
capabhilities.

State homeland security and law enforcement distmetsd to explore the formal recognition of

hub departments (i.e., those that have the resources, expertise, and knowledge to assist and guide
others) in law enforcement districts and regioBsch arrangements already exist in a few

locations in arad hocmanner and have proven effective in sharing limited resources and

knowledge among neighboring agencies. There is also a need for more defined cooperative
agreements, including training, SWA&ams, and information sharing, all of which lend
themselves to. a Ahubo approach

3. Consider establishment of a Southeastern Homeland Security Leadership Academy.

Given the importance of developing both the requisite leadership and skills neceskawy for
enforcement to become better empowered to support homeland security at the local and regional
level, such a regional center would serve a number of critical functions. The academy would
combine homeland security theory, practice, coaching, and tegynand would provide

education at a professional level. A collateral benefit would be the bonds that would be formed
between attending officers that will presumably facilitate cooperation and communication within
the Southeast region. For advant@ekl law enforcement officials (e.g., chiefs, deputy chiefs,
sheriffs, homeland security personnel), strategic level coursework would bring focus on
homeland security management, command and control, community resiliency, and interagency
integration. The ackemy would also offer a regional focal point for more integrated federal
statelocal homeland security program and training activities.

It is recognized that training or accreditation on a regional or national level, similar to what

exists in other profesional arenas such as safety, firefighting, and policing (e.g., FBI academy),

is ambitious for an emergent professional discipline such as homeland security. Assigning
training resources to regional or natiebalsed homeland security training may medaftisg

limited resources and establishing a funding source. However, the growing responsibilities being
assigned to local and regional law enforcement to carry out homeland security functions makes it
timely to consider such an option.

4. Take steps to stengthen homeland security commitment at the district level.

Many districts have evaluated and upgraded training and operational initiatives, increased
intelligence gathering and sharing among agencies, enhanced direct communication, and
launched pulic information campaigns designed to empower individuals and communities.
However, the regional survey found a wide disparity of performance: while some of these
programs are well managed, some are not; some have regular meetings, others do not; some have
guidance from the state, others do not; some have minutes and agendas, others do not. District
emergency preparedness is critical, but is not being uniformly implemented in an effective

3 A district is a specific area within a state that is defined by the state and its homeland security agency, with a
number of districts with key cities bgjrdesignated statewide for purposes of allocating resources and providing
regional command and control.

n



manner based on survey and interview feedback. Uniform guidartbe oole law enforcement
districts need to play, and what issues and programs are important to homeland security, is
required.

5. Increase awareness of, and actions related to, improving the resiliency of law
enforcement institutions at the regional leel in the face of both terrorist attacks
and natural disasters.

While communities in the Gulf region are applying lesslelasned from Hurricane Katrina to

strengthen community resiliency in the aftermath of such disasters, more needs to be done to
improve their awareness of key institutional vulnerabilities that should be addressed. This
experience should then be shared with other communities for which this awareness is lacking.

The ongoing ACommunity and ReghobhabtReei undec
Southeast Region Research Initiative (SERRI) is designed to facilitate and support this effort.



1. INTRODUCTION

As illustrated graphically by the events surrounding the SeptembBeettarist attacks and the

natural disater of Hurricane Katrina, law enforcement plays an integral role in emergency
preparedness and response. At the World Trade Center, law enforcement and other first
responders were key components in establishing command, control and communication, and
providing for public evacuation and security. In New Orleans and the surrounding areas, a clear
lessonlearned is that relief operations do not work until order is restored in a disaster zone; there
were simply not enough national guard units available tmperpatrol functions. Such

experience substantiates the role that law enforcement plays as one of the pillars of first response
and a key fienablero of community resiliency f

To address national preparedness, HomelandrBg®residential Directive 8 was issued which

calls for a National Preparedness Goal (NPG) that defines appropriate priorities, targets, and a

uni form approach to developing nkeasded glapmami h
as a strategy, ahning efforts are directed at continuously answering several key questions:

AHow prepared are we? How prepared do we nee
close the gap?06 (DHS, 2003)

In implementing the NPG via the National Response fN&P), the Department of Homeland
Security hashaazdeorpdtseod palna ninailnlg appr oach. Thi s
comprehensive approach to domestic incident m
preparedness activities critical to natudelasters would also support preparedness for terrorist

acts (DHS, 2005). This is a particularly important premise because sucthanaallis approach

is more coseffective and will lead to better preparedness for a terrorist event given that local
andregional authorities will likely have the opportunity to prepare and respond to natural

disasters (such as hurricanes) on a more frequent basis. The importance-baaard§

approach was underscored by the experience of Hurricane Katrina, and tigrtieragiven to

modifying the NRP to reflect lessofesarned from that major regional emergency.

The NRP defines and draws from critical capabilities identified in the Target Capabilities List

(TCL) as a means to perform critical tasks from the Univdrask List (UTL) in support of the

National Planning Scenarios (NPS). Version 2.0 of the TCL identifies 36 target capabilities that
would need to be achieved fiwith any combinat:i
trained, and exercised persortnelt o accompl i sh the intended cou
NPS and UTL. In turn, the UTL is the menu of tasks from all sources that may be performed in

any of the NPS scenarios. There are 15 scenarios that envelope the scope, magnitude, and
complexiy of pl ausi bl e catastrophichdzamdsers and
perspective: 12 scenarios address terrorist acts, one addresses cyber attacks, with the remaining

two addressing major earthquakes and hurricanes). (DHS, 2005)

The Departmentf Homeland Security and other federal agencies have funded major initiatives

to strengthen nationwide homeland securéhated capabilities and capacities at the regional and
local level. Law enforcement has benefited from this priority support gisenitical role in
preparedness and response. As improvements have been made at strengthening capabilities and
identifying remaining gaps in preparedness, priorities have evolved from initial capital



improvements and training to enhanced communicatiothsnelligence sharing. However, the
pace of these improvements continues to vary from department to department as a function of
local leadership, availability of resources, access to preparedness grants, and other factors.
Actual levels of preparedneashieved, as weighed against the TCL and other available
performance objectives have not been broadly accomplished on a regional level.

Law Enforcement Regional Technology Assessment

With support from the Department of Homeland Security, Oak Ridgemt_aboratory

(ORNL) under its Southeast Region Research Initiative (SERRI) commissioned a survey of law
enforcement agencies in the southeastern region of the United States to identify and evaluate
programmatic and technological needs using as a th&ssitical capabilities and capacities
provided in the TCL and UTL. This review, the Law Enforcement Regional Technology
Assessment (LERTA), was conducted by Saliant, Inc., and was initiated in December 2006 as a
oneyear survey.

This survey was conatted by a retired chief of police, Lee Reese, and was supported by Joseph
Fitzgerald, a former government official with homeland security preparedness expertise. Both
are former members of the Regional Technology Integration assessment team in Memphis,
Tennesse&The LERTA survey project was supported by an Advisory Team consisting of
ORNL and local law enforcement officials, who provided advice and guidance regarding the
survey process, objectives and contents (membership list provided as Appendix 3).

The survey lines of inquiry were based on the TCL and advice provided by the Advisory Team.
The survey addressed five, and later six, topical categories of information:

Overview of local/regional law enforcement
Information sharing

Command, controend communication

Technology applications

Training

Community resiliency (added for Mississippi survey)

= =4 =4 -8 -8 -9

With the coiimaexatr dbeidongsinalrlovi ded by the NRP a
scenario lists, the survey scope was implemented inadbmanner encompassing preparedness

and experience with natural disasters such as hurricanes, as well as with WMD and other

terrorism risks. Given the probability and frequency of such natural disasters in the southeastern
region, attention was placed progress being achieved with such preparedness given its

considerable overlap with and complementing of terrorism preparedness.

Using written survey questionnaires supplemented by onsite interviews with Chief Reese, a
Apetepreer 0 di al oshed with some ninetyg golacdand sheriff departments in
small, midsize, and large municipalities throughout Tennessee, Georgia, and Mississippi.

* The Regional Technology Integration initiative was undertaken by Oak Ridge National Laboratory-202604
as a pilot evaluation of multidisciplny homeland security preparedness in Memphis, Tennessee, as part of the
AfSafe Citieso program of the Department of Homel and Se



This interchange was shaped not only by the survey, but also by the following overarching
regional issues:

1 Identification of local law enforcement technology needs for homeland security
throughout the southeastern region

1 Integration of new technologies with the existing infrastructure, systems and concepts
to identify opportunities to leverage regional colledimn to reduce costs, improve
efficiency and enhance performance

1 Opportunities for collaboration with local law enforcement to further develop and
implement law enforcement technology

1 Communication of lessordearned and progress being achieved from one
municipality or agency to others in the southeastern region

1 Status of law enforcement technology application (i.e., evaluation processes, and
subsequent selection and deployment strategies) and integration in the southeastern
region as feedback to DHSgional homeland security authorities, and to the law
enforcement community

By gauging progress being achieved, LERTA has developed a comprehensivespegiio

listing of law enforcement needs and barriers for achieving appropriate preparednediieapab
This gap analysis can serve as a basis for defining what requirements will entail further
technology research and development on the part of DHS, ORNL, and collaborating research
institutions. It also facilitates the development of technolegptionships between ORNL (and
partner universities) and local emergency response organizations in the southeastern region. In
particular, opportunities have been identified through which barriers te amerintrastate
communication between homelandwwety and law enforcement organizations can be

diminished, and collaboration and coordination can be enhanced.

In summary, the LERTA survey results are useful to:

1 Compare existing capabilities with the DHS Target Capabilities List (TCL) criteria

1 Identify technology needs and research opportunities

T Ildentify -amighedtmenta (ROI) opportunities
enforcementdos role in regional homel and s

9 Assess for best practices, lesstaened and planning issues

1 Support preparatioaf baseline evaluation of key procedural, operational, and
technological needs and issues for the southeastern region

T Provide an initial measure of |l aw enforce

Use of the LERTA survey

The survey questions needesigned to measure progress being achieved by law enforcement in
the southeastern region of the United States with the relevant defined target capabilities and
technology aspects of the National Response Plan. The first of its kind, this studyesvaduiat

Aon the groundo program status and seeks to i
concerns. The results of this study can be used by local law enforcement agencies and



governments as a means to ssiéluate their own program status and &onerom the

experience provided in LERTA interview results. It can also inform homeland security policy
review for law enforcement by state, regional, and national government authorities in terms of
needed program priorities, specific implementationassand available remedies that can be
considered.

This survey and these results also have resonance and relevance to other first responders (e.qg.,
fire protection, EMS) who face many of the same needs (training, equipment, communication),
albeit priorties, policies and management processes are different. While these results can offer a
Atempl atedo from which other first responders
be useful for professionals in these other first responder categodegediop their own models

for homeland security preparedness. It would also be important to consider carefully the needed
interface between law enforcement, fire protection, and EMS.

Survey administration

The survey process began with Chief Reese conggkty homeland security poirts-contact

for the three states involved, including state homeland security representatives, state law
enforcement officials, and state agency directors in order to determine what cities and towns to
survey. Based on thisput, some cities were selected for both full survey questionnaires and
onsite interviews, while others just received mailed questionnaires (eithefolom@r short

form) for response, with phone discussion, if necessary. The goal here was totsesdect ci

survey based on need, size, availability, and their ability to represent a particular section of the
state.

An introduction letter was transmitted from the Department of Homeland Security to the
respective state agencies in advance of the sunwviining the project objectives and requesting
cooperation. A similar letter was sent by ORNL to the cities or local law enforcement agencies
scheduled for the survey. This interchange was followed by personal contacts by Chief Reese
with the respectiveurvey cities to clarify plans and discuss any questions.

The LERTA survey instrument consists of a written questionnaire with five (later six) topical
categories of questions for respondents. The questionnaire reviews aspects of law enforcement
capalilities outlined in the TCL and provides lines of inquiry regarding the effectiveness of
implementation, resources, personnel training, and results being achieved. These lines of inquiry
are based on the expertise of the lead investigator, experiencsifindar reviews, a literature

survey of posB/11 publications, and advice from the Advisory Team (see Appendix 3).

The survey instrument consists of short answer, ranking, muttiygiee, and numerically scaled
answers. This survey was designethvai diverse set of question formats (e.g., yes and no,

multiple choice, rankings, open answer) in order to encourage a wide range of responses. It was
tested in its preliminary form with members of the Advisory Team and revised accordingly.

The surveywas mailed, in advance, to all selected police departments for completion prior to a
scheduled onsite interview with Chief Reese, the LERTA principal investigator. Chief Reese
met with a representative of the department, discussed the survey, and dot#eedeedback
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regarding answers provided. An interview sheet was used to guide and record key aspects of the
interview discussion. A shorter version of the full survey was also enclosed in the mailed survey
package to give agencies an abbreviatedhs&areport responses if circumstances warranted.

Experience was generally positive in conducting the survey, although responsiveness on certain
guestions and with the question format (e.qg., egreated, short answer) was mixed. Of the

ninety departrants receiving the survey, about 80% completed all or most of the full survey,

with about 20% responding to only a few selected questions. The onsite interview proved
effective in those instances where survey responses were abbreviated, by elicitihg verba
responses. In a number of instances, it became clear that little awareness existed on the part of
the individual or their department regarding preparedness, and almost full reliance was placed on
the interview process for feedback.

An early decision &s made to survey Tennessee law enforcement departments, first, with a
decision regarding what additional states to include based on that initial review experience with
respect to time required and scope covered. Based on the Tennessee results, avescision
made to survey Georgia, given its proximity to that state, and Mississippi, given a proposed
SERRI pilot initiative there to evaluate community resiliency.

The Tennessee survey covered a broad spectrum of law enforcement departments across the

stak, with the large municipal departments being Knoxville, Murfreesboro, Johnson City, and
Memphis. The survey was next extended to Georgia, and finally to Gulfport, Mississippi, where
extensive interviews were conducted with the Gulfport police departnengeveral other

Mississippi jurisdictions. In the Mississippi LERTA survey, an additional line of inquiry was
piloted for | aw enforcementdos contribution to
of the preparation undertaken and the capalslgiasting to enable a community to rebound

efficiently and effectively from a catastrophic emergency (This additional component is provided

as part of the survey questionnaire in Appendix 2).

Analysis of survey results encompassed responses to spapiiy gjuestions, as well as
responses provided during the onsite interviews conducted. Responses were tabulated and
evaluated where responses from at least 10 police departments or law enforcement institutions
were received for a specific survey questi@ther survey answers or interview responses were

by

treated as more Ananecdotal 0O in natur e, and wh

In all, 104 surveys were sent out and 88 were returned. Interviews were conducted with 136
representaties of law enforcement agencies in 50 cities throughout Tennessee, Georgia, and
Mississippi. All of these onsite visits were scheduled to permit ample opportunity for the
interviewees to share additional, opamded comments and suggestions of importaociéir
organization and region.
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2. ORGANIZATIONAL OVERVIEW

Seven years have passed since the terrorist attacks of 2001 and the ensuing national efforts to
strengthen the nationés homel and securihty pre
manmade and natural. During this period, the role of law enforcement has been increasingly
recogni zed as both t he 0 eofeatial teaanisd attacksr as well asf e ar
the front lines of first response in the event of an attaciatrral event. Considerable resources

have been devoted by the federal government and states to upgrade existing capabilities and
capacities at the local and regional level. For the southeastern region, SERRI undertook this
survey to gauge not only theqgress achieved by a sampling of agencies, departments, and
states in the region, but also to determine to what extent the law enforcement community is
functioning effectively, in this regard, on a regional basis. It was also an opportunity to
introducet he subject of #Acommunity resilienceodo in
an initial dialogue with law enforcement leaders in Mississippi regarding theirKptriha
lessondearned and how those are being applied to enhance community restlenaere

disasters, including terrorist attacks.

Whether throughaw enforcement or some other aspect of homeland security, true reform is not
the result of a single program or initiative. It is a process that requires time, patience, and a
commitmentto a course of action that leads to accomplished and energized individuals that will
adopt a culture of preparedness and readiness for catastrophic events of low probability, but high
consequence.

The fAorganizational OV er yand wterview®is an oppartuniyfto t h e
review | aw enforcementds organizational respoc
survey focused on overall capabilities, capacities, and program priorities, and to what extent their
effectiveness has beenndenstrated. Both the survey and accompanying onsite interviews
enabled a review of new intelligerdeiven policing strategies, as well as local preparedness and
response planning for homeland security. While the survey found law enforcement maintaining

its foundation of past policing practices, intelligemteren policing will pose new challenges

and be a major undertaking for the agencies involved.

Finding 1. Surveyed law enforcement agencies believe their readiness for terrorist acts and
natural disasters has improved over the past several years; however, there is no accepted
metric for gauging homeland security preparedness against the TCL and UTL.

Of the 88 local agencies surveyed in the three southeastern states, 44% believed their readiness
had Ai mproved considerablyo and 47% believed I
91 %. The balance considered their readiness
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Figure 1. From a law enforcement standpoint, to what extent do yamlieve your readiness to
prevent, protect and prepare for terrorist acts and natural disasters has improved?

44%

B Improved Considerably

B Improved Somewhat

i About the Same

47%

Needless to say, it is difficult to judge objectively any of theseassiéssments in the absence of

an objectivemeasure of preparedness and readiness, nor would there have been a uniform basis
for those assessments. The basis for judgment
9/ 110 -Koat riiprae, 0 agencies descri bery subjectivel
preparedness or resiliency is better than it was before. Factors cited included increased staffing,
better trained personnel, mutual aid agreements or expanded partnerships with other agencies or
jurisdictions, and additional equipment that translam¢o better preparedness. However, no

metric linking expected performance with expanded resources, training or other capabilities and
capacities is available.

Finding 2. Law enforcement agencies consider the most important homeland security
capability or capacity to be training, followed by information and intelligence.

Some ninety law enforcement agency representatives were asked to select the five most
important homeland security capabilities or capacities that, in their opinion, were mosamhport

for law enforcement and to rank them in order of importance. The list consisted of the following
choices:

Equipment

IT technology (e.g., software, hardware, networking systems)
Personnel staffing levels

Improved technology

Information and intelligere

Training

Regional integration and communication (e.g., fusion center)
Other (specify)

= =4 =8 _8_48_9_95_--°
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As shown in Figure 2, training was considered the most important homeland security capability.
Other capabilities considered to be prominent in order of importanoe \wéormation and
intelligence; regional integration and communication; personnel staffing levels; and equipment.
(Importance was indexed by assigning a weighting factor of 3 for a first priority ranking, 2 for a
second priority ranking, and 1 for arthipriority ranking, and multiplying the weighted rankings

by the percentage of respondents selecting that capability).

Figure 2. What are the 5 most important homeland securi:[%/ capabilities or capacities for
law enforcement for your agency or departmentind region

Training 165
Info & Intelligence
Regional Integration
Staffing

Equipment

IT Technology

Improved Technology N = 88 (see footnote)

Other

0 20 40 60 80 100 120 140 160 180

Total number of responses by category, weighted by priority g

This finding is consistent with interview results that indicate that personnel capabilities,
including the ability of law enforcement officers to effectively operate equipment and apply
electronic communications, are considered the mpashinent homeland securitglated issues

that needed to be addressed.

Finding 3. Law enforcement agencies believe federal and state homeland security grants
and expanded training programs have contributed most to the homeland security
improvementsachieved.

Some ei ghty survey respondent s selected hom
integration, 6 in that order, as the actions m
in local law enforcement capabilities. They were askesktect all choices that applied and to

indicate those that are particularly influential. The full response to this question is provided
graphically in Figure 3, below, in terms of the number of times choices were selected first,
second and third, respeatly.

® Weighted by priority given; numbers signify total weight calculated as indicated in the text.
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Figure 3. What actions taken are
most responsible for improvements achieved?
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This question, which is a variation of the previous two in terms of where regional law
enforcement believes the most progress is being achieved, underscores thantepof
homeland security grants, and also accredits the role played by training, again, as well as better
local and regional integration or cooperation, and planning.

Finding 4. Law enforcement agencies identified insufficient budget and manpower,itiv
lack of regional integration, as the most significant impediments to progress in achieving
their homeland security goals.

Surveyed agencies were asked to select from a list of possible issues, which ones were most
responsible for lack of progress. dloverall results, shown in Figure 4, are in seeming
juxtaposition to those in the preceding question where a large majority of agencies credited grant
monies for the improvements achieved. This would seem to indicate that many law enforcement
agencies ww continued outside funding as essential to sustaining homeland security
improvements even as they accredit such grants as being responsible for what progress has been
achieved to date; and that existing municipal budgets continue to be inadequatst (@bnea

| aw enforcement 6s perspective) to sustain hom



15

Figure 4. What issues have been most responsible for lack of progress?
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The resource issue also underlies the issue cited second after lack of budget, which is lack of
manpower. Most homeland security grants do not provide salaries for law enforcement
personnel, leaving it to the local municipalities to make up the difference for any expansion due
to homeland security needs. Most cities and towns are unable to dotsw laut enforcement

in a position where training, new equipment, and patrolling procedurasch of which is paid

for by grantsi may require more timen-the-job than current staffing levels permit. This leads

to the dilemma where more training andtéetequipment is available, but departments are
unable to afford to take their officers off their routine patrol duties to take advantage of such
training.

Finding 5.  Top regional homeland security priorities for law enforcement include
improving preparedness for natural disasters and developing interoperable
communications.

When asked about their highest homeland security priorities, over half selected improving
preparedness for natural disasters and interoperable communications with training amchgnpr
access to better intelligence also cited. These results are provided in Figure 5.
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Figure 5. What are the top homeland security priorities for your region?
(Number of responses by category)
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This result is not surprising given the proximity of tHarricane Katrina disaster to the region

and the consensus in the law enforcement community around interoperable communications and
training as fundamental to homeland security preparedness. This finding may seem at odds with
the nationwide response #similar survey of interoperability sponsored by the Department of
Homeland Security in 2006, where positive progress was reported for first responders. However,
when framed in a regional context and focused on interoperable communications capabilities
between local, state, and regional law enforcement (not just local first responders), the results are
decidedly different and less positive (see also finding 10, as well as similar findings in Sections 3
and 4).

Finding 6. The top homeland security bespractice supported by regional law enforcement
is considered to be training.

By a large margin, training was identified by various agencies as the most significant homeland
securityrelated best practice being implemented in the region. Other best gsacitied most
included communications, intelligence sharing, cooperation and communication with other
agencies, equipment, and planning. Figure 6 shows the frequency certain best practices were
cited.
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Figure 6. What constitutes the three best practicein your organization?

33%

® Training

B Communications

W Intelligence Sharing

23% Cross agency Communication
Equipment
Planning

W Other
9%

9% 9%

Finding 7. Regional homeland security assessments involving law enforcement are not
consistently performed.

When asked whether their respective regions conducted homeland security assessments, almost
two-thirds of respondentsidicated that they had not, as indicated below.

Figure 7. Does your region conduct homeland security assessments?

B No M Yes i Don't Know

S59%

22%

19%

Such assessments would include-seliveys, questionnaires, and discussions between state and
local authoities regarding existing homeland security capabilities and capacities, and progress
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being achieved to both sustain and strengthen them. In a related survey response, 66 of 71 law
enforcement agencies reported that they had never participated in a hbnseleurity
capabilities survey until LERTA.

Finding 8. Accreditation standards for law enforcement personnel are seen as needed for
homeland security.

Of 66 who responded to this survey question, 46 respondents or nearly 60% indicated that some
form o accreditation would be beneficial for standardizing qualifications and training for law
enforcement personnel performing key homeland security functions.

Figure 8. Is there a need for homeland security accreditation standards in your region/state?

HYes
HENo

EDon'tKnow

22%

18%

Without some form of qualification standards or proficiency certification, there is no objective
means to measure what capabilities or capacities a particular agency or region has achieved
homeland securityelated emergencyreparedness and response. However, establishing a
national accreditation process would take time and resources and require consensus on standards
from the law enforcement and homeland security communities. While the survey found broad
regional supportor such standardization, this will require leadership from the law enforcement
and the homeland security communities to begin the process.

Finding 9. The law enforcement community sees a regional need for a law enforcement
laboratory to test and improve equipment and methodologies for homeland security.

While such laboratory support is available on a commercial basis, a majority of local law
enforcement agencies view a regional laboratory capability for testing homeland security
equipment and methodmjies as a worthwhile initiative that would improve efficiency and
consistency.
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Figure 9. Is there a need for a law enforcement laboratory to test and improve equipment and
methodologies for homeland security in your region?

2%

80% HYes
ENo

EDon'tKnow

18%

To a large extent, this presupposes that equipment and methodologies have been standardized
and acceptance criteria have been developed and accepted by the state and federal government.
As indicated earlier, for homeland security applications,ishi®t yet the case. In the meantime,
information sharing within the region regarding approved equipment, recommended training, and
lessondearned may be the best interim measure.

Finding 10. Fully interoperable communications are cited most by regiad law

enf orcement as t he i mprovement t hat woul d h
invest ment . 0O

Regi onal |l aw enforcement agencies were asked

technological improvements or innovations would make the bigdd&trence for law
enforcementdés effectiveness from a O6return of
communications was the single, specific example most cited, the broad categories of training,
information management, and regional communicattere also emphasized. When asked as to

why they believed such improvements have not yet been made, the following answers included:

AiToo many cooks in the kitchen with compet
ALocally, [too | i tatnlde]t efcuhnndoilnogg yf.oor equi p me
AfBudget constraints. o
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The following are quoted examples of the improvements or activities cited by respondents as
providing the most #Areturn on investment: o

1 Stronger partnerships between law enforcement agencies through task fovoésnn
personnel, missions and equipment (i.e., interoperability and fusion centers).

1 More training for first responders who will actually do the haitswork. More training
for managers that will supervise the event.

1 Comprehensive satellite communicagosystems with nationwide availability allowing
operation regardless of land based infrastructure damages.

1 Interoperable communications so all agencies regardless of home station could talk to
each other. [Note: This comment was heard repeatedly.]

1 A reporting system that would tie all of our databases together with a data mining

program.

More effective implementation of fusion centers and regional information centers.

Training officers is the best return on investment. The more knowledge gained on a

slbject, the better we are able to prepare.

1 In-car computers, along with ioar access to multiple jurisdiction frequencies on the
radio.

1 The timely and efficient sharing of information on domestic terrorist threats, potential
targets, what to look for; cuently, this information is too general and not specific to our

region.

T Wedbve spent a | ot of manpower and time tra
i ssues. However, there needs to be more #fr
agenciessuch as the FBI. An operational upgrade to enable us to regefeemation
that is considered fdAcl assi fobefazedadn evenbinsteal hel p

of afterwards.
Radios that are adaptable/compatible across the state.
Increase the approvadnd issuance of grants; at times it has taken years to receive
equipment on the grants.
Training to become proficient with equipment and procedures.
In-car mobile data terminals (MDTSs), wireless cameras, training and comparable pay.
Emphasis on law enforoeent as first responders.
The ability to get what you need when you need it: personnel, equipment, subject matter
experts.
1 The biggest effect would be from effective training; the preplanning must be based on
real life experience.
Better and more trainingpetter equipment.
More homeland security funding for small to mide agencies.
A database that law enforcement can access which describes services available to
agencies.
1 PDAs or laptop computers being made available to officers in the field so thegczss

the latest intelligence.

= =

= =4 =4 4

= =4 A
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LessonsLearned

The role, responsibilities, organization and even names for programs vary considerably from
state to state. Law enforcement agencies also differ on what constitutes a target and what to do
to protect locabssets from either being attacked by terrorists or damaged by natural disasters.

There is deeeated disagreement within law enforcement regarding the probability of a major
terrorist incident occurring within their jurisdiction or region; some belielikely, while others

see it as highly improbable. Homeland security priorities are either high or low as a function of
where leadership stands and relative size of available resources.

Almost all departments want better training and to make betbgrgss in homeland security,

but not all have the leadership and resources to do so. This is where personnel and program
gualification standards, regional training, ¢
can play arole.

The <concheupbtdo odfe paart ment can | everage resour ces
key regional agency (usually urban or suburban). This would strengthen collaboration among
nearby agencies and serve to upgrade capabilities while leveraging limited resouzeeh in

agency. Chief Reese met with local officers and asked who they call upon for regional support

or assistance; each time he received a different answer. There is a need for more defined
cooperative agreements, including training, SWAT teams, and imfat i on sharing.
arrangement is one such option.

Onsite Observations

It is clear there has been an increase in spending, specialized units, joint training exercises, state
accreditation plans, state mutual aid plans, and in planning and cooathmi These are all
positive developments and are significant st
actions and not necessarily reflective of what is happening in the district or region.

More involvement is needed in interagency task foroedistricts and region, to the extent that
swapping personnel bet ween agencies in an Ain
considered.

The districts need to publish more formal plans, approve equipment for the good of the region,
improve assesment capabilities, and conduct more -agfessments of homeland security
posture.

Notable quotes by and responses from law enforcement interviewees in support of this topical
section of the survey are provided in Appendix 7.
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3. COMMAND, CONTROL, COMM UNICATION,
AND REGIONAL COORDINATION

One of the salient lessoihsarned from the Katrina disaster is how emergency response can be
hampered by confusion among various government agencies and first responder organizations as
to who has the authoritytomak cr i t i c al deci si ons. Wh a 't i s
awarenesso and preplanned means of <coll aborat
the ground response teams. Shared situational awareness is also tantamount to better operational
efficiency (thereby saving resources that cannot be afforded to be wasted), which can only be
accomplished through effective communications. Effective communications broke down during

the 9/11 response due, in large part, to interoperability issues and #atrina due to the total

collapse of regional communications (i.e., telephone, cell, internet), exacerbated by continued
shortcomings with interoperable radios.

Command and contr ol roles and respongiisiklsiot i e
model and be clear to all potential participants. Information that feeds the command and control
structure needs to be comprehensive and tailored to be of use to both the tactical |lewmie(real

local situation) and the strategic level (wiskede, futurelooking). Communication protocols

(including secure internet and radio), standards, and equipment need to be preplanned and pre
deployed prior to an emergency. Threat assessments and other intelligence should flow in a
timely manner to those Wa enforcement personnel who need them for initial response and
deployment. This entails agreements with appropriate government agencies and with
neighboring law enforcement agencies, as well as sufficient field testing and regional team
training to validée effectiveness.

Some findings based on survey results follow.

Finding 11. Communication is the biggest challenge to first responders acting outside of
their jurisdiction.

One of the key lessoflearned from Hurricane Katrina is that outside resigss must be
adequately equipped and trained to support their overalts#itiency in the field in order to

be an effective force at a disaster scene rather than an additional burden to local authorities. The
LERTA survey asked regional law enforcarhgwhich included those who were outside
responders and host departments receiving outside assistance) what, in their view, were the
biggest challenges faced by outside responders under these circumstances. As the results show
in Figure 10ns oicboynnfuanri ciast itohe chall enge cited
This includes iIissues of fino common radio | ang
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Figure 10. What are the biggest challenges for first responders
acting outside of their jurisdiction?®

Communications

Geography

Legal Authorization

Equipment

Chain of Command

Liability

(A0t her o

Lack of Knowledge 5

0 10 20 30 40 50 60
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Other challenges named in about equal numbers are geography (in terms of deployment), legal
authorization (acting in a domicile other than their own), availability of needed equipment, and
chain of command (commd and control in the field). Others named less frequently included
funding, lack of knowledge of local procedures, liability, and lack of training.

It was clear from interviews conducted along the Gulf in Mississippi that local law enforcement
dealing with the devastation from Katrina found that outside departments arriving to assist could
be divided into the ones that came prepared, (e.g., wereosgHined and had the means to
adjust their radios to communicate with the local agency), and thoseutviiedfreliant
capabilities, i.e., lacking food, lodging, gas and interoperability communications.

With Ainteroperabilityo of communications bei
enforcement response to major emergencies and naturatedssaother survey results are
instructive on the question of how much progress is being made to expand local and regional
communications. As Figure 11 shows, much more progress is being made and activity is
underway to increase interoperability amoncgldirst responders (fire, EMS, law enforcement)

than with adjoining jurisdictions, and with local jurisdictions than with the region and state
(including fusion centers).

® Survey respondentsle to name at least 2 or more challenges or impediments
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Figure 11. With whom does your agency have interoperable communication?
(percerntage of responses by agency or entity cited, N = 77)

H Fully developed H Being developed H Undeveloped
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igure 5 (AWhat are the
Figure 11 (AWith whom does your ay EBiguey9 have
(What fAnewd technology has your agency or depa
years that I's relevant to your haeanddigiree22ed ho
(What three homeland security technology needs would yov a n t enhanced or d
suggest a disparity between interoperability capability claimed at the local level and what
remains to be done in terms of technology enhancements and deployment. They also suggest a
wide disparity between improving intgrerable communications capability at the local level as
contrasted with that between local law enforcement and the state (e.g., with the fusion centers).

Based on interviews with over 80 depar-t ments
full/lhalf-e mpt yo percepti on. Whil e considerabl e i mj
in the larger urban and suburban agencies, this is not necessarily the case in some rural
departments that have not received grants monies to upgrade existing cortiotusigstems.

Likewise, given the advent of fusion centers nationwide over the past several years, it is not
surprising that interoperable communications have not yet linked these centers with all law
enforcement agencies in their respective states. ehéd recently completed DHS survey of
interoperability indicates much improvement has been achieved, there remains considerable
room for improvement on a regional basis.
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Finding 12. Awareness of regional coordination and communication mechanisms is
lacking.

The important role that regional cooperation plays in preparing for and responding to both
terrorist events and natural disasters is well established from experience with the 9/11 attacks and
the Hurricane Katrina natural disaster. From the lavWoreement perspective, regional
coordination and communication entails sharing of information, interoperable communications,
joint emergency planning and training, and mutual aid agreements. However, the LERTA
survey found almost half of regional responidewere not aware of specific mechanisms
available to their jurisdictions to provide and promote such regional cooperation. As the results
indicate in Figure 12, for the half that recognize such means, most point to their respective state
emergency managnent agencies as that key mechanism, with ad hoc meetings between
jurisdictions as a secondary means.

Figure 12. What regional coordination mechanisms exist
for sharing resources and for coordinating a response?

HTEMA

H Meetings

p—" «eva

H Do not know

M Other

45%

Only two respondents identified theate fusion center as a mechanism, with FEMA, the JTTF,

and state homeland security agency also being cited. As confirmed by extensive interviewing,
there seems to be little regional thinking, training and/or coordinating of resources, equipment,
training and vision at this point. When requested, many law enforcement officials could not
provide the name of anyone from another state to call for assistance, advice or best practices.
This situation was somewhat better in the larger cities but was a pars§isténg in almost all

law enforcement agencies. As a concept, regional cooperation and integration for purposes of
homeland security and emergency response remains in its nascent stage with long established
parochial interests and standard operatimg@dures still the prevailing approach.
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As an illustration, interviewees told us that when agencies were called to the Katrina disaster,
many | ost contact with their own state suppor
local onscene agencieordinating their response and tracking their activities. There was little

or no feedback coming from or going to what s
as with an EMA. As most leaders acknowledge, it is difficult to lead from an ;officeeone in

a command role must be on the ground.

Finding 13. A disparity exists with respect to timeliness of communications of reports
regarding suspicious individuals; this disparity appears to be linked to differences in
information capabilities between larger urban and smaller rural law enforcement agencies.

The LERTA survey found a pronounced inconsistency throughout the southeast region in terms
of how long it took to receive information from state and federal sources regarding suspicious
personreports from other jurisdictions. Accompanying onsite interviews found much of this
disparity (but not ali see below) related to the size of the department and its urban or rural
setting. Oftentimes, delays were experienced by rural or small depatmérd relied upon

larger city departments or the state for such information. As illustrated by Figure 13, about a
third of respondents indicated wait times for such reports of less than 24 hours, while another
third reported it taking from a week to a ntb, with the remainder indicating a wait time of
more than a month or no reports at all.

Figure 13. How quickly do you become aware of reports
of suspicious individuals or activities from other jurisdictions?
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One polie chief interviewed reflected on this situation and remarked that the reason he
happened to enjoy more prompt reporting despite his more rural setting was that he had special
ties to a nearby police department with whom he once worked. This informal chai



27

communications is apparently common for sharing information, training best practices and
lessondearned since there is not a formal dibycity communication system that operates in a
reaktime manner. A number of officers believe that a state fusemter, if operated effectively,
would help alleviate such handicaps.

Finding 14. Many law enforcement agencies do not have mutual aid agreements or
implemented policies regarding joint efforts between neighboring jurisdictions and states.

As illustrated in Figure 14, the survey found that an appreciable proportion of agencies do not
have regional aid agreements and policies regarding joint efforts. Even when the city is closer to
a neighboring city in another state, there often is no direct restifjpnand accordingly, little
knowledge of or accessibility to training, equipment or expertise that may reside there. For
specialized capabilities in particular, another state in the region may have expertise in water
rescue, search rescue, and explasimit there is no regional coordination that would enable
cooperative use of these assets.

Figure 14. Do you have joint homeland security policies, procedures,
and plans that are shared with neighboring jurisdictions?

M Yes
B Do not know

& No

20%

This issue was also raised in the Regional Technology Integration, Memphis Urban Area Report
( ORNL, 2005) , where it was found that AThe
l ines needs to be addr essed .astthepdpudation afbardern a |
communities increases, along with suburban sprawl, more cities will be located in more than one

state, increasing the necessity to facilitate clossr d e r assistance. 0 The

t hat , Ai n t he smmahisrated simelld look Foecreatizerwhyis ® minimize these

problems and to share needed response capabil
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For those who acknowledged that mutual aid agreements or joint action policies had been put in

place, a corolley question asked was whether any of these agreements had been tested in

regional exercises or tabletops. The results tended to gravitate to the mean with most rated as
partially or incompletely tested, as shown in Figure 15.

Figure 15. To what degredhave mutual aid agreements
or joint action policies been tested through exercises in your region or state?
(Number of responses by rating value)
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The implication from these resul ttdarlyiwberet hat
necessary to support preparedness for terrorism or a natural disaster, has not been consistently
tabletopped or otherwise exercised to validate the actual roles and responsibilities defined in the
agreements and to ensure adequate commaticc@mirol systems. Without confidence the
system will actually function during an emergency, there is a danger that such agreements or
joint action policies will be ignored or inadequately implemented when a regional emergency
arises.

Finding 15. No readily accessible system exists for local law enforcement to receive best
practices, lessongearned, after action reports, and natural disaster information from other
state and local law enforcement organizations within the region.

From survey results andterviews, it was clear that law enforcement personnel did not receive
and keep abreast of homeland sectmaated developments, issues, and experiences from other
agencies in other states of the region. When asked whether anydessored systemxested in

their department,overtwohi r ds r epl i ed fino. o

Despite some clear improvements in the flow of intelligence andelded information, it is
alarming that an overwhelming majority of regional law enforcement do not recognize any
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established mans to share such information within the region. From other survey questions, it is
equally clear that such information is finding its way to the agencies from federal and state
sources,; however, a similar pr oaesand agengiestishe i h
not functioning.

Finding 16. Threat assessment cooperation is seen as effective between local law
enforcement and the FBI, JTTF, and state fusion centers, but less so between local agencies
on a regional basis.

Surveyed law enforecee nt agenci es were queried as to wha
Ainot workingo in terms of effective threat s
those programs that were effective and proven in practice in terms of promoting the sharing

threat assessment information among local and regional law enforcement. Excerpts of responses
are shown below:

Working:
1 Relationship with JTTF and FBI
1 Fusion center
1 Homeland security policies
1 Information flow on targets and investigations; followarptips

Not working:

Wordy, lengthy warnings not applicable to local departments

Vigilance among local law enforcement

Lack of good communication with local departments

Communication between state homeland security and local departments
Points of contactms other jurisdictions

Timeliness of information

= =4 =8 -8 -4 -9

Whereas the federal government (with JTTFs) and the state (with fusion centers) have
established mechanisms for exercising regional coordination and cooperation, the ability and
incentive of local departnmés and states to do similarly has been limited. In the survey, law
enforcement agencies were asked whether their agency or department is integrated or connected
into a state or regional threat surveillance system. Most indicated that they were not, as
illustrated in Figure 17.
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Figure 17. Is your agency or department, or anyone else that you know,
integrated or connected into a state or regional threat surveillance system?

14%

HYes
5%

HENo

EDon't Know

81%

As indicated before, itisclearthatn one is Ain chargeo of regiona
although it could be argued everybody ought to see it as part of their duties (albeit, it has also

been said that when everybody is in charge, no one is). Many surveyed agree that there are
considerable resources in the region that are not being utilized effectively due to lack of a

coherent strategy.

LessonsLearned

Command, control, communication, and regional coordination should be one of constant
planning, training, equipping, exerciginevaluating, inspecting and seeking best practices and
knowledge.

Leadership is the single most important factor for the success andensl of homeland
security in the southeastern region, and the success of regional coordination will depend on it

A regional committee would serve to better link critical homeland security elements in the
region, including schools, hotel managers, private security firms, law enforcement chiefs, and
fire chiefs.

A system that collects incident alerts from 911 calhters, law enforcement, transportation
agencies, and other sources would serve an important purpose. This system would reformat
signals into a digital message that could then be sent to users via the internet, cell phones, and
pagers. In this way, exgone receives essentially the same information at the same time so that
they can better coordinate the communityés re

Protection of the public and critical assets on a regional basis lessens adlisastear mp act .
Making infrastructures resilient makes them less attractive targets for terrorists.
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Onsite Observations
Improving communications interoperability was a priority for most of the departments surveyed.

Mainly larger departments were abteform regional task forces; this would be a great asset for
smaller departments.

Counties who managed the entire communications system seem to be better at interoperability.
Larger departments were more likely to:

1 Have procedures outlining how offisefrom multiple departments would respond
to major incidents

1 Have a policy for protection of sensitive locations

1 Have a policy for incident command

One officer I isted his departmentds needs in

Improved information sharing between the regiod cal agencies

Increased funding for homeland security training and exercises

Mobile Data Terminals (MDTs) for our vehicles (but they must be supported by

infrastructure)

Air quality monitors for vehicles

Level Il PPE with air pack§ At present time, gtrol officers have outdated

masks and filters. Most filters expired in 1993 and there is no outer garment

protection. With all the hazardous materials in the area, officers need a minimum
of Level Il protection to conduct any estene investigations(This does not

mean that all officers must have such protection, as funding for equipment that

may never see use could be restrictive to an agency. Consideration needs to be

given to who would be responding and their roles when allocating funding for
protective equipment.)

1 Mobile Command Postis As we continue to grow, the number of incident scenes
requiring a mobile command post increases. It should be equipped with the maps
and communication equipment used in the area.

1 Rifles for patrol vehicle$ Patrd vehicles need rifles for the accuracy and power

required i n todayos wor | d (there ar e

department needs to analyze their needs for their particular area).

= =4 =
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BEST PRACTICES OBSERVED FOR HOMELAND SECURITY AND CRIME
REDUCTION

The following represent best practices observed during the survey that both support homeland
security and crime prevention in terms of more effective command, control, and communication
capability.

1 Establishment of gang task forces to control ineeelagang activity.
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Establishment of MultAgency Narcotics Squad to target the street level dealer.
New encrypted 800 MHz radio system with channels for incident command.
Community Oriented Policing (COP) was established in housing projects and
business ditricts to increase cooperation between law enforcement, residents, and
business owners.

Officers have become credentialed to teach all NIMS courses and some have
traveled through their states teaching IS 700, 100, 200, 300, 400, 800 and Unified
Command im Catastrophic Incident.

NIMS required courses have been taught to all departments in some cities to
insure a common operating picture and courses are scheduled throughout the year
to ensure new hires are trained.

Many departments have greater communiceti between them and other city,
county, and emergency medical services, and emergency management.
Scheduled meetings are conducted to review emergency operation plans, planning
for joint exercises, and to just get to know each other.

Some cities have beme nationally accredited by the Commission on
Accreditation for Law Enforcement Agencies (CALEA) and some cities have
become state certified. The completion of any of these two initiatives shows that
the police department has achieved compliance wittoadoband comprehensive

set of policing standards.

Some departments host amgale intelligence meetings quarterly (this would be
equally effective on a regional basis).

Some cities have completed jurisdictional vulnerability assessment surveys of
facilities within their city and designated actions to be taken during increased
threat levels (again, this could be implemented on a regional basis).

Some agencies fielded Response Teams in which the officers perform basic patrol
operations on their assigned shifiut are equipped with special weapons, tools,
and tactics to immediately respond to tactical situations and potential homeland
security threats in the field as they may arise. Having these personnel and
resources mobilized 24 hours a day provides areditgd response to high risk
calls for service (including tactical, hostage, barricaded suspect, and homeland
security threats), an immediate-scene tactical assessment from which to make
resource deployment decisions, and the availability of speciglomeaand tools

to address and dgescalate these confrontational situations.

Some agencies have developed school system programs. These programs use
rapid deployment approaches to address school violence. These programs include
basic security protocols fordaily operations, lockdown procedures, and
communications methods during school emergencies. Teachers, police officers,
and school staff have been trained on these techniques. Annsaivice
refresher training sessions are included for teachers amck gol refresh the
material and program objectives.

Some agencies have developed Hispanic coalitions to actively meet with members
of the Hispanic community to improve communication and services.

Some departments are able to utilize their PDAs to peep#ense reports,
sensitive information reports, and tomw reports in the field and transmit these
wirelessly into a records management system.
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1 Some departments meet on a regular basis with members of several different
neighborhoods (e.g., high, mediumdalow income, alike) to share information,
best practices and concerns. National NiQlat is one part of these initiatives.

f Many departments have a Citizensd Polic
of citizens as volunteers in support of law enfareat, but few have integrated
homeland security into these programs.

1 Master Police Officer Programs are beneficial and the officers can obtain
additional pay and responsibilities by increasing their knowledge and training in a
structured MPO program; howely homeland security needs to be a part of these
programs.

1 Some departments are heavily involved in memberships such as Regional
Homeland Security Executive Councils and state associations, but many are not
(and certainly not on a regional basis).

Notable quotes by and responses from law enforcement interviewees in support of this topical
section of the survey are provided in Appendix 7.
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4. TECHNOLOGY

Broadly defined, technology includes mechanical and electronic processes, systems, models and
simulations, hardware, and software. Technology serves to enhance the ability to organize, lead,
and employ law enforcement officers with greater efficiency, effectiveness and safety by
providing the ability to inject quality information into the homeland segwit emergency
response plan. However, technology may also entail increased challenges and the need to screen
and protect data being shared.

In the future, terrorists will change their strategies, tactics, and organizational goals, searching
for new wayso undermine national security. Technology will undoubtedly play a critical part in
this endeavor. As keeping up with technological advances has been found to be a vulnerability
of the law enforcement community in the past, particular focus is neededpand the
technology base available to agencies and to adequately train and educate officers to make
effective use of it.

Finding 17. While most law enforcement agencies have multiple sources of homeland
security technology information, a significant mumber remain unaware of key
developments.

From the survey, some agencies listed multiple sources of information regarding technology
developments, while others listed only one. As illustrated in Figure 18, sources most mentioned
included (in order of nubyer of citations):

1 Federal or state government agencies
1 Other law enforcement department or personnel

1 Law enforcementelated associations or conferences

9 Internet

1 Trade journals or magazines

Other sources cited included general media sources (e.g., amwsptelevision, and industry

vendors or mailings). More than 10% of respondents indicated at least five or more sources of
information on homeland securitglated technology. Many respondents marked multiple
selections; however, an appreciable nundbbdr t hem i ndi cated that they
about technological advances. From interviews, it is apparent while a number of information
sources exist for keeping up with available homeland security technology, it remains difficult for

some departnmgs, particularly in rural areas, to regularly access such sources.
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Figure 18. How do you find out about technology developments
that bear on your homeland securi? responsibilities
in law enforcement)~

Federal or State Government Agenci 54

Other Law E nforcement Dept or Personn
Law E nforcement Associations or C onferenc
Internet

Trade JournalsMagazine

Not Finding Out

Industry VendorsMailings

Other Media S ources

Other
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Finding 18. Most homeland securityrelated technology investments by law enforcement
have been directed to emergency operations equipment.

Law enforcement agencies were asked to indicate what new technology their agency or
department has actually obtained and deployed over the past two lyaarthdy consider
relevant to homeland security. The majority of responses were either unknown (do not know of
any) or unresponsive. Of those who did respond (79 responses), the technology procurements
cited were diverse and covered the spectrum fronotemontrol robots to PPE to various
information technology applications. As illustrated in Figure 19, law enforcement agencies
reported that explosive ordnance device robots, personal protection equipment, interoperable
radios and other communication ®ms represent technology acquisitions reported by more
than one or two departments.

Other deployed technologies include thermal imaging cameras, IT software, surveillance
monitors, isky watcho tower, MSA saf eogsite sy
tactical response vehicles, and sonar equipment.

" Respondents were asked to check all that applied leading to multiple responses per respondent.
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Figure 19. What fAnewd technology has
or department obtained and deployed over the past twgears
that is relevant to your heightened homeland security responsibilities?

S atellite Phones

EOD: Explosive Ordnance Device
N = 81 (fiothero
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Video Surveillance
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Hotzone vehicle

NIMS
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Interoperable Communications
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EOD Robot 11
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An example ba new technology is the SNAPS II System deployed for the Memphis Urban Area
Shelby County Sheriffs Department. Acquired through a partnership with Oak Ridge National
Laboratory, the Sensor Network Area Protection System (SNAPS) is a mobile WMD protectio
system that has chemical and radiological sensors integrated with cameras. The system has its
own computer sensor network system and a weather station, combined with plume modeling
software. It is deployed during special events at venues with largelsrand is particularly
valuable if intelligence indicates any specific threats to key assets or critical infrastructure.

Finding 19. While more advance homeland security technology has been introduced,
almost half of all respondents indicate key technoljy needs have not been addressed.

Over a third (31 of 87) of survey respondents indicated key technology needs remain, although
there was no clear agreement on what they wou
homeland securityelated neds were identified by regional law enforcement, without a clear
consensus around a single one. These included the following identified needs by respondents:

Fusion center

Camera installation

Thermal imaging

PDAs

Interoperability; 700 MHz frequency commigations
Radiation detectors

= =4 -8 8 48 -9
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Advance personadrotective equipment (PPE)
Mobile data terminals

GIS mapping

Remote surveillance equipment

X-ray technology

Vehicle scanners

Updated weapons

Remote field fingerprint identification
Satellite phones

=4 =4 =4 _-8_48_9_9_°5_2

Again, aslearned from interviews with most of the respondent agencies, the larger departments
are more in tune with technology and technological advances in the homeland security and law
enforcement context. The smaller departments, usually in more rural areasess interaction

with federal and state organizations and personnel and generally receive less information
regarding technology applications. Unless a small department is aggressive about keeping
informed, they will fall behind despite the broad ranfi@vailable information sources. This is
reminiscent of the saying that Ayou donot k n
departments believe they are on top of new homeland secelatgd technology, but are not,
given the pace of technologgsearch, development, and deployment in the field. Unfortunately,
training and education of officers regarding technology use and application has not been a high
priority at many agencies.

Finding 20. Law enforcement agencies are divided on whetherogernment technology
grants and assistance are sufficient; other barriers to technology applications remain.

As illustrated in Figure 21, survey respondents were divided on whether such assistance played a
significant role in meeting homeland securityheslogy needs. About a quarter of agencies
responding believed such support played a meaningful role, while ten percent acknowledged the
availability of such assistance, but questioned its relevance to their operations.

Figure 21. To whatextent hadederal or state technology assistance been instrumental in
meeting these needs in the above question?

B Federal and/or state support
29% played a meaningful role

10%

9% B Such assistance available, t
0 not relevant to needs

H Assistance not available orr
' adequate
N =87

52%

H Don't Know
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The barriers to enhancing technology were seen to include:

1 Lack of funding for technology

1 No clear statewide policy

1 Inadequate planning

1 Training notmade available to our agency

1 Lack of communications interoperability

1 Turf battles.
With respect to the issue of r ddre¢tocanarmw on r e s p «
grants; 0 that Afsome areas get b eftthie éechnolagys i st a
i mprovements are fiwhat they want to do, but n
however, the county has contdoh ot hi ng seems to get to us. 0

Where technology assistance was deeatiomgdbyfinot
survey respondents included the following:

f ANot aware of any assistance; not i1 nformed

T ATax doll ars were used to pay for communi c
purchase computers. o

T APaid [sic] for new radio system with | oca

T Alt appears that [the department] and city

f AFunds are not disbursed fairly.o

From interviews with respondents, again it appears that awareness of and access to technology
funding is commensurate with the size ot thity and department involved. In terms of
awareness, no question generated more respor
homeland security technology in personal interviews.

Finding 21. Interoperable communications, followed by improved regional
communication, are the key technology needs of law enforcement in homeland security.

As shown in Figure 22, regional respondents found interoperable communications or a
multijurisdictional communication system to be the highest priority for technoldigneement.

IT (information}based means of improved regional sharing of homeland security information

was deemed the second collective priority. Other needs that were recognized are IT applications

for training and command and control, fusion centers,wse i | | ance equi pment,
general.

I n the Aothero category, survey responses for

School system communications
Cell phone communications
Records software

Situation simulator

= =4 =4 -4
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Integration of voice and datgstem
Training standards

Identification technology
Database integration
Counterterrorism technology/national database
Hazardous material technology
Mobile operation center

Distance learning

EOD equipment

Night vision

Sensor net and cameras (infield)
Image enhancing equipment
License plate scrambler
Computers in cars

Fingerprints in the field
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Figure 22. What three homeland security technology needs would you want
enhanced or developed?

Surveillance Equipment

Information Technology

Fusion Center

Training Technology

Command & Control

Regional Info Sharing

Interoperable/Multijurisdictional
communication system
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Number of Respondents by technology

An additional 22 respondents ackviedged they did not know of the priority technology needs
of their departments.
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LessonsLearned

No police department large or small wants their officers to lack information or the knowledge to
properly use information and technology; however, largpadments seem to have more
knowledge and are in a better position to get technology application grants because of the greater
need and the personnel to properly write the necessary grants. Smaller agencies will deal with
terrorism as well as major depaents and need to be given the opportunity to get technology
grants, training and education.

I n the survey, there were repeated response
technology. o0 This | ack of awar e mnessseds Omneddeag | ear |
which is developed further in this reportds ¢

be played by a homeland security training center or academy, whether regional or national. One
of the missions of such an academy couldélection and development of equipment, training,
and educational standards.

There are a lot of agencies that have received considerable funding from homeland security and
other agencies, but in many cases there is duplication of equipment withinitreaed a lack

of coordination in purchasing such equipment. A number of police chiefs indicated that they
were going to pull their people out of a state team because of lack of planning, lack of
coordination and lack of a single purpose; they had telmgsiag in different directions.

Agencies are buying equipment that does not allow interoperability for police and fire
departments in the same city and county. All agree that this is not a funding issue. Only
leadership at the district and regionaldecan provide the needed coordination and planning to
develop and apply needed purchasing standards. In some cases, agencies have requested a
consolidated database of equipment purchased statewide under homeland security funding, but
either the statesodnot maintain such records or there is a reluctance to release such information.
Either way, this precludes local law enforcement agencies from knowing what available
resources could be called on to supplement existing equipment during an actual event.

Onsite Observations

The biggest needs in homeland security technology based on interviews and onsite observations
are:

More integrated databases

More protective gloves, helmets, and clothing

More advanced evidence collection technology

Advanced patrol aatechnology, fingerprinting ID, facial recognition, and safety
equipment such as air sensors, night vision, and computers

1 More coordinated regional equipment replacement, particularly better regional usage
planning and assignment of someone with that aresipility (Note: Various law
enforcement departments have upgraded equipment, vehicles, and communications
without a clear regional equipment usage plan. One example, based on the survey,
regards a city that upon upgrading its communications system lcauddcommunicated

= =4 =4 -4
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with the whole county, but then went to an 800 system whose limitations made that
impossible.)

1 The barriers to enhancing technology were reported by interviewees to be many,
including cost, lack of knowledge of equipment, and lack ofidente that personnel
will be able to properly use and maintain the technology.

1 A very noticeable concern was the lack of knowledge and support in the technology area.
Participants seem to obtain the newest technology by virtue of their personal enlbiativ
acting on what they have read or heard by word of mouth. A lot of support came from
vendors and manufacturers.

1 The larger departments had more technological knowledge and expertise and sometimes
a technol ogy #f@dresour c e edtpeaharsce such knowlddgetfoh e r e
all regional police departments.

1 The National Incident Management System (NIMS) calls for the development of
Common Operational Picture protocols and technology to link incident command posts,
emergency operation centergdamther stakeholders in a region. If technology is where
we are going, and it is, we better start educating our first responders in technology now.

1 The benefits seen by most survey respondents in interviews included:

- more effectively trained personnel

- beter training for NIMS

- improved accountability

- increased interoperability

- staying updated and ahead of terrorists
- better data sharing

- crime mapping

Notable quotes by and responses from law enforcement interviewees in support of this topical
section of thesurvey are provided in Appendix 7.



42

5. INFORMATION AND INTELLIGENCE SHARING

A critical lesson learned from the 9/11 attack is that intelligence regarding potential terrorist
attacks must be addressed from three vantage points. Fiedligence and law enforcement
agencies must become more capable of gathering such information; secondly, various agencies
in these communities must be able to share such information; and thirdly, that information must
be analyzed to make application etiee.

In the law enforcement context, the first objective goes to the heart of what is termed

Ai nt eldlriigreenncoe patrolling by personnel i n the
activities detected, the local police department is oftenfirstto detect and report them (a

notable example being the Cherry Hill, New Jersey, cell that was exposed while planning an
attack on nearby Fort Dix). For the second o
to institutionalize information sharingmong various homeland security and law enforcement
agencies and provide competent analysis from the state level. And finally, homeland security
intelligence functions have been established at the national, regional, and state levels (as well as
in somelarge cities), to screen and disseminate information provided by these sources, as well as
to collect and analyze information from the
officers.

=1}

Federal sources, particularly the Department of elamd Security, remain the primary means of
dissemination of intelligence to the nationwide law enforcement community. DHS provides
intelligence through several mechanisms including the Joint Regional Information Exchange and
the Homeland Security Inforian Network. One objective has been to release accurate and
relevant information needed by law enforcement agencies in a time sensitive manner (after
appropriate screening for security purposes).

The LERTA survey strove to determine the extent to twhieformation critical for law
enforcement homeland security activities is shared between various levels of government, state
and local jurisdictions, and between emergency preparedness disciplines, and how effectively
this information has proven in appioon.

Finding 22. Homeland security information collecting and sharing is neither formalized
nor emphasized as adrbiavseinsdo fpoart rficilnltienl gl iagte ntchee
level.

Interviews conducted as part of the LERTA survey indictibed the handling of classified or
otherwise sensitive information is a source of concern among local law enforcement agencies in
terms of who should have access and how it needs to be protected. Information flow between
federal and state agencies, ahdse of local law enforcement can be hampered by lack of
organizational trust and experience.

The release of secure or sensitive information that may be viewed bsenore partners has

been a concern for law enforcement authorities. It is understabdritical components of such
information needs to be protected, such as confidential sources and details of alleged plots. On
the other hand, if information is not passed on to law enforcement at the state and local level,
how do these agencies know wheo focus their attention and resources? A number of
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interviewed law enforcement officials believe a compromise needs to be reached predicated on a
l evel of mutual trust being achieved that pro
itisnreeded, 0 and a reliable and secure means to

Finding 23. Fusion centers have become recognized as an effective means of information
sharing, but they have not been truly integrated with local law enforcement, particularly
t he A -oritheisteeetr . 0

While most law enforcement personnel found state fusion centers to be operating effectively, a
number found that critical information regarding potential targets and investigations were not
finding their way to patrol officers. Some law enforcenfitials believe that technology has

not been disseminated sufficiently to meet the demands of both the fusion centers and local law
enforcement agencies. Rural and suburban agencies (even including some of the larger
municipalities surveyed) have nottegrated, the information contained in their records and
databases with those of regional fusion centers. All lack consistency in how data is recorded,
how it is downloaded or provided (email, fax, electronic records management systems), and how
it is tracked. Conversely, local agencies have no effective means of querying the data, relegating
the exchange with state or federal agencies to avayestreet where information flows down,

but analysis cannot flow up At the local level, various law enforcenteagencies employ
various types of software, radio communications devices, and hardware, which hamper
electronic data transfer. Any coordinated regional or statewide approach to achieve consistency
is not apparent. Agencies continue to make purchaseslisgluals withoutregard to interface
issues.

Finding 24. Various barriers continue to hin
and fAhorizontallyo between federal, state, an
When surveyed regarding whatbae r s | oc al | aw enforcement age
effective information sharing between feder al

responses were a culture of information superiority, concerns about jeopardizing ongoing
investigatios, and concerns about disclosing sources and methods. However, all of the choices
provided received appreciable responses, as shown in Figure 23.
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Figure 23. What barriers do you believe exist that have hindered effective information
sharing betwee federal/state authorities and your department or agefcy

Info S uperiority 54
Jeopardizing Ongoing Investigatio
Disclosing Source

Limiting Disclosure

Lack of Clearance

Legal Barriers

Lack of Integrated Database 30

Lack Of Information
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Number of response:

A number of the respondents believed information is not being fully used due to the fact that
some members of JTTF have clearance and some do not. This limits the exchange of critical
informaion. Others believed there was not enough open dialogue between agency heads and
their counterparts on security issues and intelligence. As one interviewee remarked, some
individuals are reluctant to get beyond the

In this context, a culture of information superiority is one where an organization (as opposed to
an individual) is resistant to sharing information because it views such information as a source of
power and prerogative, and often perceives other organizatiorst aging able to make better

use of the information. Some individuals interviewed believed information is routinely withheld

by federal or state sources because of a lack of confidence by these agencies that local law
enforcement will apply it approptiely and with care (due to legal, security, or disclosure
constraints). In other cases, lack of appropriate security clearances have limited what access
local agencies have to information.

The survey results reflected in Findings 23, 24 and 27 and gurds 23, 25 and 27 suggest
some conflicting views by local law enforcement in the region regarding the effectiveness of
information sharing by the federal and state agencies. In Figure 23, the survey results suggest
impediments to effective informatiohsar i ng i nclude #Ai nformati on
information, and lack of local clearances, among other reasons; however, as shown in Figures
25-27, the response is overwhelmingly positive regarding the timeliness, relevance and accuracy

8 Respondents were asked to check all that applied leading to multiple responses per respondent

a

~
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of this information. From discussions with law enforcement, it is apparent that homeland
security intelligence dissemination has improved to the point that some local agencies even

compl ain about it being fAtoo mucho ¢€lfdoethe Fi ndi
difference in flow of intelligence between federal and state sources to, respectively, the larger
ur ban or smaller rur al |l aw enforcement agenci

latter, whether it is the JTTFs or state fusion asntéVhen information is received from these
sources, the value of it has been supported by recipient local agencies. These results indicate that
information sharing is moving in the right direction, but more work is needed to tailor
information to the reipient and to link more completely on a regional basis.

Finding 25. While most agencies rely upon modern information technology (e.g., internet),

others still rely upon telephone and regular mail communications for homeland security
information.

Asilustrated in the following figure, a majori

email or other internet/based means to share information, but a significant proportion of
respondents still rely upon traditional means, such as the telephone naddcsimile.

Figure 24. Which of the following typifies
how information is currently shared?
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Email or Telephone Regular Facsimile Two-Way
other Mail R adio
Internet

In the preceding results, other survey responses included gerperson, teletype, not known,
or information rarely shared.

Many of the smallerdw enforcement agencies do not have computers that are appropriately

secure for homeland security applications for use in their offices. One concern is that personal
computers may not be sufficiently fivealled and could be accessed by outside soulogésinet

access also may not be available to line patrol officers if radio frequencies do not allow sufficient

°® some agencies indicated more than one means
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bandwidth for automobil®ased units. Many of the more rural agencies do not see a clear
returnon-investment for upgrading to more advance;bBsed systems given their perceived
threat levels. An appropriate state or regional IT resource to assist in local detsiiomg

would likely alleviate some of these issues and provide for a more coherent approach for
homeland security electronic infoation exchange.

g 26. Law enforcement agencies variou
, 0 or iade q ueated iaforrhatiom & roaghlylequalenombers. t y

The regional law enforcement response to the survey questiondirggahe amount and
usability of information being provided from federal sources appears on the surface to be
contradictory but 4ss zmorfeétisnaildcadtiiwnndg oofmaifiooae
for all recipient agencies. This is borne byta relatively even mix of 22 agencies indicating

too much information being received; 37 indicating too little; 23 indicating level of information
being adequate; and 20 agencies indicating that no or little information has been provided by
federal homelnd security or law enforcement sources.

As indicated above, an overabundance of-filtegred or irrelevant information can bog a system

down as much as a breakdown of the system. A summary and analysis of essential facts relevant
for law enforcement Ibbws for prompt evaluation and response. Based on the initial
information, more detailed or sensitive information can be requested or reviewed on a secure
site. Improper use of the system, e.g., to announce routine training or overly generalized
inteligence, or to provide repetitive information
ignore these bulletins. For other agencies, particularly those in rural areas, lack of ready
information conduits (see prior finding) may hinder the flow of tymeformation.

Finding 27. Regional law enforcement agencies amgenerally satisfied with homeland
security information being received from federal and state sources with respect to
timeliness, accuracy, and relevancy.

As illustrated in the series ofaphs in Figures 25 to 27, for the 71 law enforcement agencies
responding to this survey question in Tennessee, Georgia, and Mississippi, over 70%
(respectively, 54 of 73, 63 of 71, and 55 of 71) found that homeland semlatgd information

received fom federal, state, or other governmental sources was usually (or always) timely,
accurate and relevant. This finding i s somew
accurate) than for the other two attributes.
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Figures 2527. How wouldyou rate homeland securityelated information being received
from federal, state, and other governmental sources for the following attributes?
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This resilt contrasts with the preceding one in Finding 26. It is apparent that the surveyed law
enforcement community has more concerns with the volume of information provided than it does
the accuracy and timeliness of the information.

As noted earlier, survey agencies have found the JTTFs to be valuable for information
dissemination from the federal level. As shown in Figure 28, homeland security related
information is received either Afrequentl yo o
65 outof 84 respondent agencies.

Figure 28.To what extent does your department or agency receive
information from the FBI &s Joint Terr
(Number of responses by frequency reported)
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Frequency of reports

This result contrasts to sornéthe comments made during interviews (e.g., in Finding 24) where
some local law enforcement officials expressed concerns regarding compartmentalization of
information by JTTF members due to security clearance concerns. While such concerns
apparently ledto withholding of sensitive information from those members of local law
enforcement without a security clearance, this does not appear to have hampered the overall
effectiveness of the JTTFG Grelatetlin®ranaioni nati on of

Finding 28. Local law enforcement agencies are not aware of ready sources of homeland
security information to support equipment purchases and training delivery.

Law enforcement agencies were asked whether t
of information that would facilitate the purchase of homeland security related equipment or
support training program delivery. Such information would typically contain lists of
recommended or approved equipment, available resources or guides, otofpoontactfor

further information. While such resources may, in fact, exist in some form and venue, this
guestion was directed at whether local law enforcement was aware of them. In this case, as
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shown by Figure 29, 45% of responding law enforcement agenciesectpoat they were not
aware of any such resources or that none existed to their knowledge.

Figure 29. Is there any type of clearinghouse for information before
purchasing equipment or conducting training exercises?

HYes
B Do not know

ENo

25%

20%

In some cases, the state office of homeland security or emergency management agency have
been asked by local law enforcement to provide input on homeland seelatgd equipment
purchases to maintain some level of consistency; however, it was reporteglidtgidiews that

they have been reluctant to do so. It was also reported that some local agencies do not receive
guidance regarding equipment that may have been purchased elsewhere in the state to avoid
duplication. The same applies to training, wheoenbland security training is provided by
various vendors for specific departments. Interviewees expressed concern that there is little
consistency in the type or level of training, no review of curriculums or information provided, or
inspection of instruor qualifications.

Finding 29. Improved linkages to fusion centers, upgraded and integrated communications
and computer systems, and expanded security clearances were identified as priority needs.

Regional law enforcement agencies were asked to ifigetiteir top priority needs for
information and intelligence sharing. The following categories were most often identified
(followed by specific suggestions from local agencies).

Fusion centers: real time information/welbased fusion centers; improvetéaronic
links to fusion centers; access to fusion centers; nattgpal fusion center; statewide
network for data input into fusion centers.

Communication and computer systems: integrated radio and computer systems;
mobile data terminals (MDTS) in exy police unit; computers available to all personnel;
upgraded communicati ons (e. g., Acomputer
integrated computer systems; district networks; multijurisdictional radios; satellite
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communications for the emergency digacenter (EDC); access to a secure federal

website.
Security clearances: shared i nformation down to the f
know; 0 provision of securi t-yehiddaecass.ances; J

Intelligence sharing: must betimely and credible; need for credible suspect information
(including gang and terrorists); specific threat information (including activities of known
cell s); sharing of classified I nformati on
guidance; existingurveillance in area; photographs of suspects.

It is noteworthy that these categories are repeated throughout various responses to the survey and
in interviews with both urban and rural law enforcement agencies.

LessonsLearned

Efficient and effective nformation sharing is founded on regional cooperation and law
enforcement (e.g., federal, state, and local) working together. While information sharing is as
important as other policing functions that are given attention in a law enforcement agengy, rarel
is there a policy, procedure, or guideline on this important activity.

There are intelligence systems dealing with drugs, and many of the people interviewed felt that
those systemsould also be used for intelligence and information sharing for homséamuaity.

There are many good technological examples of information sharing (e.g., web networks, closed
circuit television, fusion centers, and JTTFs); however these technologies do not take precedent
over the work of officers in their patrol cars on tteeet.

Onsite Observations

The region needs to develop a plan for sharing information in the southeast region to make the
region a cohesive whole by ensuring the smooth flow of credible intelligence to and from its
states and local and private sectartpers.

Law enforcement needs full time intelligence units and in small departments, a person assigned

to focus on homeland security intelligence. Intelligebased policing can be no more effective

than a patrol mandés ab ifdrmatiop antd procese it forgimhormeéanda n d
securityrelated meaningfulness.

Agencies must continue to keep an eye on known perpetrators, identify new players, and develop
informants and information from the fringes of the underworld. They need to mamtain
baseline understanding of their neighborhoods. In particular, they should be aware of who lives
in them and what changes or developments carry significance from the homeland security
standpoint.
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A personnel rotation system is needed that develops f@itibnal securityaw enforcement
professionals in the senior ranks of the intelligence community.

Regional and national partnerships are needed to develop and implement effective systems for
terrorist threat monitoring and surveillance, as well asn&iural disasters, major incidents or
accidents, and national health emergencies.

A system is needed for dissemination of relevant terrorism intelligence data and information to
ensure a reliable capability to alert officials and emergency responserpdrgbterrorist threats
statewide.

Notable quotes by and responses from law enforcement interviewees in support of this topical
section of the survey are provided in Appendix 7.
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6. TRAINING

Training is critical in all eeas of policing for homeland security. Across the three states
surveyed (Georgia, Mississippi, and Tennessee), considerable progress has been achieved in
homeland securityelated specialized training. Larger departments (those with over 100
personnelmany ti mes act as fAhubso or regional pr o
medium sized departments did not have the means within their budgets to host high caliber
training. Those same departments also did not have funds within their btolgaischase

equipment such as explosive ordnance device (EOD) robots, ballistic protection, chemical agent
protection, and other specialized equipment for use in low probability, high consequence events.
With each new piece of equipment, training on prapee and deployment is essential for its

effective use. With the help of homeland security grants and cooperative use of limited
resources (e. g., Ahubso), depart ment s can p |
available funding sources to enhaticeir mission.

Police officers come across numerous intelligence opportunities on a daily basis. It is through
training and education that the officer can get the most from the information presented to them.
The line patrol officer is a critical, if undesed, piece of intelligence gathering capability. Even

as they gather information, it is not often directed to an appropriate local or regional resource for
analysis and redistribution.

The LERTA survey looked at law enforcement training for homelaodrgy across all of the

key facets of emergency preparedness and response (e.g., surveillance, technology, and
intelligence) and reviewed how effectively such training is being provided in the eyes of the law
enforcement community.

Finding 30. Local law enforcement agencies do not adequately train personnel to conduct
homeland security assessments of priority targets in their communities.

In the three states surveyed, the state homeland security agencies have been most responsible for
conducting threlaassessments on both a statde and local basis. The vast majority of
departments who indicated that training had been accomplished were the larger urban
departments; a number of smaller departments have not trained personnel to conduct such
assessmeston a communityasis, nor have they trained officers in how to patrol using such
assessments or available intelligence. Local law enforcement lacks the knowledge, experience
and inhouse instructors to provide this training. This assessment is deoned survey result

(Figure 30) which shows that intelligence, threat assessment, counterterrorism, and field
exercises were among the most critical training needs identified that have not been adequately
met.
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Figure 30. In your opinion, what are e top 3 training needs?
(Number of responses by training need)

N = 60 (other = 18)

Based on comments by law enforcement officials, a key objective needs to be at least one officer
trained in threat assessment in the agency, with all patraedffitrained in identification of

threats and practical application of threat intelligence. This is clearly an opportunity for a
cooperative training arrangement within the
program to which select individlsafrom other municipalities may attend. Another option would
combine Adi stance | earningd components so tha

Finding 31. Larger | aw enforcement agenci es
smaller departments for homeland security training delivery, thereby leveraging regional
training and response capacity.

LERTA identified fihubo departments, which <can
possess the resources to assist other departmehtsrimegions or districts, that could or do act

as a regional training resource. These departments tend to be progressive ones with respect to
homeland security and have the leadership willing to take on rediasat initiatives. At the
presenttimet hese Ahubo departments are not officia
can |l ook to them in a time of <c¢crisis to supp
manpower and technology.

Based on interviews wi t hirbénefitidries mdanny ibappeaptlzat t me n
such arrangements strengthen regional cooperation and make more effective use of training
resources. This concept is not uniformly practiced throughout the region, however, and is
typically more a function of locdeadership and existing local cooperation. Where regional
training takes pl ace, a coll ateral benef it P
capabilities and capacities to respond and deal with homeland security issues. Such activity is a

cl assi-mulitfioplcieer 6 for regi onal homel and secur



