Southeast Region Research Initiative

This survey and these results also have resonance and relevance for other first responders
who face many of the same needs (training, equipment, communication), albeit, priorities,
policies, and management processes may be different.

3. SURVEY METHODS

Cities and law enforcement agencies were selected for the survey to achieve diversity in size
and location and based on their ability to represent specific regions or jurisdictions of their
states. Based on consultation with state and regional officials, some cities were selected for both
full survey questionnaires and on-site interviews while others just received mailed
questionnaires with follow-up phone discussions as needed.

Law enforcement agencies participating in the survey were asked to respond to a written
questionnaire covering the following topical categories.

Overview of local/regional law enforcement
Information sharing

Command, control, and communications
Technology applications

Training

Community resiliency (added for Mississippi survey)

The survey instrument consisted of open- and closed-ended questions designed to
encourage a wide range of responses, including rankings, selections from multiple choices,
numerically scaled answers, and short verbal responses. The questions reviewed aspects of law
enforcement capabilities outlined in the DHS TCL and explored how effectively homeland
security preparedness was being implemented, including resources, personnel training, and
results achieved to date. These lines of inquiry were derived from the expertise of the lead
investigator, Lee Reese; experience with similar assessments; a literature survey of post-9/11
publications; and peer advice and review from an advisory team of regional law enforcement
representatives.

The survey was mailed to selected police departments in 50 cities throughout Tennessee,
Georgia, and Mississippi. On-site interviews were then scheduled with more than 135 law
enforcement representatives in these cities. Nearly 90 departments responded to the survey.
About 80% of respondents completed all or most of the full survey while about 20% only
responded to a few selected questions. After surveys were collected, interviews were scheduled
and conducted by Lee Reese, who met with department representatives to discuss the survey
and to obtain additional feedback on responses. In general, written responses to questions were
mixed in terms of specificity and completeness (especially questions which were open-ended),
but all the interviews were well received by the departments.

4. KEY FINDINGS
4.1 Key Finding 1—Readiness

While regional law enforcement believes overall readiness for terrorist acts and natural
disasters has improved, actual gains appear confined to better equipment, training, and
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awareness, with sustainability in question. Of the 88 local agencies surveyed in the three
southeastern states, 91% believed their readiness had improved either “considerably (47%)” or
“somewhat (44%).” This compares favorably with the response to a similar question in an
International Association of Chiefs of Police (IACP) 2002-2003 national homeland security
survey of 17,000 local, state, and federal law enforcement agencies (IACP 2003), which found
that 9 of 10 IACP respondents believed they were “adequately prepared” to prevent or respond
to a terrorist attack. However, without any objective means to measure such improvements, the
validity of these responses cannot be readily substantiated, with other LERTA results raising
serious doubts in this regard.

4.2 Key Finding 2—Improvements in Preparedness and Sustainability
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As illustrated by the results of the
LERTA survey (in particular the results
illustrated in Figure 1), improvements
in preparedness can be tied most
directly to annual grants received after
9/11 and to the training and planning
prompted by federal and state
homeland security initiatives.”
Conversely, as illustrated by the results
in Figure 2, key challenges remain that
undercut the sustainability of the
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improvements being achieved. With Grants Integration Planning Purchases
continuing personnel sf'lortages due to Figure 1. Responses to the question “What actions
local budgetary constraints, lack of taken are most responsible for improvements
effective regional integration (due in achieved?” (Number of responses by improvement

part to the continuing insularity of local  category.)

departments), and the absence of

regional planning and exercising, it remains questionable whether a successful regional
response to a man-made or natural emergency could be made. In fact, for many departments
homeland security preparedness has not been adequately integrated into routine policing, and
its sustainability as a critical function would be unlikely if external resources and support
disappeared.

The responses on integration and equipment in Figures 1 and 2 appear to be contradictory.
Clearly, municipalities are split on the extent to which regional integration has been
accomplished. Based on interviews, the urban and suburban departments have achieved better
integration with state and federal agencies (and among themselves) than have the rural
departments. While some departments identified remaining equipment needs, most believe
necessary upgrades have been accomplished through federal and state grants.

"A total of 88 respondents identified and ranked, from one to three, the “actions” most responsible for
achieving improvements, with some choices being ranked as only first, second, or third choices and some
as a combination. Some respondents only identified one or two items. Therefore, Figures 1 and 2 are more
of a gauge of relative than absolute importance.
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Figure 2. Responses to the question “What issues have been most
responsible for lack of progress?” (Number of responses by issue category.)

4.3 Key Finding 3—Communications Interoperability

Communications interoperability is more fully developed among local first responders but
remains inadequate on an interdepartmental or regional level. LERTA survey results suggest a
disparity between what has been achieved in improving communications interoperability at the
local, first-responder, level and what remains to be accomplished between local law
enforcement within a region and the state (as shown in Figure 3). While considerable
improvements have been achieved,
particularly in the larger urban and
suburban agencies, this is not necessarily . Undeveloped
the case in some rural departments that 100
have not received grant monies to
upgrade existing communication
systems. Likewise, given the advent of
fusion centers over the past several
years, it is not surprising that
interoperable communications systems
have not yet linked these centers with 40
law enforcement agencies in the state.

Based on interviews with local law 20
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has been a priority at both federal and and Law  Jurisdiction Center
state levels, and resources have been Enforcement

provided to link police, fire, and Figure 3. Responses to the question “With whom

emergency medical services u.ruts. does your agency have interoperable communication?”
However, the value of extending these (N =77.)

linkages on a statewide or regional basis
remains a nascent concept and has not been given similar emphasis.
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4.4 Key Finding 4 —Intelligence Information

Homeland security intelligence acquisition and dissemination has improved, but its
application down to the patrol level has been less effective. A critical lesson learned from
9/11 is that intelligence regarding potential terrorist attacks must be addressed from three
vantage points. First, intelligence and law enforcement agencies must become more capable
of gathering such information; second, various agencies must be able to share such
information; and third, such information must be analyzed and provided to trained
patrolmen to be fully effective. A 2002 Rand Corporation survey, When Terrorism Hits
Home (Davis 2004), found that one in five agencies (and half of state agencies) indicated a
need for better intelligence and intelligence capabilities. Nearly 5 years later, LERTA found
that most agencies in the southeastern region, while possessing more mature capabilities,
believe that intelligence relevance and usability remain a problem. Sharing information
vertically and horizontally between various agencies continues to be difficult, due (in part)
to classification and confidentiality issues, as illustrated in Figure 4. Survey respondents
made it clear that intelligence-based policing can be no more effective than a patrolman’s
ability to recognize and obtain information and process it for its homeland security-related
meaningfulness.

45 Key Finding 5— Information Superiority
Accessible Training Jeopardizing Ongoing Investigations
Disclosing Sources

Training is more available, Limiting Disclosure
but not necessarily more Lack of Clearances
accessible to law enforcement. Legal Barriers
While the availability of Lack of Integrated Databases
homeland security training for Lack of Information
law enforcement personnel has Other

improved and is perceived very
positively by LERTA survey
respondents, its actual
accessibility by personnel is
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Figure 4. Responses to the question “What barriers do you
. . believe exist that have hindered effective intelligence
viewed very differently across . . . o
Y y information sharing between federal/state authorities and

the surv.ey region. The reasons your department or agency?” (Number of responses by barrier
offered include staffing shortages indicated.)

(impeding availability of

personnel for training), funding shortages, availability of timely information on training
locations (and sometimes the locations themselves), and noncertification of the training
provided (Figure 5). A disparity also exists between the larger, more urban departments and the
smaller rural departments. The former are generally able to readily sponsor homeland
security-related training to accommodate the needs of their personnel. Other law enforcement
personnel in surrounding departments may also on occasion receive access to the training as
well (this illustrates the “hub” concept, where larger departments that have the resources,
expertise, and knowledge assist and guide others in their districts and regions). Overall, while it
is apparent from survey results that considerable training is available, barriers to participation
remain.
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Figure 5. Responses to the question “What barriers exist, if any, to gaining
access to state, regional, or other government sponsored homeland security
training?” (N = 88.)

4.6 Key Finding 6 —Standards

Despite years of federal and state funding grants, demonstrable progress is difficult to
gauge because of a lack of performance objectives and metrics and independent review. In law
enforcement, expectations have yet to be defined for equipment, technology, information
management and communication, and personnel qualifications and training. Without such
standards and some means of independent review and certification, it will remain difficult to
know what level of readiness needs to be achieved; how to set priorities for funding; and
ultimately, what metrics matter. It is noteworthy that 60% of survey respondents support some
form of law enforcement program certification to standardize homeland security qualifications
and training.

4.7 Key Finding 7 —Regional Jurisdictions

In many cases, a closer relationship exists between individual departments and federal or
state law enforcement agencies than between regional jurisdictions. As evident from LERTA
survey results for each of the key facets of homeland security reviewed, local and regional
cooperation falls considerably short of expectations. Beyond budget and staffing, lack of
regional integration was identified most often by law enforcement as the problem impeding
progress in achieving homeland security goals. Information flow between jurisdictions and
between federal and state agencies (e.g., state fusion centers and the Joint Terrorism Task Force)
is not uniform and is hampered by security concerns and lack of intelligence tailoring. Many
jurisdictions continue to lack mutual aid agreements or any other means to plan cooperation on
a contingency basis if a catastrophic event occurs. The lack of regional integration is greater for
most small rural departments than for larger, more urban ones. Without any infrastructure of
regional planning, procedures, training, and readiness exercises —all driven by local and state
priorities and resources — the situation will likely persist.
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Department of Homeland Security, National Response Plan, 2005 (updated 2006); available at
www.dhs.gov/xprepresp/committees/editorial_0566.shtm.

International Association of Chiefs of Police, Homeland Security Preparedness Survey, 2003;
available at http:/ /www.theiacp.org/documents/pdfs/ WhatsNew / ACF187C.pdf.
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