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This report is for task one of the SERRI project in partnership with the University 
of Kentucky.  Task one includes Kentucky Hazmat Supply Chain Threat Analysis 

and development of a Conceptual Model of Threat for Kentucky. 
 



Kentucky Hazmat Supply Chain Threat Analysis1 
 
 
 
 
 

What is the terrorist threat to the nation’s hazmat supply chain? 
 
The hazmat supply chain presents an attractive target for terrorists.  In the United States, 
there are hundreds of thousands of shipments daily through a complicated supply chain 
with multiple points of vulnerability.  Because of their nature, many hazmat shipments 
could become dangerous and ready-made weapons in the hands of a terrorist. And 
because of the large number of shipments, the exposure to these vulnerabilities is very 
broad. 
 
Most hazmat shipments in the United States are by motor carriers; however hazardous 
materials are also shipped by rail and barge.  Vulnerable points in the supply chain 
include manufacturing facilities, shippers, hazmat carriers, and receiving facilities.   
 
A FMCSA study identified three terrorist attack profiles for hazmat shipments.2 
 
Theft is undertaken by means of stealth, deception, or force. Stealth and deception are 
deterred by detection, while force assumes detection and operates within parameters 
defined by the time to communicate and mount an interdiction. Stealth, deception, and 
force also define an escalation path for operational planning purposes. 

 
Diversion is a tactic that results in either theft or interception. The purpose is to create a 
path to a target opportunity or arrive at a location where control of the cargo by the 
terrorists can be achieved. 

 
Interception is the "instantaneous" version of theft in that the cargo is released and/or 
detonated, and ignited while still in control of the shipper/carrier/consignee. Particularly 
effective when the radius of damage is large, this is potentially the most violent of attack 
profiles in that it likely involves explosives as the mechanism for effecting material 
release. 
 
For example, for a bulk chemical shipment, a terrorist might use a false manifest to divert 
the chemical shipment for delivery to a populated area for intentional release. 
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Numerous international and domestic incidents have occurred over the past several years 
that demonstrate the threat posed to the hazmat supply chain by terrorists. For example, 
according to the FMCSA study: 
 

·  March 31, 2002: A 29-year-old driver for a propane distributor drove away with a 
3,000-gallon trailer. He made a telephone threat stating that he wanted to kill 
President George W. Bush and that he would use the truck as a "3,000-lb bomb."  

 
·  April 11, 2002: A terrorist driving a truck carrying liquefied natural gas ignited his 

cargo in front of a synagogue on the Tunisian Island of Djerba, killing 17 people, 
mainly German and French tourists. Al Qaeda claimed responsibility for the blast.  

 
·  May 16, 2002: A tractor-trailer carrying 10 tons of deadly cyanide in 96 drums was 

stolen after three armed men held up the vehicle north of Mexico City. Six drums 
were never found.  

 
·  May 2002: A fully loaded tanker truck pulled into Israel's largest fuel depot and 

suddenly caught fire due to an explosive charge connected to a cellular phone. The 
fire was extinguished, but had the truck exploded, destruction and death would have 
resulted.  

 
·  February 2007: Insurgents in Iraq incorporated canisters of liquefied chlorine into 

vehicle-borne improvised explosive devices. The blast left several dead and scores 
suffering from exposure to the dispersed chlorine in an area of Baghdad. 

 
·  April 2007: A suicide truck bomb loaded with chlorine gas exploded in Ramadi 

killing as many as 30 people, many of them children, a security official said. The 
truck, a fuel tanker loaded with the toxic gas, struck in the late morning of the Muslim 
day of prayer when children off from school usually play in the street and adults run 
errands and visit before going to the mosque at midday. 

 
 
What are the potential costs of a hazmat attack? 
 
The consequences of an attack using hazardous materials could be significant.  A 
FMCSA study explored the “per event” potential economic impact of intentional and 
non-intentional releases of hazardous materials.3  The study examined the potential 
consequences as measured by the following parameters. 
 
·  Fatalities and injuries. 
 
·  Property Damage: Damage to the truck, to other involved vehicles, and to other 

public and private property. 
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·  Product Loss: Quantity and value of the hazardous materials lost during a spill. 
 
·  Environmental damage. 
 
·  Evacuation: Predominantly short-term relocation of people and business operations. 
 
·  Cleanup: Stopping the spread of a release and removing spilled materials. 
 
·  Traffic Delay: Additional travel time experienced by the motoring public due to 

delays caused by the incident. 
 
·  Business Disruption: Businesses having to reduce or cease operations because the 

facility is inaccessible, supplies cannot be received, or other constraints imposed by 
the incident. 

 
The study presented the following estimates of the economic consequences of a terrorist 
attack using different types of hazmat shipments. 

  
 Figure 1. Estimated economic consequence of terrorist attacks. 

 
 

Hazardous Material Load Type 
 

Reasonable Worst-Case Hazmat Attack Consequences 

 

Bulk Fuel 
 

$3.7 Billion 
 

 

Less Than Load High Hazard 
 

$2.1 Billion 
 

 

Bulk Chemicals 
 

$16.3 Billion 
 

 

Truckload Explosives 
 

$13.3 Billion 
 

 

To put the FMCSA numbers into context, the economic consequences of two terrorist 
attacks in the U.S. - the 1993 New York World Trade Center (WTC) and the 1995 
Oklahoma City Federal Building – can be examined: 
 

·  The 1993 WTC bombing killed six people, injured 
over 1,000, and resulted in over $113 million in loss of 
life and bodily injury, and over $510 million in insured 
losses (based on figures from the Federal Emergency 
Management Agency). Total losses are estimated to be 
$623 million. 
 
·  The Oklahoma City bombing killed 168 people, 
injured 601, and resulted in $560 million in loss of life 
and bodily injury, and over $125 million in insured 
losses. Total losses are estimated to be $685 million. 

 
Vehicles used in the transportation of hazardous materials typically have much larger 
capacities than the vehicles used in these two incidents. If larger vehicles were used to 
carry out a terrorist act, the damage would have been far worse. If highly hazardous 



materials were involved and released in a directed attack, it could result in far greater 
numbers of casualties and damage to property over a larger area. 
 
Another example of the economic consequence of directed attacks in the United States, 
albeit attack(s) using airplanes against buildings as opposed to trucks, is the September 
11, 2001 attack(s) on the WTC.  According to the FMCSA, the Government Accounting 
Office (GAO) reviewed eight studies from seven organizations that examined the 
financial impacts of the 9-11 attack on the World Trade Center. The GAO concluded that 
the study conducted by the New York City Partnership and Chamber of Commerce 
provided the most comprehensive estimates: $83 billion in 2001 dollars for direct and 
indirect costs. 
  
 

What is being done to protect the nation’s hazmat supply chain? 
 
The federal government has undertaken a number of initiatives focused on the security of 
the hazmat supply chain.  Federal initiatives include the following. 
 
1. U.S. Transportation Security Administration hazmat driver security checks.  

Under the USA Patriot Act, the U.S. Transportation Security Administration (TSA) 
has issued rules that prohibit states from issuing a hazardous materials endorsement to 
a trucker without first determining whether or not the individual poses a security risk.  
The law’s intent is to prevent hazmat shipments from falling into the hands of 
individuals that might use them as weapons. 
 

2. U.S. Federal Motor Carrier Safety Administration hazardous materials safety 
permits.  On June 30, 2004, the U.S. FMCSA issued a rule to establish a national 
safety permit program for motor carriers that transport certain hazardous materials in 
interstate or intrastate commerce. FMCSA’s hazmat permitting requirements began a 
staged phase-in beginning January 1, 2005.  A motor carrier must meet three minimal 
requirements to obtain a hazmat safety permit. 

 

o Satisfactory safety rating. The motor carrier must have a “satisfactory'' safety 
rating assigned by either FMCSA, pursuant to the Safety Fitness Procedures, or 
the State in which the motor carrier has its principal place of business, if the State 
has adopted and implemented safety fitness procedures that are equivalent to the 
FMCSA procedures. 
 

o Satisfactory security program. The motor carrier must establish that it has a 
satisfactory security program, including:  

 
·  A security plan meeting the requirements of part 172, subpart I of this title. 

The security plan must address how the carrier will ensure the security of the 
written route plan required by this part; 
 

·  A communications system installed on each motor vehicle used to transport a 
hazardous material listed in Sec. 385.403(a) of this subpart that enables the 



vehicle operator to immediately contact the motor carrier during the course of 
transportation of the hazardous material, and each operator must be trained in 
the use of the communications system; and Hazmat employees who have all 
successfully completed the security training required in Sec.  172.704(a)(4) of 
49 CFR.  

 
o Registration with RSPA. The motor carrier must be registered with RSPA in 

accordance with subpart G of part 107 of 49 CFR. 
 

3. H.R. 1: Implementing Recommendations of the 9/11 Commission Act of 2007. 
Section 1554 of the act directs the Secretary, through the TSA Administrator, to 
develop a program to facilitate the tracking of motor carrier shipments of security-
sensitive materials and to equip vehicles used in such shipments with technology that 
provides frequent or continuous communications, vehicle position location and 
tracking capabilities, and a feature that allows the driver to broadcast an emergency 
distress signal. 

 
 

How is Kentucky’s hazmat supply chain structured? 
 
Kentucky sits in the middle of some of the nation’s busiest transportation corridors.  
Major interstate highways including I-64, I-65, and I-75 cut through the state carrying 
over 70,000 semi-tractor trailer trucks daily.  The Ohio River and the Mississippi River 
border Kentucky and carry much of the nation’s barge traffic.  In addition, several major 
rail lines including CSX and Norfolk Southern have major rail lines through the state and 
hazmat shipments are regularly routed through the middle of Kentucky’s urban areas.  In 
Lexington, for example, 30 railcars a day carry hazardous materials through the heart of 
the city.4 
 
U.S. Department of Transportation data on state truck tonnage indicates that only six 
states have more truck tonnage than Kentucky.  DOT data also indicates that about 60% 
of the truck tonnage on Kentucky’s roads is through traffic – a relatively high percentage.  
Figure 2 illustrates freight flows to, from and within Kentucky, with red reflecting the 
volume of freight flows. 
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Figure 2. Freight flows to, from, and within Kentucky by truck (Federal Highway Administration) 
 

 
 
 

Kentucky has a number of facilities that produce or store significant amounts of 
hazardous materials.  These include petrochemical facilities in western Kentucky, eastern 
Kentucky, and Louisville.  In addition to its petrochemical facilities, Kentucky is also 
home to the Bluegrass Army Depot near Richmond and the Paducah Gaseous Diffusion 
Plant.  The Bluegrass Army Depot is a repository for nerve agents.  The Paducah 
Diffusion Plant produces low-enriched uranium fuel for commercial nuclear power 
plants. 
 
 
 
How likely is it that groups residing in Kentucky have the means and organizational 
skill to launch an attack on the hazmat supply chain? 
 
A major terrorist action involving hazardous materials in Kentucky will take considerable 
organizational skill and funding.  Kentucky does not have a large foreign-born 
population, and it is unlikely that a significant number of well-organized and well-funded 
“terrorist cells” reside within the state at the present time. 
 
The threat of domestic terrorism is also low.  There are domestic groups or individuals of 
concern in the state but none are likely to be organized well enough or suitably funded to 
initiate an action of concern at the present time.   



Should Kentucky officials be concerned about threats to its hazmat supply chain? 
 
Even though Kentucky might not be home to domestic or foreign-born terrorist groups 
that have the means and organizational skill to launch an attack on the hazmat supply 
chain, there are still significant threats to the hazmat supply chain in Kentucky.   
 
Kentucky is a major transit state for hazmat shipments.  A huge amount of goods pass 
through Kentucky on its interstate highway system.  Barges hauling hazardous materials 
travel past major port cities on the Ohio River and the Mississippi River and trains 
transporting hazardous materials pass through all of Kentucky’s major metropolitan 
areas.  Also, a significant amount of dangerous hazardous materials are produced or 
stored in Kentucky. 
 
In Kentucky’s case, terrorist groups that are intent on attacking the hazmat supply chain 
are likely to come into Kentucky from out of state.  In fact, Kentucky might well be a 
“magnet” for out-of-state terrorists seeking to launch attacks using hazardous materials.  
As noted previously, an attack on the hazmat supply chain could come about by theft, 
diversion, or interception.  The hazmat attack scenarios listed below serve as examples of 
the potential attractiveness of Kentucky’s hazmat supply chain to terrorists. 
 

1. Petrochemical facilities in the state represent an attractive target for terrorists either as 
a source of materials for use as a weapon of mass destruction or as a fixed target (i.e. 
destruction in place). 
 

2. The Bluegrass Army Depot and the Paducah Gaseous Diffusion Plant produce or 
store hazardous materials that could serve as exceptionally dangerous weapons of 
mass destruction. 

 
3. Kentucky is home to major tourist and sporting venues that draw huge numbers of 

people (see Figure 3).  These venues are potentially attractive targets for terrorists 
using hazardous materials as weapons of mass destruction. 

 
4. Numerous hazmat shipments travel daily by rail through the heart of Kentucky’s 

largest cities.  Terrorists could intercept tank cars and release their contents in 
crowded urban areas. 

 
5. Terrorists could intercept barges hauling hazmat shipments on the Ohio River and the 

Mississippi River and release their contents in crowded urban areas or use the barge 
and its contents as a floating bomb. 

 
6. Kentucky’s interstate road system might also serve as a magnet for terrorists.  Hazmat 

shipments traveling on the Kentucky’s roads could be intercepted and used by 
terrorists.  In addition, Kentucky’s interstate road system offers terrorists an efficient 



transportation route for moving dangerous materials through Kentucky to high value 
targets in the Northeast, Southeast or Midwest.  5   

 

Figure 4 further describes each of the six attack scenarios listed above. 
 

Figure 3. Kentucky is home to major sporting and tourist events. 
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Providing for physical necessities, safety, and security are the first purpose of any state.  
Anything that poses a danger to the state’s ability to provide these things consistently is a threat 
to the state. 
 

Additional purposes or ends that our form of government seeks to provide:   

• individualism 

• liberty  

• equality  

• natural rights  

• the rule of law  

• constitutionalism 

• representative democracy 

• the separation of church and state free markets 
 

These ends we share with the Western world generally.  They are among the essential elements 
defining Western civilization.  As the July 2007 National Intelligence Estimate on Terrorism 
indicates: 

 
"We judge the US Homeland will face a persistent and evolving terrorist threat over the next three 
years. ...Al-Qa'ida is and will remain the most serious terrorist threat to the Homeland ... Although 
we have discovered only a handful of individuals in the United States with ties to al-Qa'ida senior 
leadership since 9/11, we judge that al-Qa'ida will intensify its efforts to put operatives here." 
 
Our work on threat assessment could help to identify and track such operatives. 
 
"We assess that the spread of radical—especially Salafi—Internet sites, increasingly aggressive 
anti-US rhetoric and actions, and the growing number of radical, self-generating cells in Western 
countries indicate that the radical and violent segment of the West's Muslim population is 
expanding, including in the United States. The arrest and prosecution by US law enforcement of a 
small number of violent Islamic extremists inside the United States—who are becoming more 
connected ideologically, virtually, and/or in a physical sense to the global extremist movement—
points to the possibility that others may become sufficiently radicalized that they will view the use 
of violence here as legitimate. We assess that this internal Muslim terrorist threat is not likely to 
be as severe as it is in Europe.”  There is evidence that networks that support the ideology of the 
enemies of the state are operating in Kentucky and in broader spectrum than simply religious 
extremism terror organization frameworks. 

"We assess that globalization trends and recent technological advances will continue to enable 
even small numbers of alienated people to find and connect with one another, justify and intensify 
their anger, and mobilize resources to attack—all without requiring a centralized terrorist 
organization, training camp, or leader.  The ability to detect broader and more diverse terrorist 
plotting in this environment will challenge current US defensive efforts and the tools we use to 
detect and disrupt plots. It will also require greater understanding of how suspect 



activities at the local level relate to strategic threat information and how best to identify 
indicators of terrorist activity in the midst of legitimate interactions." 
 
Again, the methodologies we have developed are new "tools" that could help to "detect broader 
and more diverse terrorist plotting."  Of special relevance is that our methodology does in fact 
"identify indicators of terrorist activity in the midst of legitimate interactions." 
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The above definitions were utilized to operationalize data inputs into the threat model. 

Enemies of the State  
as Threats to Sovereignty 

• Those who threaten sovereignty by 
threatening the ongoing existence of 
the state per se. 

• Those who threaten sovereignty by 
rejecting the state as the legitimate 
final and absolute authority in the 
political community. 
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THREAT DETERMINATION 

For the determination of “threat” organization, the following 
questions were addressed: 

 

• Where are the organizations that pose “threats”? 

• How do these organizations communicate? 

• Who are these organizations connected to (networks and 
resources)? 

• What are these organizations defined conceptually? 
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STOP caLLing MUSLIMS TERRORISTS !  

• 61,891 members  

Defend Prophet Mohammad (Peace Be Upon Him)  

• 56,957 members 

Voice of the Martyrs  

• 6,626 members  

Witches, Wiccans and Neo-Pagans United  

• 3,054 members  

Support The Israeli Army  

• 3,726 members  

Sikhism - Taking Bigger Steps Into The World�

• 3,299 members  

Stop Islamophobia Worldwide  

• 15,243 members  

Islam is a way of life  

• 10,340 members 

First Nations & Aboriginal Rights  

• 2,551 members  

True Islam Is The Right Path.  

• 2,723 members 

American Atheist Organization 

• 2,149 members  

•  



Pissing off religious people  

• 1,670 members 

Pagan Pride  

• 1,428 members  

Support Mo7ajjabat  

• 1,634 members  

marriage = person + person  

• 825 members  

Birthright Israel: Claim Your Birthright!  

• 740 members  

THE TRUE ISLAM 

• 884 members  

Single United Ummah of Islam  

• 922 members  
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LEXINGTON, KY  

• IT'S ME BENNY 

• Created January 21 

Benn Laden  

• Networks:Lexington, KY 

• Relationship Status:  It's 
Complicated 

• Birthday:  July 3, 1941 

• Political Views:Very Liberal 

• Education and Work 

• Education Info 

• College:Kalaschnikov  
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KY NETWORK 

 

 

• Senem Yavuz  

• Networks:  Lexington, KYA  
 

• Friend of senem is: 

• Zirak Azad  wrote 
at 5:58am HAY ALL LOOK AT MY WEB:  
 
http://www.ardasher-security.com 
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Number of organizations that filed 
503(c)’s from 1995 to 2007  
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“Ghost” Non-Profit Activity 

There are between 25% and 40% (depending upon the 
sector) “Ghost” Organizations in the KY Public Sector 

 

Important Issues of Accountability and Security Are Raised 
by this Finding 

 

A Recent Annie E. Casey Foundation Report Estimates 
65% of US Non-profits Anticipate a Change in 
Leadership by 2009 (Ave. Age CEOs 50+ in 2004). 
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Kentucky Religious Organizations 

• 4920 Religious Organizations, Churches, Temples, Mosques, Shrines 

• 3570 in ARCView ESRI 

• 3219 in US Census 

• The approach utilized in this report improves accuracy by at least 35% 
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Kentucky Survey 
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RECOMMENDATIONS 

• Strategies to Address a Lack of Civic Education 

• Programs that Address the Absence of Needed Data 

• Refinement of Systems of Analysis 

• Further Research Needed to Develop Analytic Western Values 

• Soft Power Issue for State & Local Govt as Well as Federal Govt Internationally 

• Validation of Findings, Refinement of Models, and Improvement of Data 
Integration 
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