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Abstract

Chemical spill into water infrastructures is a serious problem threatening the
general security of the people and the environment. With the development of industry,
the increase of population, and the possibility of terrorist attack, the chepiltdug to
accident and/or attack has become one of the main concerns ofaddi8ecurity. The
National Center for Computational Hydroscience and Engineering, the University of
Mississippi, has developed a research t@dmputational Tools for Water Seiy
(WIS-CSSM) sponsored by the Department of Energy, Oak Ridge Operations Office
(DOE-ORO) via the Southeast Region Research Ingat(SERRI); which is an
advanced computational technology for water infrastructure se¢iity

The Chemical Spill IndentknowledgeBase entitled GHESIBASE, is adatabase
provides informatiorof chemical spills occurred in the past in the United States. One
could review what happened at where, when, how many people were Kkilled/injured/
hospitalized, andhe amount of pperty damage caused, etc. The data base can be used
as a reference center loaded to a computer, one could learn knowledge of chemical spills
in the past and guide the practice of chemical spill emergency managé&metata of
CHESBASE are loadedfrom the website of government agencies, and a filter was
developed to removm-significanteventsfor emergence managementBy populating
this knowledgebasewith datafrom multiple heterogeneous databases aadoussource

files, a reliable framework thatill be used by multiple researchassprovided.
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Chapter 1

Introduction

The US Environmental Protection Agency and The Department of Deéfease
two of many agenciesesponsible for protecting the territory of the United Sttes
hazardsinternal and external, natural and maradedisastersChemical spill incident

knowledge base is to be used to protect water infrastructiDriggking water includes

160, 000 public water systems whi t¢tehwastd f ect s

that is controlled by 16,000 waste treatment plavitech dfects 75% o0f t he nat i
people [1] Many of these systems are vulnerable to several types of attacks through
contamination with deadly agents, the release of toxic gaseous chemidatsthan

means that could result in thousands of casualties as well as loss of water support for
critical servicesTo better secure the nationbs cri
infrastructure, the water sector focuses on having security progratecethat enhance

its ability to prevent, detect, respond to and recover from potential terrorist or other
intentional actd].

This CHESIBASE is only a small portion of a research project for developing
Computational Tools for Water Securitgn Integated Water Infrastructural System
Chemical Sgi Simulation Model (WISCSSM). In addition to thehemical spill incident
knowledgebaseit consiss ofa Water Infrastructure Systef@hemical property database
and a scenario simulation outcome databd@be. computational tool is taddress the
needs for analysis, simulation and modeliogdhemicals in the water infrastructures

This reportfocuses on designing knowledgebaseframework that populates
datasets from several heterogeneous databases armk ddes into one centralized
database and provide easy reliable access to researchers within the NCCHE as well as
outside organizationg.he Principle Investigator of this research project is Dr. Sam, S.Y.
Wang, Professor and Director of the NCCHE. T¢hemicalincidentdatabase has been
developed under direct supervision of Dr. Yai@j, the associate director of NCCHE.

Tingting Zhu participated the supervision of the developmbht, Mohamed Frihi
developed the product

[
(
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Chapter 2

Data and Software

2.1 Data for Chemical Spill Incidents

Information on chemical spillgvas collected indispersedinformation systems
throughout government agencies Several of the information systems within the
organizationdave datdhat is not in a unified fonat, spreadover multiple files, formats
and database3here are several challenges that are faced whaengaf information on
theseincidentsand trying to process:it

1 Itis dfficult to perform calculatiordue to difficulty of data access and the non
unified schema creates misidentification of data fields and units of measure which
results in a large error rate.

1 Itis almost impossible toxecute globatjueries whichneed recordthat span on
multiple sources.

1 Complexdataqueriesthat nclude multiple operations likgoin are unachievable

due to the absence of consistent metadata (i.e. indices, primary key, integrity

constraints)

1 Very poor performance due to the extra amount of data preprocessing each time a

query is executed.

In order tobuild aknowledgebasewheredetailed chemicahcidentinformation
can be queried and analyzedrstain electedatabase with the most relevant information
had to be identifietb serve as sources from which #m®wledgebaseis populated.
Different agencies antheir resources wereesearchedo find the most relevant
chemical dataTable 1lists several agencies with information applicable to chemicals in

the environment.
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Table 1. Agencies and the details of their information systems [1]

Superfund Information Systems

The Comprehensive Environmental Response,
Compensation and Liability Information System
(CERCLIS) Database contains general informatid
on sites across the nation and U.S. territories
including location, contaminants and cleanup
actions taken

Hazardous Substances Emergency Events
Surveillance (HSEES)

Collects and analyzes information about acute
releases of hazardous substances that need to b
cleaned up or neutralized according to federal, st
or local law

Integrated Management Information System
(IMIS)

Providedby theU.S. Department of Labor (DoL)
Occupational Safety & ehlth Administration
(OSHA) repors accidents and injuries involved.

Integrated Risk Information System (IRIS)
developed EPA

It is an electronic database containinfprmation
on human health effects that may result from
exposure to various chemicals in the environmen

ERNS (Emergency Response Notification
System)database

A database of incidents reported since 1990 to th
National Response Center (NRC)

Accidental Release Information Program ARIP)
database

A collection of information on accidental releases
hazardous chemicals at fixed facilities

Information Resource Systen(HMIRS)

A Department of Defense (DoD) automated syste
developed and maintained by the Bese Logistics
Agency

Hazardous Materials Information Resource
System(HMIRS)

The system assists Federal Government personr|
who handle, store, transport, use, or dispose of
hazardous materials. HMIRS is for official use on
unauthorized distributioof this product or its
contents is strictly prohibited

Given those initial various sources of informatitime knowledgebasehas to be
populated from source databases that meet the requirements of the project, therefore a
database is elected asaurce if it provides the information need&dble 2 summarizes

the required information.
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Table 2 Criteria of information needed in knowledgebase[1]

Incidents Date, time, location, duration, facility name and
address, trasporation releaseeeaféd medium,
spilled amount chemicals involved, end result/typ
of release, incident cause, incident short
descriptions, deaths, injuries, evacuation, proper
damage, environment damage, stabilization/cont
measures, prevention/repairs, assessment of
countermeasures etc

Chemical information Chemical name, commercial name, other name,
amount spiled , duration of spill, chemical
particition between the water and sediment,
chemical solutbility, chemical volatilizatiohethal
concentration for human, fisetc, Biedecay rate,
Hydrolysis rate, Photolysis rate, Héife, Chemcial
transformation, Chemical transformation, Chemig
reactivity with water, pH effect on checmical,
Checmial chronicale effects on ecosystem-Bio
accumulation, maximum concentrationedible
fish and shellfish etc

A total number of eight incident sources were initially found and searched for
relevancy of information, but only two of them were relevant to the needs a
requirements of this projedhe National Response Center (RREmergency Response
Notification Systemand the Department of Health and Human Services Hazardous

Substances Emergency Events Surveillance (HSEES) System

2.11 The EmergencyResponse Notification System (ERNS):

ERNS isa database of incidents repamttsince 1990to the National Response
Center(NRC). These incidents include chemical spills, accidents involving chemicals
(such as fires or explosions), oil spills, transportation accidents that involve oil or
chemicals, releases of radioactive materisightings of oil sheens on bodies of water,
terrorist incidents involving chemicals, incidents where illegally dumped chemicals have
been found, and drills intended to prepare responders to handle these kinds of incidents
The dataincludesinformation about who, where, when and what materials have been
spilled, etc.The National Response Center is operated by the U.S. Coast Guard, and has
become the central point of contact used for the reporting of many different kinds of

incidents involving hazardousaterials[2]
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NRC data contained information on archived chemical spills from 1990 to 2006.
This system also contained more than 170,818 reported incidents directly relevant to the

requirements.

2 .1.2The Hazardous Substances Emergency Events Surveilles (HSEES)System:

The HSEES systerwas established by the Department of Health and Human
ServicesiiThis agency is use collect and analyze information about acute releases of
hazardous substances that need to be cleaned up or neutralized atcodetieeal, state,
or local law, as well as threatened releases that result in a public health action such as an
evacuation [3]. The goal of HSEES is to reduce the morbidity (injury) and mortality
(death) that result from hazardous substances eventsh ahéc experienced by first
responders, employees, and the general public.

HSEES waschosenas a source database because it contained information on
over 80,000incident records based onhemical types, historical dates, chemical

i nvoletcedé

2.1.3 Limitations

The HSEESdatabasecomes in different Microsoft Excesheets. Incidents
grouped by a random number of years into one file. Each Excel file has chemical spills
incidents that happened within a range of time.

The NRC database comas 17 very lage Excelworkbooksrepresenting the
records of incidents that happened from 199@406,0ne Excel workbook fileonsiss
of multiple datasheets. Incidents of each year are put together in one file. The National
Response Center publishes one file evergry

2. 2 Project Goals

In this project,the design and development of an applicattwat, based on user

configurable metadata,will be able to perform a unidirectional data mapping, by

matchingattributesof any database schema with &mpwledgebas schema.
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Once the data is aggregated from different heterogeneous sources into a consistent
structured database, a second part of the project is to prquiekeable data, thus
maximum access to thknowledgebase allowing large range of possible quesj and
very decent performance that meets the requirements.

The challenge, beside the mapping and data migration, is to create an extensible
design so that DB administrators within the NCCHE can updateéribe/ledgebase
when new information or databasesecome available in the future. By creating a
mapping database that keeps track of metadata keys, privileged users can create and edit
mapping schemas and import new datasets into the dat&lifise 1 gives an overview

of the system architecture.

e —) a: | popteaton

s T———
e et NCCHE
| ] | / Database

e & @ d [ =

NRC files HSEES files

System Architecture
Figurel: System architecture
The main requirements of the project are:

1. Collect relevant information dm HSEES and NRC databases

2. Design KnowledgebaseSchema
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a. Schema must contain specificefds ( such as location, chemicahmages,
mitigation etc)
b. Based on these specified fields, design schema that ssimposting
schemas of HSESS and NRC databases
3. Filter nonrelevant information while populatingnowledgebase
4. Provide a Graphical User Interface for end users
5. Create and alstecture to scale for additional future records from HSEES and
NRC databases

6. Create a deliverable standalone end product

2. 3 Technologies Used

Several tools and technologies have been used for designing and implementing
the knowledgebase this sectio providesbrief description of the different tools used
throughout this project.

2.3.1 MS Microsoft Access

Microsoft Access is a relational database management system (DBMS).
facilitatesthe storage and retrieval of structured informationonacanpubs har d dri v
In addition to the basic DBMS features, Access provides:

1 A relational database system that supportsitelastry standard query languages:

StructuredQuery Language (SQL) and Query By Exam(@dE).

1 A full-featured procedural programmirgnbuage, esstally a subset of Visual

Basic.

A simplified procedural macro language uniqaeé\ccess.

A rapid application development environment complete with visual form and

report developmertbols.

1 A various wizards and bulérs to make developmerdser[4].

Microsoft Access has been used initially as a DBMS to hold the Incidents
database because if its popularity and ability to have portable databases, but later on has

been replaced because of its limitations in database size and numbesgidietdble.
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The main DBMS has been replaced by Oracle 10g.

2.3.2 Oracle XE

Oracle Database f§0Express Edition (Oracle Database XE) is an elavgl,
smaltfootprint database based on the Oracle Databagdrél@ase 2 code base that i
free to devp, deploy, and distribute; fast to download; and simple to administer. Oracle

Database XE is a great starter database for:

=

Developers working on PHP, Java, .NET, XML, and Open Source applications
DBAs who need a free, starter database for training epbgment

Independent Software Vendors (ISVs) and hardware vendors who want a starter
database to distribute free of charge

1 Educational institutions and students who need a free database for their

curriculum

Oracle Database XE can be installed on anyrsise machine with any number
of CPUs (one database per machine), but XE will store up to 4GB of user data, use up to
1GB of memory, andse one CPU on the host macHhibe

Oracle XE alleviatemost ofthe limitations of MS Access and provides
performane and easy portability therefore was chosen as the DBMS to hold the chemical

incidentsknowledgebase

2.3.3 Power designer

Sybase PowerDesigner is an enterprise modeling and design solution that helps
implement effective enterprise architecture. Itngs powerful analysis and design
techniques tohedevelopment lifecycle.

PowerDesigner combines sevesihndard modeling techniquésgether with
development environments, such as .NET, Java, and Ectipdevorks with more than
60 RDBMSI6].
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PowerDesignerwas used in this project as a supplemental tool to check the
validity of data models and database schema along with aligning the user requirements
with Oracle specifications. It can be interfaced with a back end Oracle RDBMS to verify
the databasedesign.

2.3.4 Programming languageBorland C++

Borland C++ Builder, often abbreviated BCB, is a popular rapid application
development (RAD) environment produced thg CodeGearsubsidiay of Borland for
writing programs in the C++ programming language.

C++ is a genergburpose, higHevel programming language with lelavel
facilities. It supports procedural programming, data abstraction, efjected
programming, and generic programmg. Since the 1990s, C++ has been one of the most
popular ommercial programming languagésg.

C++ was used in this project to developettsoftware modules responsililer
interacting directly with the source databases and destination database iigrétéeom
process as well as providing user friendiraphical interfaces and managingeries
during the query process.

2.3.5 Install shield

InstallShield is a software tool for creating installers or software packages.
InstallShield was also the name thle companythat originally created it until it was
acquired byMacrovisionin 2004[8].

Because of the complex file dependencies and configuration, Installshield was
used to bund together all the required application files, libraries and configuration

settings into one software package therefore increasing portability and ease of use.


http://en.wikipedia.org/wiki/CodeGear
http://en.wikipedia.org/wiki/Macrovision

Attachment D
Chapter 3

Database design

Based on the nature of the information that already exists atabake design has
been donein accordanceto the Relational Data Modestandardsfor database
managementwhich mainly consists of three abstraction cycles treated separately during
the project development processshown irFigure 2:

1 Conceptual level :Describes the semantics of the organization, the significant
information (entities) , the characteristics of each (attributes) and the possible
associations between them (relationships)

1 Logical/organizational: Describes the data in as ofu details as posse,
regardess of how it wli be physicallyimplemented.

1 Physical : Describes the representation of the data that takes into account the

facilities and constraints of a given Database Management System (DBMS)

Abstract

Conceptual level
Conceptual data model Concepfual process

v Logical levd ¥
Logical data model Organizational

v Physical level ¥
Physicaldata model Operational

Figure 2: Abstract cycle for Relational Database Design

In order to have an efficient database design it is imperative as a first step to
gather the data dictionary which consists of all the attribofemterestedand then
organize them in by entities based on the logical semardittorethip between the fields.

The National Response Center database has 270 attributes.

The NSEES database has 84 attributes.

1C
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The schema designed should fulfill the requirements of the incident database and

at the same timsupportthe two existing schmeas as shown ifrigure 3.

Existing Existing
schema 1 schema 2
NCCHE
Schema

A

Required fields
(Ideal desired schema)

Figure 3: Schema considerations andonstraints

3.1 The conceptual data model:
After removing the attributes that are not needed in this project, the new data
dictionary consists of 114 relevant ditries, that are represented efficiently in the
following Entity-Relationship Conceptual model conforming to the Relational Model
normal forms which guarantee the ACI@tomicity, Consistency, Integrity and
Durability) model properties.
Figure 4 shows theonceptual modelyheret he ent ity fAl ncidentso
fields organized by order of importance. The injuries were pusiparate table because
in the initial source databasthere were a fiite constant number of injutypes where
each injurytype isrepresented by a field in the incidents tadohelthe value of that field
is set to the number of people affected by that particular type of injury. Having a separate
entity for injuries allows it to be more flexible towards adding new typeguries in the
future and shrinks the size of the table
processingThe same approach has been used to mov
separate entity, thus extending the relational model to support unlimitedenush
chemicals.
Further description of the entities and relationships is provided in the next section.

See appendik for the full list and description of the fields
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Incidents

incident_number
incident_description
type_of_incident
incident_date_time
incident_DTG
incident_year
incident_season
incident_weekday
incident_time
incident_location
street_address
nearest_city

state

county

zip

lat_deg

lat_min

lat_sec

lat_quad

long_deg

long_min

long_sec

long_quad

fire_involved
number_evacuated
radius_of_evacuation
number_injured
age_rng1

age_rng2

age_rng3
number_hospitalized
sev_hospr

sev_nhosp
number_fatalities
damage_amount
medium_description
additional_medium_info
residential_area
body_of_water
tributary_of
nearest_river_mile_marker
release_secured
estimated_duration_of_release
duration_unit
release_rate
release_rate_unit
desc_remedial_action
water_supply_contaminated
sheen_size
sheen_size_units
sheen_size_length
sheen_size_length_units
sheen_size_width
sheen_size_width_units
offshore

sheen_color
sheen_odor_description
water_temperature
additional_info
state_agency_on_scene
state_agency_notified
federal_agency_notified
NPDES
NPDES_compliance
Exposed_underwater
continuous_release_type
amount_in_water
unit_of_measure_reach_water
upper_bounds
upper_bounds_unit
upper_bounds_rate
reports_link
severity_level

<pi>

Number (7)
Characters (240)
Characters (40)
Characters (30)
Characters (10)
Number (4)
Characters (30)
Characters (10)
Characters (8)
Characters (80)
Characters (120)
Characters (40)
Characters (2)
Characters (30) O.n
Number (5)
Number (2)
Number (2)
Number (2)
Number (2)
Number (2)
Number (2)
Number (2)
Number (2)
Characters (1)
Number (5)
Number (7,2)
Number (5)
Number (5)
Number (5)
Number (5)
Number (5)
Number (5)
Number (5)
Number (5)
Number (9)
Characters (22)
Characters (80)
Characters (1)
Characters (40)
Characters (40)
Number (6,2)
Characters (1)
Characters (12)
Characters (40)
Characters (40)
Characters (40)
Characters (240)
Characters (1)
Characters (40)
Characters (40)
Number (5)
Characters (40)
Characters (5)
Characters (40)
Characters (1) o,n
Characters (40)
Characters (40)
Number (2)
Characters (500)
Characters (40)
Characters (40)
Characters (40)
Characters (10)
Characters (1)
Characters (1)
Characters (40)
Number (11,2)
Characters (40)
Characters (20)
Characters (40)
Characters (40)
Characters (240)
Number (2)

Attachment D

injured
number_of_people Integer

o,n
injuries
injuriy_id <pi> Number (3) <M>
injury_type Characters (30)
released
amount Integer
unit_amount Characters (20)

type_of _release Characters (20)

O,n
chemical
chemical_id <pi> Integer <M>

chem_name Characters (70)

Figure 4: Conceptual Data Model

12
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3.2 Logical Data Model

3.2.1 Entities

Incidents: Contains the attributes that are directly related to the incident such as
description of the incident, |l ocation,

Chemical: The chemical information is presented in separate entity within the
Conceptual Model as opposed to being just an attrifiiutee incident within
the initial database tableRlacingthe chemicalinformationin a separate
entity not only guarantees the third normal form for our model but also
allows much better performance on chemical related queries (i.e., what are
the 10 mosdangerous incidents that involved Kerozefidjis type of query
is expectedo be common, so efficiency is important.

Injuries: Even thoughthe number of injury types wdisnited to 12category of injuries
according to the source database (i.e. skjaryn respiratory injury, eye
i nj ur y tienor efficient to put them in a separate table as opposed to
adding 12 attribute to the incidents table, that way we eliminate redundancy
and optimize queries computations.

3.2.2 Relationships

Releaseds a relationship of type marp-many which contains 3 attributes that depend
on both the incident and the chemical. A given incident may involve multiple
chemicals and one chemical can be involved in multiple incidents, and for
every inciderichemical pairthe relationship provides the amount spilled with
the unit used to measure it and the type of release of the that chemical.

Injured: is a relationship of type martg-many that given an incident and a certain
type of injury provides the number of péepaffected. One incident can
involve multiple types of injuries (i.e. eye injuries, skinspieatory and one

type of injury caroccur in multiple incidents.
3.3 The Physical Data Model

Taking into consideration the DBMS, tipeevious conceptual dataodelresuls

in thefollowing physical modelinder Oracle 10g DBMS constraints showrfigure 5.
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Figure 5: Physical Data Model for Oracle DBMS
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