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Abstract 
 

Chemical spill into water infrastructures is a serious problem threatening the 

general security of the people and the environment. With the development of industry, 

the increase of population, and the possibility of terrorist attack, the chemical spill due to 

accident and/or attack has become one of the main concerns of Homeland Security. The 

National Center for Computational Hydroscience and Engineering, the University of 

Mississippi, has developed a research tool: Computational Tools for Water Security 

(WIS-CSSM) sponsored by the Department of Energy, Oak Ridge Operations Office 

(DOE-ORO) via the Southeast Region Research Initiative (SERRI); which is an 

advanced computational technology for water infrastructure security [1].  

The Chemical Spill Incident knowledge Base, entitled CHESIBASE, is a database 

provides information of chemical spills occurred in the past in the United States. One 

could review what happened at where, when, how many people were killed/injured/ 

hospitalized, and the amount of property damage caused, etc. The data base can be used 

as a reference center loaded to a computer, one could learn knowledge of chemical spills 

in the past and guide the practice of chemical spill emergency management. The data of 

CHESIBASE are loaded from the website of government agencies, and a filter was 

developed to remove in-significant events for emergence managements.  By populating 

this knowledge-base with data from multiple heterogeneous databases and various source 

files, a reliable framework that will be used by multiple researchers is provided. 
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Chapter 1 

 

Introduction 

 

 The US Environmental Protection Agency and The Department of Defense are 

two of many agencies responsible for protecting the territory of the United States from 

hazards, internal and external, natural and man-made disasters. Chemical spill incident 

knowledge base is to be used to protect water infrastructures. Drinking water includes 

160,000 public water systems which affects 84% of the nationôs people and water waste 

that is controlled by 16,000 waste treatment plants which affects 75% of the nationôs 

people [1]. Many of these systems are vulnerable to several types of attacks through 

contamination with deadly agents, the release of toxic gaseous chemicals and other 

means that could result in thousands of casualties as well as loss of water support for 

critical services. To better secure the nationôs critical drinking water and waste water 

infrastructure, the water sector focuses on having security programs in place that enhance 

its ability to prevent, detect, respond to and recover from potential terrorist or other 

intentional acts[1].  

 This CHESIBASE is only a small portion of a research project for developing 

Computational Tools for Water Security, An Integrated Water Infrastructural System 

Chemical Spill Simulation Model (WIS-CSSM). In addition to the chemical spill incident 

knowledge-base, it consists of a Water Infrastructure System, Chemical property database 

and a scenario simulation outcome database. The computational tool is to address the 

needs for analysis, simulation and modeling for chemicals in the water infrastructures. 

 This report focuses on designing a knowledge-base framework that populates 

datasets from several heterogeneous databases and source files into one centralized 

database and provide easy reliable access to researchers within the NCCHE as well as 

outside organizations. The Principle Investigator of this research project is Dr. Sam, S.Y. 

Wang, Professor and Director of the NCCHE. This chemical incident database has been 

developed under direct supervision of Dr. Yafei Jia, the associate director of NCCHE; Dr. 

Tingting Zhu participated the supervision of the development, Mr. Mohamed Frihi 

developed the product.   
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Chapter 2 
 

Data and Software 
 

 

2.1 Data for Chemical Spill Incidents 

 

 Information on chemical spills was collected in dispersed information systems 

throughout government agencies. Several of the information systems within the 

organizations have data that is not in a unified format, spread over multiple files, formats 

and databases. There are several challenges that are faced when gathering information on 

these incidents and trying to process it: 

¶ It is difficult to perform calculation due to difficulty of data access and the non 

unified schema creates misidentification of data fields and units of measure which 

results in a large error rate. 

¶ It is almost impossible to execute global queries, which need records that span on 

multiple sources. 

¶ Complex data queries that include multiple operations like join are unachievable 

due to the absence of consistent metadata (i.e. indices, primary key, integrity 

constraints) 

¶ Very poor performance due to the extra amount of data preprocessing each time a 

query is executed. 

  

 In order to build a knowledge-base where detailed chemical incident information 

can be queried and analyzed, certain elected databases with the most relevant information 

had to be identified to serve as sources from which the knowledge-base is populated. 

Different agencies and their resources were researched to find the most relevant 

chemical data. Table 1 lists several agencies with information applicable to chemicals in 

the environment.  
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Table 1: Agencies and the details of their information systems [1] 

 

 
Superfund Information Systems The Comprehensive Environmental Response, 

Compensation and Liability Information System 

(CERCLIS) Database contains general information 

on sites across the nation and U.S. territories 

including location, contaminants and cleanup 

actions taken 

Hazardous Substances Emergency Events 

Surveillance (HSEES) 

Collects and analyzes information about acute 

releases of hazardous substances that need to be 

cleaned up or neutralized according to federal, state, 

or local law 

Integrated Management Information System 

(IMIS)  

Provided by the U.S. Department of Labor (DoL) 

Occupational Safety & Health Administration 

(OSHA) reports accidents and injuries involved. 

 

Integrated Risk Information System (IRIS)   
developed EPA 

It is an electronic database containing information 

on human health effects that may result from 

exposure to various chemicals in the environment 

ERNS (Emergency Response Notification 

System) database 

A database of incidents reported since 1990 to the 

National Response Center (NRC) 

Accidental Release Information Program (ARIP) 

database 

A collection of information on accidental releases of 

hazardous chemicals at fixed facilities 

Information Resource System (HMIRS) A Department of Defense (DoD) automated system 

developed and maintained by the Defense Logistics 

Agency. 

Hazardous Materials Information Resource 

System (HMIRS) 

The system assists Federal Government personnel 

who handle, store, transport, use, or dispose of 

hazardous materials. HMIRS is for official use only, 

unauthorized distribution of this product or its 

contents is strictly prohibited. 

 

 

 

  

 Given those initial various sources of information, the knowledge-base has to be 

populated from source databases that meet the requirements of the project, therefore a 

database is elected as a source if it provides the information needed. Table 2 summarizes 

the required information.  
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Table 2: Criteria of information needed in knowledge-base [1] 

 

Incidents Date, time, location, duration, facility name and 

address, trasporation release, affected medium, 

spilled amount chemicals involved, end result/type 

of release, incident cause, incident short 

descriptions, deaths, injuries, evacuation, property 

damage, environment damage, stabilization/control 

measures, prevention/repairs, assessment of 

counter-measures etc 

Chemical information Chemical name, commercial name, other name, 

amount spiled , duration of spill, chemical 

particition between the water and sediment, 

chemical solutbility, chemical volatilization, Lethal 

concentration for human, fish etc, Bio-decay rate, 

Hydrolysis rate, Photolysis rate, Half-life, Chemcial 

transformation, Chemical transformation, Chemical 

reactivity with water, pH effect on checmical, 

Checmial chronicale effects on ecosystem, Bio-

accumulation, maximum concentration in edible 

fish and shellfish etc 

 

 

 A total number of eight incident sources were initially found and searched for 

relevancy of information, but only two of them were relevant to the needs and 

requirements of this project, the National Response Center (NRC) Emergency Response 

Notification System, and the Department of Health and Human Services Hazardous 

Substances Emergency Events Surveillance (HSEES) System. 

 

2.1.1  The Emergency Response Notification System (ERNS): 

 ERNS is a database of incidents reported since 1990 to the National Response 

Center (NRC). These incidents include chemical spills, accidents involving chemicals 

(such as fires or explosions), oil spills, transportation accidents that involve oil or 

chemicals, releases of radioactive materials, sightings of oil sheens on bodies of water, 

terrorist incidents involving chemicals, incidents where illegally dumped chemicals have 

been found, and drills intended to prepare responders to handle these kinds of incidents. 

The data includes information about who, where, when and what materials have been 

spilled, etc. The National Response Center is operated by the U.S. Coast Guard, and has 

become the central point of contact used for the reporting of many different kinds of 

incidents involving hazardous materials [2]  
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 NRC data contained information on archived chemical spills from 1990 to 2006. 

This system also contained more than 170,818 reported incidents directly relevant to the 

requirements. 

 

2 .1.2 The Hazardous Substances Emergency Events Surveillance (HSEES) System:  

  The HSEES system was established by the Department of Health and Human 

Services. ñThis agency is used to collect and analyze information about acute releases of 

hazardous substances that need to be cleaned up or neutralized according to federal, state, 

or local law, as well as threatened releases that result in a public health action such as an 

evacuationò [3]. The goal of HSEES is to reduce the morbidity (injury) and mortality 

(death) that result from hazardous substances events, which are experienced by first 

responders, employees, and the general public.  

 HSEES was chosen as a source database  because it contained information on 

over 80,000 incident records based on chemical types, historical dates, chemical 

involvedéetc  

 

2.1.3  Li mitations  

 The HSEES database comes in different Microsoft Excel sheets. Incidents 

grouped by a random number of years into one file. Each Excel file has chemical spills 

incidents that happened within a range of time. 

 The NRC database comes in 17 very large Excel workbooks representing the 

records of incidents that happened from 1990 to 2006, one Excel workbook file consists 

of multiple datasheets. Incidents of each year are put together in one file. The National 

Response Center publishes one file every year. 

 

 2. 2 Project Goals 

 

 In this project, the design and development of an application that, based on user 

configurable metadata, will be able to perform a unidirectional data mapping, by 

matching attributes of any database schema with our knowledge-base schema.  
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 Once the data is aggregated from different heterogeneous sources into a consistent 

structured database, a second part of the project is to provide queriable data, thus 

maximum access to the knowledge-base, allowing large range of possible queries, and 

very decent performance that meets the requirements. 

 The challenge, beside the mapping and data migration, is to create an extensible 

design so that DB administrators within the NCCHE can update the knowledge-base 

when new information or databases become available in the future. By creating a 

mapping database that keeps track of metadata keys, privileged users can create and edit 

mapping schemas and import new datasets into the database. Figure 1 gives an overview 

of the system architecture.  

 

 

 

 
 

Figure1: System architecture 

 

 

The main requirements of the project are: 

1. Collect relevant information from HSEES and  NRC databases 

2. Design Knowledge-base Schema 
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a. Schema must contain specific fields ( such as location, chemical, damages, 

mitigation etc) 

b. Based on these specified fields, design schema that supports existing 

schemas of HSESS and NRC databases 

3. Filter non-relevant information while populating knowledge-base 

4. Provide a Graphical User Interface for end users 

5. Create and architecture to scale for additional future records from HSEES and 

NRC databases 

6. Create a deliverable standalone end product 

 

2. 3 Technologies Used 

 

 Several tools and technologies have been used for designing and implementing 

the knowledge-base, this section provides brief description of the different tools used 

throughout this project. 

2.3.1  MS Microsoft Access 

 Microsoft Access is a relational database management system (DBMS). It 

facilitates the storage and retrieval of structured information on a computerôs hard drive. 

In addition to the basic DBMS features, Access provides: 

¶ A relational database system that supports two industry standard query languages: 

Structured Query Language (SQL) and Query By Example (QBE). 

¶ A full -featured procedural programming language, essentially a subset of Visual 

Basic. 

¶ A simplified procedural macro language unique to Access. 

¶ A rapid application development environment complete with visual form and 

report development tools. 

¶ A various wizards and builders to make development easier [4]. 

  

 Microsoft Access has been used initially as a DBMS to hold the Incidents 

database because if its popularity and ability to have portable databases, but later on has 

been replaced because of its limitations in database size and number of fields per table.  
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 The main DBMS has been replaced by Oracle 10g. 

 

2.3.2  Oracle XE  

 Oracle Database 10g Express Edition (Oracle Database XE) is an entry-level, 

small-footprint database based on the Oracle Database 10g Release 2 code base that is 

free to develop, deploy, and distribute; fast to download; and simple to administer. Oracle 

Database XE is a great starter database for:  

¶ Developers working on PHP, Java, .NET, XML, and Open Source applications 

¶ DBAs who need a free, starter database for training and deployment 

¶ Independent Software Vendors (ISVs) and hardware vendors who want a starter 

database to distribute free of charge 

¶ Educational institutions and students who need a free database for their 

curriculum 

 Oracle Database XE can be installed on any size host machine with any number 

of CPUs (one database per machine), but XE will store up to 4GB of user data, use up to 

1GB of memory, and use one CPU on the host machine [5]. 

 Oracle XE alleviates most of the limitations of MS Access and provides 

performance and easy portability therefore was chosen as the DBMS to hold the chemical 

incidents knowledge-base. 

 

2.3.3 Power designer  

 Sybase PowerDesigner is an enterprise modeling and design solution that helps 

implement effective enterprise architecture. It brings powerful analysis and design 

techniques to the development lifecycle.  

 PowerDesigner combines several standard modeling techniques together with 

development environments, such as .NET, Java, and Eclipse, and works with more than 

60 RDBMS [6]. 

 



Attachment D 

 9 

 PowerDesigner was used in this project as a supplemental tool to check the 

validity of data models and database schema along with aligning the user requirements 

with Oracle specifications. It can be interfaced with a back end Oracle RDBMS to verify 

the database design. 

 

2.3.4  Programming language Borland C++ 

 Borland C++ Builder, often abbreviated BCB, is a popular rapid application 

development (RAD) environment produced by the CodeGear subsidiary of Borland for 

writing programs in the C++ programming language. 

 C++ is a general-purpose, high-level programming language with low-level 

facilities. It supports procedural programming, data abstraction, object-oriented 

programming, and generic programming. Since the 1990s, C++ has been one of the most 

popular commercial programming languages [7]. 

 C++ was used in this project to develop the software modules responsible for 

interacting directly with the source databases and destination database in the migration 

process as well as providing user friendly graphical interfaces and managing queries 

during the query process. 

 

2.3.5 Install shield 

 InstallShield is a software tool for creating installers or software packages. 

InstallShield was also the name of the company that originally created it until it was 

acquired by Macrovision in 2004 [8]. 

 Because of the complex file dependencies and configuration, Installshield was 

used to bundle together all the required application files, libraries and configuration 

settings into one software package therefore increasing portability and ease of use. 

http://en.wikipedia.org/wiki/CodeGear
http://en.wikipedia.org/wiki/Macrovision
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Chapter 3 

 

Database design 

  

 Based on the nature of the information that already exists, the database design has 

been done in accordance to the Relational Data Model standards for database 

management , which mainly consists of three abstraction cycles treated separately during 

the project development process as shown in Figure 2: 

¶ Conceptual level : Describes the semantics of the organization, the significant 

information (entities) , the characteristics of each (attributes) and the possible 

associations between them (relationships) 

¶ Logical/organizational: Describes the data in as much details as possible, 

regardless of how it will be physically implemented. 

¶ Physical : Describes the representation of the data that takes into account the 

facilities and constraints of a given Database Management System (DBMS) 

 

 

 

 

 

 

 

 

 

 

Figure 2: Abstract cycle for Relational Database Design 

  

 In order to have an efficient database design it is imperative as a first step to 

gather the data dictionary which consists of all the attributes of interested and then 

organize them in by entities based on the logical semantic relationship between the fields. 

 The National Response Center database has 270 attributes. 

 The NSEES database has 84 attributes. 

Abstract 

Cycle 
Conceptual level 

Conceptual data model    Conceptual process 

model 

 

Logical level 
Logical data model        Organizational 

processing model 

Physical level 
Physical data model  Operational 

procesings model 
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 The schema designed should fulfill the requirements of the incident database and 

at the same time support the two existing schemas as shown in Figure 3. 

 

Figure 3: Schema considerations and constraints 

3.1 The conceptual data model: 

 After removing the attributes that are not needed in this project, the new data 

dictionary consists of 114 relevant attributes, that are represented efficiently in the 

following Entity-Relationship Conceptual model conforming to the Relational Model 

normal forms which guarantee the  ACID (Atomicity, Consistency, Integrity and 

Durability) model properties. 

 Figure 4 shows the conceptual model, where the entity ñIncidentsò has most of the 

fields organized by order of importance. The injuries were put in a separate table because 

in the initial source database, there were a finite constant number of injury types where 

each injury type is represented by a field in the incidents table and the value of that field 

is set to the number of people affected by that particular type of injury. Having a separate 

entity for injuries allows it to be more flexible towards adding new types of injuries in the 

future and shrinks the size of the table ñIncidentsò therefore speeding the query 

processing. The same approach has been used to move the property ñchemicalò into a 

separate entity, thus extending the relational model to support unlimited number of 

chemicals. 

 Further description of the entities and relationships is provided in the next section. 

See appendix 1 for the full list and description of the fields 

NCCHE 

Schema 

Existing 

schema 1 

Existing 

schema 2 

Required fields 

(Ideal desired schema) 
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Figure 4: Conceptual Data Model 
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3.2  Logical Data Model 

 

3.2.1 Entities 

Incidents: Contains the attributes that are directly related to the incident such as 

description of the incident, location, damageéetc. 

Chemical: The chemical information is presented in separate entity within the 

Conceptual Model as opposed to being just an attribute of the incident within 

the initial database tables. Placing the chemical information in a separate 

entity not only guarantees the third normal form for our model but also 

allows much better performance on chemical related queries (i.e., what are 

the 10 most dangerous incidents that involved Kerozene). This type of query 

is expected to be common, so efficiency is important. 

Injuries:    Even though the number of injury types was limited to 12 category of injuries 

according to the source database (i.e. skin injury, respiratory injury, eye 

injuryéetc.), it is more efficient to put them in a separate table as opposed to 

adding 12 attribute to the incidents table, that way we eliminate redundancy 

and optimize queries computations. 

3.2.2  Relationships 

Released: Is a relationship of type many-to-many which contains 3 attributes that depend 

on both the incident and the chemical. A given incident may involve multiple 

chemicals and one chemical can be involved in multiple incidents, and for 

every incident-chemical pair, the relationship provides the amount spilled with 

the unit used to measure it and the type of release of the that chemical.  

Injured :   is a relationship of type many-to-many that given an incident and a certain 

type of injury provides the number of people affected. One incident can 

involve multiple types of injuries (i.e. eye injuries, skin, respiratory) and one 

type of injury can occur in multiple incidents. 

 

3.3  The Physical Data Model 

 Taking into consideration the DBMS, the previous conceptual data model results 

in the following physical model under Oracle 10g DBMS constraints shown in Figure 5. 
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Figure 5: Physical Data Model for Oracle DBMS 


