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Glossary 
 

 

DHS ï Department of Homeland Security 

 

GIS ï Geographic Information System. 

 

HPAC ï Hazard Prediction and Assessment Capability. 

 

NIMS  ï National Incident Management System. 

 

NRT ï Near Real Time. 

 

ORNL ï Oak Ridge National Laboratory. 

 

POM ï Port of Memphis. 

 

SCFC ï Shelby County Fusion Center 

 

Sensor ï A device that detects the presence of a specific property, such as a chemical 

compound or radiation activity. 

 

SNAPS II ï Sensor Network Area Protection System II . 
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Abstract 
This document establishes the User Guide for the SCFC (Shelby County Fusion Center).  

It describes the actions needed to access the sensor components of the SCFC primarily 

via GoogleEarth. 

 

The User Guide is designed to be a beneficial project document that incorporates various 

visual aids and step-by-step processes for using the SCFC.
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Introduction  
The purpose of this document is to provide background on the SCFC and instructions for accessing SCFC 

sensor data.   The intended audience for the document is the users of the SCFC user interface. 

   

Scope 
The SCFC is an adaptable tool that can be configured in many ways to address the requirements of a situation.  

The scope of this document is to provide the information required for the use of pre-installed SCFC interfaces. 

Overview 

SCFC Motivation 

Gathering and displaying near-real-time (NRT) sensor and other data for decision support information across 

the various types of existing data platforms to and from emergency response personnel is required for rapid 

coordination and efficient operations.   Near-Real-Time (NRT) data will flow to visualization and consequence 

models from region-wide sensors, video, weather and other data. The NRT data will enhance understanding of 

public safety threat conditions, characterize response needs, and accelerate mitigation and recovery. This 

information must be efficiently and accurately conveyed to individual agencies for a common understanding of 

the threat environment for purposes of coordinating interdiction, mitigation, and consequence management 

operations.  Area operations are currently based upon voice and proprietary data channels.  Little or no sensor or 

other NRT information is available to area response personnel and emergency coordinators in a collective and 

comprehensive platform.  Regional threats may involve agencies under different state or local governments 

which are using different data/voice/sharing protocols and must be adapted within a flexible yet standard data 

format for a successful data and information sharing operation.    

Objectives 

The DHS has issued a document for use in regional emergency response capabilities, called NIMS (National 

Incident Management System), and is a recommended methodology for sharing information using standards in 

communications and data exchange between response agencies.   Thus far, voice communications 

interoperability has been the focus, leaving data interoperability for future resolution.   The development of a 

NRT data gathering and sharing platform based on interoperability standards for Shelby County would provide 

the necessary foundation with better integrated response to incidents across multiple agencies within a region.  

A recent 2005 study for the Memphis region sanctioned by the Department of Homeland Security underscores 

the need for a interoperable-integrated NRT visualization for situational awareness of incidents and the response 

to them (see Memphis/Shelby County Regional Technology Integration (RTI report 2005). 

In times of emergency, cross-agency cooperation for data sharing is essential to support the efforts of first 

responders. For example, the first officials to arrive at the scene of any emergency would need data from 

multiple government agencies, including fire departments, ambulance services, intensive care facilities, rescue 

equipment, etc.  One such threat is the area commercial chemical companies have large stores of toxic industrial 

chemicals (TICS) that could be used in a malicious attack up on high population densities within the Shelby 

County/Memphis area.    

The proposed research will offer the following innovative features: 1) A live sensor data sharing platform with 

integration of local area sensors, weather, and video.  2) Decision support from HPAC plume modeling pre-

configured and user-initiated will provide area responders with valuable advance knowledge before 

deployment.  3) A display platform based on area maps and topology will provide a common view of area 
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resources, sensors, alerts, and plume computational results.  Data from a mobile sensor platform deployed in the 

Shelby County and surrounding area will be brought into the system as well as the fixed chemical sensors at the 

Port of Memphis that provides additional detection capabilities without additional costs.  The result is a NRT 

update on environmental conditions within the surveillance area. On the other hand, the mobile platform will 

serve as a dynamically data feeding unit to evaluate the real-time response capability of the middleware in 

incorporating dynamically changing data items. 

The SCFC will be deployed in a test prototype setting at the Shelby County Sheriffs Office in downtown 

Memphis, TN.  A mobile sensor platform called SNAPS II (Sensor Network Area Protection System) will be 

deployed by the Shelby County Sheriffs office at high-threat target venues this spring (2008), where the 

potential exists for terrorist incidents.  The SNAPSII is a standardsô based data collection, storage, and transfer 

prototype system that contains radiological and chemical sensors, weather, and video.  These data are viewed 

only at the local command center within the deployment trailer.   

In an earlier deployment at Presidents Island industrial facility, off the Mississippi River in close proximity to 

downtown Memphis, ORNL developed the Port of Memphis (POM) Threat Detection and Analysis System 

(TDAS). With five static sensor platforms placed according to an objective sensor placement methodology, the 

system is able to provide continuous chemical detection, monitor meteorological conditions, perform predictive 

contamination plume analysis and provide reliable and secure real-time situation awareness for first responders. 

The POM is intended to be a part of the integrated viewer at the SFC. 

 

 

References 
 

The SCFC Technical Description and the Data Archiver Userôs Guide provide additional technical information 

about the setup and settings of the SCFC system. 
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Components 
 

Components of the SCFC system include 

 Google Earth user interface, 

 Web view of camera data, 

 HPAC system interface, and  

 Port of Memphis user interface. 

 

In addition, a link exists to the web-based management module for the cameras. 
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Google Earth User Interface 

 

1. Verify sensor data availability via Google Earth.  Open Google Earth. (See figure 1.)   In the middle of 

the left hand panel of Figure 1, there is a box with the title Places on it.  (See figure 2.) 

 

 
Figure 1.  The Initial  Google Earth  Display. 

 
Figure 2.   My Places with SCFCLinks. 

 

 

 

 

2. Click on the SCFCDev checkbox (or the Cameras checkbox).  

You will be asked to enter a username and password at this 

point.  (See Figure 3.) 
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3. Once you have clicked on the SCFCDev box, a checkmark will appear in the SCFCLinks and SCFCDev 

boxes, and a yellow dot will show on the SCFCDev box.  (See Figure 4.)  Once you successfully log 

into the network, a green dot will appear on the SCFCDev folder.  

 

Figure 3.  Connection Login Box.   

 

   

 
Figure 4.  Connecting SCFCDev Link. 
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4. Now that the link is established to the SCFC sensors, check to see if the sensor icons appear in the map.  

You can click on SCFCDev under My Places and see the folders Current Status and Updaters.  If you 

click on Current Status a list of the towers will appear.  If you expand the tower by clicking on the box 

with the plus sign in it, you will see a list of sensors at that tower.  Figure 5 shows an example of the 

Tower 1 expanded with chemical sensor scse100_1 listed under it.  If you click on the icon for 

scse100_1 under My Places, or on the map, you should zoom into the part of the map. 

 

 
Figure 5. Tower 1 Expanded and Zoom to its sensor. 
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5. Click on the scse100_1 icon to display its current observation.  Check that the time of the observation is 

current. (See Figure 6.)   

 
Figure 6.  Current Observation for chemical sensor. 
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Figure 7. Refresh rate of data onto Google Earth display 

 

6. By right clicking the SCFCNetworkLink and selecting properties, the URL for the network link can be 

displayed (see Figure 7). The final text in the URL is an integer value that represents the number of 

seconds between refreshes of the network link. By setting this value the user can increase or decrease the 

rate at which the data is refreshed. 
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As you enter Google Earth, you may see that with all the data checked (towers, detectors) they show up as one 

icon  (Figure 8) until you zoom into the display using the zoom bar at the right ï hand side. 

 
Figure 8. Google zoomed out with SCFCDev checked and green. 

 

As the display zooms into the detector location, the icon(s) will separate to their appropriate locations on the 

map.   Each Icon has a label indicating which detector is displayed (Figure 9) and when clicked, will display its 

information (chemical or radiological, detector count or agent level (Figure 10).  A plume can be generated by 

selecting the link at the bottom of the detector information (See HPAC Plume Generation section below for 

more details).  Figure 11 below shows the details of a sensor (radiation here) that is active in the system, i.e. 

what system it belongs to (SNAPS), the detector identification, what its current reading is, etc. 
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Figure 9. Double-click on two co-located sensor icons. 
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Figure 10. Click on icon on map or folder icon in side bar. 

 

 

 
Figure 11. Close-up of sensor display. 
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Video Management Application 

 

The Video Management Application manages information associated with both IP based and other video 

sources available to the fusion center. The data associated with the location and direction of the camera as well 

as the requirements for accessing that video feed can be easily entered and updated by minimally trained users 

using a simple web interface.  The location of each video source is displayed in the map interface and the 

management information can also be accessed through the map interface as shown below in Figure 12. 

 

 
 
Figure 12. View of camera data from Google earth after single click on CCTV002T under SCFCLinks->Cameras. 

 

 

The web-based application has two main functional screens: Camera List and Camera Details. The Camera List 

function shows all registered cameras and summary information. The Camera Details function shows the 

camera video stream, additional information about the camera, and allows editing of the stored information. 
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Camera List 

 

Figure 13. Listing of cameras for display in Video Management Application. 

 

The Camera List function is the default view for the Video Management Application. It may also be accessed 

(and refreshed) by clicking the ñList Allò icon near the top right corner of the web page. This view shows all the 

currently registered cameras. Each record in the table shows the camera name, location, tags, last validation 

time, and a video preview. Click the ñView Videoò link to open a preview image of the video stream. Click 

ñHide Videoò to close the preview. 

The Camera List may be filtered by the tags associated with each camera. To filter based on a given tag, simply 

click the desired tag link from any camera summary row. The table is then refreshed to only display cameras 

associated with that tag. Click the ñremoveò link after the ñFiltered Byò indicator just above the table to return 

to the full list. Tags are assigned using the Camera Details function and described in more detail in the 

following section. 

To view a larger video stream and additional details about the camera, click on the camera name link in the first 

column to go to the Camera Details view for that camera. To register a new camera with the system, click the 

ñAdd Cameraò icon in the top right corner of the application. 
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Camera Details 

 

Figure 14. Listing of cameras for display in Video Management Application. 

 

The Camera Details function shows a larger view of the video stream and allows editing of the stored data for 

the camera. The video stream is shown in the top right corner of the screen and may be refreshed, subject to 

camera refresh rate, by clicking the image. The following fields are managed through the Camera Details view: 

Camera Name, Video URL(s), Camera Attributes, and Tags. After making the desired edits, save changes to the 

camera record by clicking the ñSave Changesò button near the bottom right corner of the application. When the 

save operation is performed, all edits are are permanent and the revert function (described below) is removed. 

You must click the ñSave Changesò button before leaving the Camera Details view to save any edits you have 

made. 

 

Camera Name 

The camera name is displayed in bold type in the upper left corner of the details view. To modify the camera 

name, click the heading and edit the text in place. To save changes, press the 'Tab' key or click out of the field 

with the mouse. To cancel edits, press the 'Esc' key. The value may be returned back to the previously saved 

value at any time by clicking the ñRevertò link that appears after edits are made. The revert function is hidden 

when the currently entered value matches the stored value. 
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Video and Other URL 

The ñVideo URLò field is the URL of the video stream coming from the camera. This URL is used to display 

the video stream within the management application and other components of the system. When the field is 

updated, the video stream image on the Camera Details page is automatically updated. If the entered URL does 

not provide a valid video stream, the video stream box will be blank. To open the video URL itself within the 

web browser, click the blue arrow beside the URL entry box. To return to the Camera Details page, use your 

browser's ñBackò button. The ñOther URLò field is optional and contains a link to any other web page 

associated with the camera. This is typically a link to the camera's standard configuration and control tool. The 

URL values may be returned back to the previously saved URL at any time by clicking the ñRevertò link that 

appears after edits are made. The revert function is hidden when the currently entered value matches the stored 

value. 

 

Camera Attributes 

The fields within the Camera Attributes section allow you to change the camera location and owner. The 

ñAddress or Location Descriptionò field is intended to be a human readable location such as an address, 

intersection, or building name. The ñLatitudeò and ñLongitudeò fields are used by the GIS component to place 

the camera on a map. The ñOwnerò field stores the owner of the current camera. The ñCreatedò and ñValidatedò 

fields are not editable and are assigned automatically by the system. The value for each field may be returned 

back to the previously saved value at any time by clicking the ñRevertò link that appears after edits are made. 

The revert function for each individual field is independent of other fields and may be used in any order. The 

revert function is hidden when the currently entered value matches the stored value. 

 

Tags 

Tags are used to add further descriptive information to the camera record. They may also be used to define any 

number of camera groupings by location, type, purpose, content, etc. Tags may be any desired string, but are 

typically short, one word labels. All tags are case insensitive. To add a tag, click the ñAdd Tagò link and then 

type the new tag in the input field that appears. When you are finished, press the 'Tab' key or click outside the 

field with the mouse. New tags that are entered since the last save operation are highlighted in yellow. To 

remove a tag, hover over the tag with your mouse and a red 'X' appears. Click the 'X' to delete the tag. If the 

deleted tag is new, it will be removed from the list and will not be saved when the ñSave Changesò button is 

clicked. If deleting a previously saved tag, a line is drawn through the tag text to indicate that it will be removed 

permanently when the ñSave Changesò button is clicked. To restore an unintentionally deleted tag, hover over 

the grayed out text and a green '+' appears. Click the '+' to restore the tag. The tag will then not be deleted when 

the save operation is performed. 

 

Adding a Camera 

A camera is added to the system by clicking the ñAdd Cameraò icon in the top right corner of the application. A 

blank Camera Details screen is then displayed to enter the necessary information about the camera. A default 

name is assigned to the camera but may be changed by the user. All edits are performed the same as for an 

existing camera. Click the ñSave Changesò button to save the new record once all required information is 

entered. 

 

Deleting a Camera 

To delete a camera, click the ñDelete Cameraò button in the bottom right corner of the view. All fields are then 
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disabled to indicate that the camera is no longer registered. To undo an accidental deletion before leaving the 

Camera Details view, click the ñRestore Cameraò button. All values are then restored to their previously saved 

state. 

 

 

HPAC plume generation 

 

Generating a hazardous plume consequence model output has been built into the Google EARTH interface.  

This is done by clicking on the alerting sensor location and then clicking on the type of plume you wish to 

compute (see Figure 6).  The plume generation program is launched into a separate window and when finished 

(few seconds usually) a message to refresh the GE display will appear.  The contours that are visible on GE will 

be described at the sidebar of the display.  The plume contours are described in the sidebar information, which 

show the cumulative time after the start of the plume T=0 to time x =30 min., 1, 1.5, 2 hrs and the type of 

source (spill or leak, at a predetermined low, medium, or high) level of release.  The plumes are NOT meant to 

be exact and will contain a level of uncertainty depending on the leak source and accuracy of wind speed and 

direction (taken from local NOAA weather sources).   Complex environments, such as urban areas are not 

accounted for and as such the plume contours are meant only to give a feel for the general area of contamination 

and rough feel for the concentrations inside the contours (see Figure 8 below).  To watch the plume grow with 

time, a player at the top can be activated (see inside black circle below). 
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Figure 15.   Plume model display of contours centered at detector and using local weather data 

 

Port of Memphis (POM) 

 

Five chemical sensors and a weather station have been placed strategically at the Port of Memphis, Presidents 

Island.  Each sensor has the capability of measuring and alerting on 5 separate chemicals at trace levels to 

indicate a release.  The Google Earth® representation of the locations and alert conditions are visible in the 

following Figure 11.  Each sensor location and alert level (Green active, Red ï In alert, Yellow ï not ready, 

Gray ï not reporting) and readings are visible on the Google Earth display.  Additionally, the weather station 

information is visible.  A plume consequence model (HPAC similar to that used for the SNAPS II system and 

available to the SCFC viewer) is running constantly in the background of the local servers (15 minute updates 

with new weather information) on each type of release scenario for each of the 5 chemicals of interest. 

The POM has plume contours that indicate the population at risk and health consequences mapped to areas with 

different colors.  The information of each contour is located in the Google Earth sidebar. 
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Figure 16. The Google Earth representation of the POM sensor system 

 

 

From the side bar menu on the Google Earth page, you can select which location (railyard1 or 2, Vertex plant, 

etc.) and which released chemical (HF, HCL, CL, Ammonia, HCN) to display.  There are both short term 

(emergency response characteristic time frames, 15 minutes apart) and longer term (evacuation and 

consequence management characteristic time frames, 30 minutes apart) that can be displayed by running the 

timer at the top right-hand part of the viewer.  In Figure 17 below, the selection is showing a long-term release 

of HF at Railyard 1. 


