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Glossary

DHS i Department of Homeland Security

GIS i Geographic Information System.

HPAC i Hazard Prediction and Assessment Capability.
NIMS 1 National Incident Management System.

NRT i Near Real Time.

ORNL 1 Oak Ridge National Laboratory.

POM i Port of Memphis.

SCFCi Shelby County Fusion Center

Sensori A device that detects the presence of a specific property, such as a chemical
compour or radiation activity.

SNAPSII i Sensor Network Area Protection Systdm



Abstract

This document establishes thserGuide for theSCFC(Shelby County Fusion Cenjer
It describes the actions neededttess the sensor components of the S@faarily
via Googleéarth

TheUserGuide is designed to be a beneficial project document that incorporates various
visual aids and stepy-step processes fasing the SCFC



Introduction

The purpose of this document is to providekground on the SCF@a instructions for accessing SCFC
sensor data The intended audiencerfihe document is the users of the SCFC user interface

Scope

The SCFCis an adaptable tool that can be configured in many ways to addeeegquirement®f a situation
The sope of this document is to provide the information requiredhiuse of prénstalled SCFC interfaces

Overview

SCFC Motivation

Gathering and displaying neegattime (NRT) sensor and other data for decision support information across
the various typesf existing data platforms to and from emergency response personnel is required for rap
coordination and efficient operationdNearRealTime (NRT) data will flow to visualization and consequence
models from regiotwide sensors, video, weather andestdata. The NRT data will enhance understanding of
public safety threat conditions, characterize response needs, and accelerate mitigation and recovery.
information must be efficiently and accurately conveyed to individual agencies for a commastandieg of

the threat environment for purposes of coordinating interdiction, mitigation, and consequence managem
operations.Area operations are currently based upon voice and proprietary data chaittielsr no sensor or
other NRT information isvailable to area response personnel and emergency coordinators in a collective al
comprehensive platformRegional threats may involve agencies under different state or local government:
which are using different data/voice/sharing protocols and nausdbpted within a flexible yet standard data
format for a successful data and information sharing operation.

Objectives

The DHS has issued a document for use in regional emergency response capabilities, called NIMS (National
Incident Management Systenand is a recommended methodology for sharing information using standards in
communications and data exchange between response agenbiesfar, voice communications

interoperability has been the focus, leaving data interoperability for future resoltdthe development of a

NRT data gathering and sharing platform based on interoperability standards for Shelby County would provid
the necessary foundation with better integrated response to incidents across multiple agencies within a regiol
A recern 2005 study for the Memphis region sanctioned by the Department of Homeland Security underscore:
the need for a interoperabl@egrated NRT visualization for situational awareness of incidents and the respons
to them(see Memphis/Shelby County Regioi@chnology Integratio(RTI report 2005).

In times of emergency, cresglency cooperation for data sharing is essential to support the efforts of first
responders. For example, the first officials to arrive at the scene of any emergency would neechdata fro
multiple government agencies, including fire departments, ambulance services, intensive care facilities, resct
equipment, etcOne such threat is theem commercial chemical companies have large stores of toxic industrial
chemicals (TICS) that coulcelused in a malicious attack up on high population densities within the Shelby
County/Memphis area.

The proposed research will offer the following innovative features: 1) A live sensor data sharing platform with
integration of local area sensors, weatlaad video.2) Decision support from HPAC plume modeling-pre
configured and usanitiated will provide area responders with valuable advance knowledge before
deployment.3) A display platform based on area maps and topology will provide a commonfvéeea
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resources, sensors, alerts, and plume computational reBalis from a mobile sensor platform deployed in the
Shelby County and surrounding area will be brought into the system as well as the fixed chemical sensors at
Port of Memphis that pvides additional detection capabilities without additional cobte result is a NRT

update on environmental conditions within the surveillance area. On the other hand, the mobile platform will
serve as a dynamically data feeding unit to evaluate &h¢imee response capability of the middleware in
incorporating dynamically changing data items.

The SCFC will be deployed in a test prototype setting at the Shelby County Sheriffs Office in downtown
Memphis, TN. A mobile sensor platform called SNAPS llef&or Network Area Protection System) will be
deployed by the Shelby County Sheriffs office at Higteat target venues this spring (2008), where the

potential exists for terrorist incidenth e SNAPSI |1 i s a standar ddtanskea s e d
prototype system that contains radiological and chemical sensors, weather, and kisodata are viewed

only at the local command center within the deployment trailer.

In an earlier deployment at Presidents Island industrial facilitythefMississippi River in close proximity to
downtown Memphis, ORNL developed the Port of Memphis (POM) Threat Detection and Analysis System
(TDAS). With five static sensor platforms placed according to an objective sensor placement methodology, th
systemis able to provide continuous chemical detection, monitor meteorological conditions, perform predictive
contamination plume analysis and provide reliable and securgmeasituation awareness for first responders.
The POM isntended to be a part ofdhntegrated viewer at the SFC.

References

TheSCFCTec hni c al Description and t hdaitioDahtechnic#l informatione r
about the setup and settings of the SCFC system.



Components

Components of th8CFC system include
GoogleEarth user interface
Webview of camera data,

HPAC system interface, and
Port of Memphis user interface.

In addition, a link exists to the wdiased management module for the cameras.



Google Earth User Interface

1. Verify sensor data availdity via GoogleEarth OpenGoogleEarth.(See figurel.) In the middle of
the left hand panel of Figure 1, there is a box with the title Places on it. (See figure 2.)
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Figure 1. Thelnitial GoogleEarth Display.

Figure 2. My Placeswith SCFCLinks.
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3. Once you have clicked on the SCFCDev box, a aneck will appear in the SCFCLinks and SCFCDev
boxes, and a yellow dot will show on the SCFCDev box. (See Figure 4.) Once you successfully log
into the network, a green dot will appear on the SCFCDev folder
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Lser name: I | % j J

Password: I
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Figure 3. Connectbn Login Box.
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Figure 4. Connecting SCFCDev Link.




4. Now that the link is established to the SCFC sensors, check to see if the sensor icons appear in the m
You can click on SCFCDev under My Places and see the foldersnC&tatus and Updaters. If you
click on Current Status a list of the towers will appear. If you expand the tower by clicking on the box
with the plus sign in it, you will see a list of sensors at that tower. Figure 5 shows an example of the
Tower 1 epanded with chemical sensor scse100_1 listed under it. If you click on the icon for
scsel00 1 under My Places, or on the map, you should zoom into the part of the map.
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Figure 5. Tower 1 Expanded and Zoom to its sensor.



5. Click onthescsel00 1icon to display its current observation. Chéut the time of the observation is
current (See kgure6.)
scse100_1 -

DESCRIPTION: S=C5E-100 Chemical Detector Measurement
Data

OWHERLABEL: Shelby County SHAPS

DATETIMESTAMP:  9/.26/2005 1:56:55 P

ASSOCIATIONID: AceacSade-dlac-debd
-b5dE-2d0e3dbE3 32

HH3:

CL:
S02:
HCH:

o o o o O

HF:

HPAC cl2-large-long reg
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Figure 6. Current Observation for chemical sensor.



Google Earth - Edit Network Link E1
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V¥ Allow this folder to be expanded
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Description:

0K Cancel

Figure 7. Refresh rate of data onta@GoogleEarth display

6. By right clicking the SCFCNetworkLink and selecting properties, the URL for the network link can be
displayed (see Figure 7). The final text in the URL is an integer value that represents the number of
seconds between refreshes of the netwokk By setting this value the user can increase or decrease the
rate at which the data is refreshed.



As you enter Google Earth, you may see that with all the data checked (towers, detectors) they show up as o

icon (Figure 8) until you zoom iatthe display using the zoom bar at the rightand side.
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Figure 8. Googlezoomed out with SCFCDev checked and green.

As the display zooms into the detector location, the icon(s) will separate to their appropriate locations on the
map. Each Icon haslabel indicating which detector is displayed (Figure 9) and when clicked, will display its
information (chemical or radiological, detector count or agent level (FigureAlplume can be generated by
selecting the link at the bottom of the detectooiinfation (See HPAC Plume Generation section below for
more details).Figure 11 below shows the details of a sensor (radiation here) that is active in the system, i.e.
what system it belongs to (SNAPS), the detector identification, what its current resadittg
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Figure 11. Close-up of sensor display.
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Video Management Application

The Video Management Application manages inforaraissociated with both IP based and other video
sources available to the fusion center. The data associated with the location and direction of the camera as w
as the requirements for accessing that video feed can be easily entered and updated by tramethusers

using a simple web interface. The location of each video source is displayed in the map interface and the
management information can also be accessed thtbaghap interface as shown below in Figure 12.
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Figure 12. View of camera daa from Googleearth after single click on CCTV002T under SCFCLinks>Cameras.

The webbased application has two main functional screens: Camera List and Camera Details. The Camera L
function shows all registered cameras and summary information. Ther€®etails function shows the
camera video stream, additional information about the camera, and allows editing of the stored information.
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Camera List

Webcam Manager E

List aAll Add Camera

Registered Cameras
Filtered by: none

Camera Name Location Tags Last validated video
CCTV001T I-65 next to TRIMARC Downtown View Video
Crittenden Dr. at MM
122,45 165
CCTV002T I-65 adj. Arthur Street [-65 TRIMARC View Video

at MM 133.6 N

CCTVOO3T I-65 at St, Catherine [-65 TRIMARC View Video
at MM 134.2 N
Downtown

CCTV004T I-65 over E, M, Ali I-65 TRIMARC View Video
Blvd. at MM 135.4 S

CCTWDO6T I-64 adj. Adams St. at [-64 TRIMARC View Video
MM 5.6 E

Figure 13. Listing of cameras for display in Video Management Application.

The Camera List functiois the default view for the Video Management Application. It may also be accessed
(and refreshed) by clicking the AList AIl 0 icon
currently registered cameras. Each record in the tablesstmrcamera name, location, tags, last validation
time, and a video preview. Click the AView Videoct
AHIi de Videoo to close the preview.

The Camera List may be filtered by the tags associated withcaawtra. To filter based on a given tag, simply
click the desired tag link from any camera summary row. The table is then refreshed to only display cameras
associated with that tag. Click the fAr eabetoecturn| i n
to the full list. Tags are assigned using the Camera Details function and described in more detail in the
following section.

To view a larger video stream and additional details about the camera, click on the camera name link in the fi
coumn to go to the Camera Details view for that camera. To register a new camera with the system, click the
AAdd Camerao icon in the top right corner of the

13



Camera Details

Webcam Manager E ©

List All Add Camera

CCTV002T

Video URL
l http://www.trimarc.org/images/snapshots/CCTV002.jpg @

Other URL [optional]:
| http:/mww.trimarc.org/per|/MobileCCTV.pl?Camera=CCTVO026&Locatic ©

Camera Attributes

Address or Location Description
| 165 adj. Arthur Street at MM 133.6 N

ARC 2008-12-01 \ 0:51:40

Latitude [ 35.15585775784066 Tags
4+ Add Tag
Longitude | -90.05642858853447 e
TRIMARC
Owner | TRIMARC
Created | 2008-06-26T01:15:56
Validated |

Delete Camera

Figure 14. Listing of cameras for display in Video Management Applicéion.

The Camera Details function shows a larger view of the video stream and allows editing of the stored data fol
the camera. The video stream is shown in the top right corner of the screen and may be refreshed, subject to
camera refresh rate, by clickj the image. The following fields are managed through the Camera Details view:
Camera Name, Video URL(s), Camera Attributes, and Tags. After making the desired edits, save changes to
camera record by clicking t heighficGriaervothe@pphcatigne Whien tieu t
save operation is performed, all edits are are permanent and the revert function (described below) is removet
You must click the ASave Changeso button bedveor e |
made.

Camera Name

The camera name is displayed in bold type in the upper left corner of the details view. To modify the camera
name, click the heading and edit the text in place. To save changes, press the 'Tab' key or click out of the fiel
with themouse. To cancel edits, press the 'Esc’ key. The value may be returned back to the previously saved
value at any time by clicking the fAiReverto | ink
when the currently entered value matchesdiored value.
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Video and Other URL

The AVideo URLO field is the URL of the video st
the video stream within the management application and other components of the system. When the field is
updatedthe video stream image on the Camera Details page is automatically updated. If the entered URL dox
not provide a valid video stream, the video stream box will be blank. To open the video URL itself within the
web browser, click the blue arrow beside tHeLLentry box. To return to the Camera Details page, use your
browser's ABacko button. The AOther URLO field i
associated with the camera. This is typically a link to the camera'’s standard configuchttontaml tool. The

URL values may be returned back to the previousl
appears after edits are made. The revert function is hidden when the currently entered value matches the sto
value.

Camera Atributes
The fields within the Camera Attributes section allow you to change the camera location and owner. The

AfAddress or Location Descriptiono field is inten
intersection, oribudkedi agdnadmengThedebafields ar
the camera on a map. The AOwnero field stores th

fields are not editable and are assigned automatically by the system. Tééovaach field may be returned
back to the previously saved value at any time b
The revert function for each individual field is independent of other fields and may be used in any order. The
revert function is hidden when the currently entered value matches the stored value.

Tags

Tags are used to add further descriptive information to the camera record. They may also be used to define &
number of camera groupings by location, type, purpmsgent, etc. Tags may be any desired string, but are
typically short, one word | abels. All tags are c¢
type the new tag in the input field that appears. When you are finished, press tkeyTaltlick outside the

field with the mouse. New tags that are entered since the last save operation are highlighted in yellow. To
remove a tag, hover over the tag with your mouse and a red 'X' appears. Click the 'X' to delete the tag. If the
deletedtg i s new, it wil|l be removed from the | ist at
clicked. If deleting a previously saved tag, a line is drawn through the tag text to indicate that it will be remove
permanent!l y when tohieclick®laTo restotaraumigtensonallyleleted tag, hover over
the grayed out text and a green '+' appears. Click the '+' to restore the tag. The tag will then not be deleted w
the save operation is performed.

Adding a Camera

Acameraisaddedt t he system by clicking the AAdd Camer a
blank Camera Details screen is then displayed to enter the necessary information about the camera. A defaul
name is assigned to the camera but may be changée hgér. All edits are performed the same as for an
existing camera. Click the fAiSave Changeso button
entered.

Deleting a Camera
To del ete a camer a, cl i ck t hetcadrizeofteetview. Al dakls areatiien b u
15



disabled to indicate that the camera is no longer registered. To undo an accidental deletion before leaving the
Camera Details view, click the fAiRestore Clsaeedao
state.

HPAC plume generation

Generating a hazardous plume consequence model output has been builtGdoglaE ARTH interface.

This isdone by clicking on the alerting sensor location and then clicking on the type of plume you wish to
compute (see Figure 6). The plume generation program is launched into a separate window and when finishe
(few seconds usually) a message to refresh the GE display will appear. The contours that are visible on GE
be described at the sidebar of the digpl The plume contours are described in the sidebar information, which
show the cumulative time after the start of the plume T=0 to time x =30 min., 1, 1.5, 2 hrs and the type of
source (spill or leak, at a predetermined low, medium, or high) levelezfs@l The plumes are NOT meant to

be exact and will contain a level of uncertainty depending on the leak source and accuracy of wind speed anc
direction (taken from local NOAA weather sources). Complex environments, such as urban areas are not
accountedor and as such the plume contours are meant only to give a feel for the general area of contaminat
and rough feel for the concentrations inside the contours (see Figure 8 below). To watch the plume grow witl
time, a player at the top can be activateek inside black circle below).
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Figure 15. Plume model display of contours centered at detector and using local weather data

Port of Memphis (POM)

Five chemical sensors and a weather station have been placed strategically at the Port of, Mesjgl@sts

Island. Each sensor has the capability of measuring and alerting on 5 separate chemicals at trace levels to
indicate a release. Tl@oogleEarti® representation of the locations and alert conditiare visible in the

following Figure1l. Each sensor location and alert level (Green active,iRedalert, Yellowi not ready,

Grayi not reporting) and readings are visible on@wogleEarth display. Additionally, the weather station
information is visible. A plume consequence model (HPAIar to that used for the SNAPS Il system and
available to the SCFC viewer) is running constantly in the background of the local servers (15 minute update:
with new weather information) on each type of release scenario for each of the 5 chemicalssif inte

The POM has plume contours that indicate the population at risk and health consequences mapped to areas
different colors. The information of each contour is located itGihegleEarth sidebar.
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Figure 16.The GoogleEarth representation of the POM sensor system

From the side bar menu on t@®@ogleEarth page, you can select which location (railyardl or 2, Vertex plant,
etc.) and which released chemical (HF, HCL, CL, Ammonia, HCN) to display. There are both short term
(emergency response chateristic time frames, 15 minutes apart) and longer term (evacuation and
consequence management characteristic time frames, 30 minutes apart) that can be displayed by running the
timer at the top righband part of the viewer. In Figure 17 beldlag séection is showing a lonterm release

of HF at Railyard 1.
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