








Figure 4.7: Mutual filtering in the INFOD registry

e The initial approach of using a single SQL statement for mutual filtering does many
re-evaluations for every new entry, which could be avoided if the results of previous

evaluations were stored.

e Observe that when a new publisher is created, the new publisher needs to matched
only with consumers and subscriptions, and the knowledge of which consumer and

which subscription should be associated may be pre-computed.

e Doing a pairwise association between publishers, consumers, and subscriptions may

reduce the number of computations when a new entry is created.

e It is faster to do a three-way join (mutual filtering) using ROWID’s in the sql where

clause rather than evaluating constraints across three tables.

Fig. 4.7 illustrates the tables used in the database with the mapping tables represent-
ing the intermediate stage. The publisher and consumer are matched on their constraint
and metadata, and the results are stored in the pub-con mapping table. Similarly, the
sub-con mapping table has the list of the subscription and consumer pairs that can be
associated and the pub-sub mapping table has the publisher and subscription pairs. With
the intermediate steps, the mutual filtering function is a three step process. Say, a new
publisher joins the INFOD system. The first step is in finding all the consumer’s the new
publisher can be matched with. For this we evaluate the new publisher’s constraint on all
consumer’s metadata and all the consumer’s constraint are evaluated on the new publisher’s
metadata. The result is the new publisher being matched with consumers and the results

are updated in the pub-con mapping table. Similarly, the second step is in finding all the
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subscriber /subscription the new publisher can be mapped with and updating the pub-sub
mapping table. The final step is a three-way join across the mapping tables for determining
the subscription-publisher-consumer tuples. This tuple gives us the desired information on
which publisher and which consumer are being associated and through which subscription.
However, the final step depends on the number of entries existing in the system, which deter-
mine the number of rows in the mapping table and correspondingly affect the computation

time.
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Chapter 5

System Evaluation

The INFOD registry is implemented on Oracle database 10g and the SOAP web service for
interacting with the registry is hosted on OC4J (Oracle Containers for J2EE) application
server. The implementation was carried out on a Linux (Red Hat Enterprise Linux 5)

system with two Intel Core 2 Duo processor and with 4GB of RAM.

5.1 Performance Metrics

We evaluate the system performance for varying complexity of property vocabulary schemas
and constraints, and for increasing number of entities in the registry. We evaluate perfor-
mance in terms of scalability - here, a measure of the time taken for a new entry (publisher
or consumer) to be mutually matched with existing entries and constraints in the INFOD
registry. The performance of the registry depends on the complexity of the instances and
constraints, and by the number of registered entities. The system was evaluated for in-
creasing number of publishers, consumers and subscribers and subscriptions in the registry.
In the simulation, entries either expressed constraints or did not express constraints which
where then treated as NULL constraints - meaning that the entry would be matched with
every other entity in the system.

Again, in the INFOD system, property vocabularies are the XML schemas and the
property vocabulary instances are XML documents adhering to the schema. In general,

the complexity of an XML document is determined by its structural and also the built-in
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<nodel>nodeValue< /nodel>
<node3>
<node3_child1>nodeValue< /node3_child1>
</node3>
<nodeb>
<nodeb_child1>
<nodeb_child2>nodeValue< /nodeb_child2>
< /nodeb_child1>
<nodeb >

Table 5.1: Example of structural variation in XML - for property vocabulary instances

functional components. The size of the XML document, meaning the number of elements,
and the number of hierarchical elements - parent-child nodes or complex elements - influence
the structural complexity of an XML document. The functional complexity is defined by
the number of user-defined data types, enumeration types, lists and data type restrictions.
For our tests, we consider complexity of the instances solely based on the structure of the
XML. We generated XML documents representing property vocabulary instances, which
was a single XML element, a node with one child element, or a complex element with one
child and a sub-child element - See examples in Table 5.1.

The performance and the scalability of the system depend on the mutual filtering process
in the registry. In our implementation for matching purposes, the publisher and data source
are considered representing identical entities (since in the INFOD model their constraints
have the same structure). The subscription has its property constraints and inherits the
property constraint of the subscriber, and is represented as a single entity for evaluation
purposes. In this section, whenever we mention subscription we imply that it includes the

subscriber’s constraint.

5.2 Evaluation Results

With the mutual filtering optimization procedure, as detailed in the previous chapter, the
system was evaluated for it scalability, the results are as shown in Fig. 5.1. For a registry
setup with 1000 consumers, publishers, and subscribers, the system with the intermediate
mapping tables took around two seconds to match a new entry, as compared to the direct

evaluation which took more than four minutes. In the plot, y axis indicates the time taken
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Figure 5.1: System Scalability

for a new entry to be matched with the existing entities in the INFOD registry, the z axis
representing the number of entities in the registry. The legend ‘Instancel000’ refers to an
entry’s property vocabulary instance of 1000 elements, and similarly ‘Instance500’ refers to
an property vocabulary instance of 500 elements. With the intermediate step, the system
scaled sub-linearly for increasing number of entities. The main reason being we had reduced
the number of computations.

Fig. 5.2 shows the performance of the system for a fixed number of entities but the
constraints defined by the entities vary. A consumer entry has constraints on subscribers
and publishers, similarly a publisher has constraints on subscribers and consumers, and a
subscription has constraint on publishers and consumers. M1 represents the system run
where all entities defines constraints and M2 represents the run where publishers and con-
sumers do not specify constraints against a subscriber. The size of the vocabulary instance
is increased linearly along the z axis for a set number of publishers, consumers and subscrip-
tions - in this case 400. The y axis denotes the time taken for matching a new consumer. It
is intuitive to conclude that the matching would be faster with lesser constraints, as lesser
number of constraints needs to be evaluated. However, the system responds faster with
more constraints than with lesser constraints. We attribute this counter-intuitive result to
the intermediate stage in the matching procedure. With fewer constraints, more entities
are a candidates for a match - thus the intermediate mapping table increases in size. In the

setup with lesser constraints, the three-way join across the mapping tables consumes more
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time, as the number of computations is the cross product of the number of evaluations.
Say each mapping table has 10 entries, the number of evaluations for the join operation
would be the product of the number of entries, requiring thousand runs. If the size of the
intermediate mapping table is doubled to 20 entries, the number of evaluations required for
the join is eight thousand computations. However, from the plot the time difference is in
the order of milliseconds. This is because the three-way join is a simple ROWID match but
not XPath evaluations. Nevertheless, the performance of the system with the intermediate
step is far better than the registry implementation without the intermediate step.

The performance of the system was also evaluated for varying complexity of the XML
schema (vocabulary instance). Three different types of vocabulary instances were adopted.
In the simplest of schema, every XML tag is a simple element by itself and has no child
nodes, this is denoted as t0 in the plot. The second schema, represented as t1, all the nodes
have one child element and the XQuery/XPath constraint is defined on the value of the child
element. The third schema supports a two level schema hierarchy and is represented as t2
in the plot. In this case, every element in the schema has one child node, and the child node
has a single child element. Constraints are defined on the child element’s value. The XPath
constraint defined in this setup do not point to any parent nodes, they simply refer to the
child element. The performance of the system is noted for different length of vocabulary
instances, increased linearly along the z axis, as shown in Fig. 5.3. The y axis denotes the

time taken for matching a new consumer into the system for different schema complexity.
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We found for short schema instances, the difference in time for evaluation of constraints with
varying schema complexity was insignificant. For increasing schema length, the match time
increased for greater structural schema complexity. For a 1000 element schema instance,

the time difference is in the fraction of milliseconds.
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Chapter 6

Use Case Description

Useability and extensibility are features an application developer or consumer looks towards
using a system. The INFOD system provides the infrastructure for easy and quick estab-
lishment of a community for sharing information. Establishing a community through the
INFOD system can be viewed as a four-step process.

Step 1: Identify and register vocabularies describing community members, property
vocabulary and semantics of data disseminated by publishers, data vocabulary.

Step 2: Register entities with the registry by creating entry’s and property vocabulary
instance.

Step 3: Create subscription by subscribers. With the availability of many tools and
freeware, like GME, XMLspy, Jdeveloper, a simple script can generate graphical interfaces
of registered XML schemas (vocabularies), which enables easy creation of property instances
and subscriptions coherent with schema definitions in the registry.

Step 4: Match the entities through mutual filtering and notify each entity on the results
of mutual filtering. Publishers after receiving information on consumers and constraints

binding events and messages, disseminate information to candidate consumers.

6.1 The First Responder Use Case

Emergency response systems are applications where the need for disseminating the right

information to the right person within a critical time is of prime importance. The first
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Figure 6.1: First Responder Use Case

responder use case introduces unique and complex requirements requiring an event-driven
system. In emergency situations, it is best to know the resources and entities that can be
requested prior to the incident. In other words, being prepared for a range of potential
emergency situations. Most pub-sub systems act on the incident information, evaluating
policies and constraints after the incident has occurred. With policies defined for every
possible incident, it is the responsibility of an officer to familiarize with all these policies
and act on them, which is not practical. In the INFOD model, the entities are matched
before the event occurs, and only the information being sent to individual entities changes
based on the incident. For example, in an industrial area, it would be beneficial if the
local authorities knew what resources are required and available to respond to a specific
industrial accident. The decision to request these resources is made only when an incident
occurs. In this use case, the E911 center creates subscriptions which characterize events and
the necessary action to be taken once an event unfolds. For example, if a fire occurs at a
residential building, the services dispatched and the nature of the response differs from those,
if the fire takes place at an industrial facility. Defining different type of events, the actions
to be initiated, and the specific consumer to be alerted are defined in the subscription.
Fig. 6.1 illustrates a simplified first responder use case, where information needs to be
disseminated among entities in the system. This simplified use case is sufficient to help
us describe the working of the INFOD system. The E911 center is the first place where
an accident or incident gets reported, possibly by a bystander who happens to be at the
location at the time of the event. Based on the information received, the operator at the

E911 center dispatches the required resources like police, fire service, and ambulances. The
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operator follows a set of policies that outlines on what services to put into action for a
particular type of event. When the first police officer reaches the event location, the officer
reports more specific details and based on the changing event information new actions
are taken. In the real-world, an officer at the scene or E911 assumes a role of Incident
Commander (IC), and determines the action and resources to be enforced. In our example,
we assume the incident commander is located at the E911 center and has the same function.

The effectiveness of managing an incident closely depends on the I1C’s familiarity with
policies, access to information and the knowledge of the current state of resources and
services. The current state of the art systems provide a location map of available resources
and the IC makes the decision. For example, an E911 operator may need to dispatch a first
responder nearest to the incident by looking at a location mapping system, however the
shortest geographic distance between the responder’s location and event location might not
suggest the shortest travel time. Though polices and procedures are written anticipating
emergency situation, only the well-directed implementation of the policies proves to be
efficient. INFOD addresses this problem through its subscriptions, which efficiently model
an “incident object” and help enforce policies based on the identified incident.

As shown in Fig. 6.1, every entity is identified as a publisher, consumer and /or subscriber
based on their roles. The E911 center is a publisher, sending notification messages to first
responder services. The police control center is associated with the E911 center and is a
consumer of the information disseminated by the E911 center. The police officers (and
patrol cars) are resources of the control center and are also consumers of messages from the
E911 center. When an incident is reported by a bystander to the E911 center for the first
time, an officer is dispatched to the location who checks and provides more information on
the event. The first reporting police officer in this case acts as a data source, providing
current event information to the E911 center. The fire and medical services are consumers
of information acting based on the notification message from the publisher (E911 center).
The fire and medical services have resources like fire engines, ambulances, helicopters, and
are modeled as consumers as they may interact directly with the E911 center when in
action. The ambulances and helicopters are also identified as publishers as they might

publish critical patient information to hospitals. Hospitals are modeled as consumers. The
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Predicates Description

Organization Name, ID, SubUnit details
Location Physical location(State,County)
Contact Information Name,Email,Phone,Fax
Associated Organization | Affiliations

Resource Information Type,Classification,Availability

Table 6.1: Property Vocabulary

Predicates Description

Activity Description between time period

Event Description at a specific time

Action Response description

Alert Status | Actual, Exercise, System, Test

Urgency Immediate, Expected, Future, Past
Severity Extreme, Severe, Moderate, Minor
Certainty Very likely, Likely, Possible, Unlikely
Category Geo, Met, Safety, Env, Transport, CBRNE
Substance Chemical, Bio ,Radioactive materials

Table 6.2: Data Vocabulary

E911 center and the medical services act as subscribers, creating subscriptions which are
the policies modeled as constraints for information dissemination in this use case. The first
responder entities in this use case may be mobile and capturing such dynamic information in
the registry would trigger frequent computation in the registry, with no changes in mutual
filtering results. To avoid this situation, we make a further simplification and assume there
is a location mapping service which can track resource movement and location at all times.
This assumption is reasonable because many E911 systems implement such a capability for
their use.

As stated earlier, the first step towards using an INFOD system in identifying vocab-
ularies. In this use case, we use NIEM (National Information Exchange Model) [14] and
CAP (Common Alerting protocol) [13] schemas as vocabularies. NIEM is an XML schema
description for sharing critical information in the Departments of Justice, and Homeland
Security. CAP is an XML message structure for describing emergency and disaster alerts.
NIEM and CAP are extensive schema documents - we use a small portion in this use case.

Table 6.1 gives a property vocabulary to describe first responder services in this use case.
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Publisher
for $sub in fn:collection($$infodsubscriber)
where $pub//OrganizationParent/
OrganizationName="KnoxFireDept”
for $con in fn:collection($$infodconsumers)
where $con//OrganizationName="FireStation28”
Consumer
for $pub in fn:collection($$infodpublisher)
where $pub//Location/LocationCounty="CountyA” and
$pub//Location/LocationCounty="CountyC” and
$pub//Location/LocationCounty="CountyX”
Subscriber
for $pub in fn:collection($$infodpublisher)
$con in fn:collection($$infodconsumers)
where $con//OrganizationParent/OrganizationName
=$pub//OrganizationParent /OrganizationName

Table 6.3: Property Constraints

Information on the service’s organization, location, resources, point of contact and affili-
ations describe first responder entities. Table 6.2 lists the data vocabulary for describing
alert messages based on the types specified in the NIEM and CAP schemas. The terms in
the table identify semantics for describing an event or activity in a region. The E911 center
classifies or describes events in terms of severity, urgency, category, and certainty. The data
vocabulary is also used in the subscription’s data constraint, described later in this section.

User entities create entries as publishers, datasources, consumers, and subscribers in
the INFOD registry. As described earlier, every entity specifies its interest as a prop-
erty constraint. Table 6.3 details property constraints defined by publishers, consumers,
and subscribers. The publisher defines constraints on consumer’s and subscriber’s prop-
erty vocabulary instances. The publisher’s constraint identifies consumers and subscribers
belonging to a specific organization as a constraint. Thereby, subscriptions created by
subscribers satisfying the constraint are only applicable to this particular publisher. Sim-
ilarly, though subscriptions might associate this publisher to consumers belonging from
various organizations, the publisher has limited it’s consumers to only those belonging to
the specific organization. The consumer entry defines property constraints on publishers
and subscribers of interest. From Table 6.3, the consumer is interested in receiving infor-

mation from publisher located in specific counties only. In this example, the consumer has
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Property Constraint

for $pub in fn:collection($$infodpublisher)
where $pub//OrganizationSubUnitName="E911”
for $con in fn:collection($$infodconsumers)
where $con//OrganizationCategory =" FirstResponders”

Data Constraint

declare namespace $data = http://
infod.firstrespondernet.com/AlertDataVocabulary;
let $msgl :=
for $firstresponders in fn:collection($$infodconsumer)
where $data:AlertStatus = Actual and
$data:EventCategory = CBRNE and
$data:EventSeverity > Moderate
return $data,$data:Instruction=Evacuate people
let $msg2 :=
for $firstresponders in fn:collection($$infodconsumer)
where $data:capAlertStatus = Actual and
$data:EventCategory = Fire and
$data:EventSeverity = Moderate
return $data:Substance

Dynamic Consumer Constraint

for $firstresponders in fn:collection($$infodconsumer)
where $firstresponders//SubUnitName=Police
and fn:distance($firstresponder) < 20
return $msgl
for $firstresponders in fn:collection($$infodconsumer)
where $firstresponders//SubUnitName=FireService
return msg2

Table 6.4: Subscription
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no constraints on the subscriber, meaning the consumer can be mapped with all subscribers
and their subscriptions. The subscriber identifies publishers and consumers on whom its
subscriptions are applicable. In this case, the subscriber’s property constraint identifies
only publishers and consumer belonging to the same parent organization for evaluating it’s
subscription.

The INFOD subscription consists of a property constraint, data constraint, and dy-
namic consumer constraint as shown in Table 6.4. The property constraint defined by the
subscription is similar in structure to constraints defined in the subscriber entry. The data
constraint defines events of interest at the publisher. In this case we are interested in two
events: an actual CBRNE ($data:FEventCategory = CBRNE) event with severity greater
than moderate ($data:EventSeverity > Moderate) and a fire event ($data: EventCategory =
Fire) with a moderate severity. The data constraints also have a return type specifying
what message needs to be disseminated if the described event occurs. Note that the XPath
elements specified in the data constraint is from the data vocabulary elements. To whom
the message should be sent at run-time is limited by the dynamic consumer constraint. In
this case, the dynamic consumer constraint is to find the closest first responder within a
twenty mile radius and the first responder should belong to a specific unit.

Having created entries, constraints, and subscriptions in the INFOD registry, the reg-
istry performs mutual filtering and notification messages are sent to the matched entities.
Recall, that the mutual filtering operation in the INFOD registry is only based on prop-
erty constraints. The registry in its notification message to the publisher identifies a set of
consumers that it matches, and also the data constraint and dynamic consumer constraint.
When an event is triggered at the publisher, the publisher checks if it is identified as an
event of interest in the data constraint and then evaluates the dynamic consumer constraint
to determine any specific consumers for notification. The publisher might require informa-
tion from the registry to determine specific consumers - it obtains this information using
the getMetaData function. As the event state changes, the publisher reevaluates the data
constraint and dynamic consumer constraint, and notifies consumers of the event change. If

the data constraint identifies an event and no specific consumer is referenced in the dynamic
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consumer constraint, then a notification message is sent to all consumers specified in the
notification message received by the publisher from the INFOD registry.
This use case is developed as an example for demonstrating and understanding the

functionalities of INFOD.

6.2 LSS Use Case

This use case is based on our interaction with the Laboratory Shift Superintendent’s (LSS)
Office at the Oak Ridge National Laboratory. We interacted with the LSS office to identify
what are the critical needs when it comes to information sharing during an emergency.
The end goal was in developing a system that would provide a better means of sharing
information during critical times for the LSS office.

Fig. 6.2 illustrates the various entities and interaction between them during an emer-
gency. The LSS office is the main command and control center for all emergency response
actions initiated within the laboratory. The officers at the LSS office have access to all the
necessary data required for handling an emergency. The data is stored across multiple data
repositories, information such as floor plan, building occupancy, flammable and hazards ma-
terial are a few information the emergency responders would require to execute a emergency
response action. Also, the LSS office communicates to all the emergency response teams,
such as the HAZMAT (hazards material), fire, and EMS (emergency medical services). At

the time of an event, an incident command post is set up at close proximity to the location of
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Figure 6.3: LSS Application

the incident. The officer at the incident command post, Incident Commander, coordinates
activities among the various first responder teams. Also, each emergency service requires
specific information, e.g., the fire service would require a layout of the building, the HAZ-
MAT service might require inventory information and EMS service would want an estimate
of the number people located in the building. The incident commander communicates with
the LSS office and provides the necessary information to the emergency services. Also, as
the first responders arrive at the location and as the event unfolds, the need for resources
and equipment change which is also coordinated by the incident commander.

On discussing with the LSS office the main problem in executing plan was the access to
information which is being stored across multiple repositories. The person in charge at the
time of the event needs to query independently from every repository for such information.
To solve their problem, we developed a solution of the LSS office using existing technologies
for accessing information from multiple repositories. As shown in Fig. 6.3 we developed a
simple application which would accept the building number, email address of the people
to whom the information needs to be communicated and the specific details to be picked
from multiple data repositories. Our application queries from multiple data repositories
and sends all information packed into single email to the respective persons. We received

great support and the LSS office acknowledged the need for such a simple system. The next
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step is using the INFOD system and showing to them how well information can be directed

to emergency people with little or no human intervention.

6.3 Extending the Use Case for DHS Applications

The first responder use case was motivated by the information flow dynamics and the
complexity in modeling information flow patterns as constraints, which would be the case
in real world applications. The development of the LSS use case was towards demonstrating
INFOD functionality in a smaller scale and validating its effectiveness as an event-based
information dissemination tool. Through the first responder use case we were able to model
multiple entities with different roles and specific requirements for sharing data, which is
typical of DHS applications.

In the course of the current project, information sharing among fusion centers was
considered as an ultimate target scenario where INFOD could be demonstrated. However,
due to the lack of the availability in the policies modeling information sharing among fusion
centers, which is itself a problem being addressed currently, the first responder use case
turned out to be the near real-world scenario we could model with the expertise of first
responders from the University of Tennessee and Oak Ridge National Laboratory. However,
the field trip to the Shelby County Fusion Center helped us correlate between the first
responder use case and the fusion center use case. One of the key differences between the
two use cases was that the number of policies/constraints a fusion center would typically
handle is higher in number and more varied because of the larger volume of data to be
handled than the first responder use case. This was addressed through the scalability tests
on INFOD, which validated our model to be effective for real-time operations. Another
difference, the user dynamics in the first responder was more demanding than that of
typically observed in a fusion center use case. However the INFOD approach is capable of
handling such dynamics.

One of the challenges posed by the fusion center project with information sharing across
state fusion centers was in the management of the INFOD registry. In our use case, we

demonstrated using a single INFOD registry which is capable of handling thousands of user
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entities and constraints. However, the challenge here was every state would like to control
and own their registries, but registries would need to co-ordinate. The concept of distributed
registries was proposed in the INFOD approach which would help solve the problem. The

distributed registry concept will be discussed as one of the future works.
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Chapter 7

Conclusion

The main contributions of INFOD to the area of information dissemination are in its vo-
cabulary and constraint definitions. These form critical building blocks in applications
such as inter-agency data sharing and information exchange where events and data flowing
across entities are heavily burdened by factors such as terminology differences and access
restrictions. Standard vocabularies such as NIEM could be adopted (even in part) as core
vocabularies and flexible pub-sub communication can easily become a reality for a large
community of users. By supporting a system of mutual filtering, publishers and subscribers
express constraints against each other and not just on the data. More importantly, the
INFOD approach makes the support infrastructure act only as a broker (match agent) and

not as a data intermediary. This improves the security profile of the system significantly.

7.1 Project Outcome

The collaborative effort of academia, national laboratory and industry brought in mixed
ideas and novelty towards building the INFOD approach. With Oracle contributing in
software and technical guidance towards the development of the project, the members had
an opportunity to picture what the real world needs are in such critical information sharing
infrastructure and what components in the database might add to the strengths of such a

system.
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Two graduate students, Ms Ying Sun and Mr. Samir Sahyoun, have defended their
contributions towards a Master’s thesis, and Samir Sahyoun is continuing towards pursuing
his Ph.D. Another Ph.D. candidate, Mr. Ming Chen, has included the contributions to
INFOD development as a part of his dissertation.

We have made seven presentations at various conferences and two more papers are
currently under review.

At the 2009 DHS University Network Summit, we have presented three student posters.

7.2 Summary of Technical Outcome

The INFOD model has largely advanced the information sharing study by introducing a
flexible and dynamic framework for brokering information between entities. In the following,
we summarize its technical merits.

First of all, a structured information model is built where user communities are identified
by property and data vocabularies. Property vocabularies characterize user entity properties
or interests, while data vocabularies describe publisher data semantics or capabilities with
available data. The data source entry associates publishers to multiple information sources.

Secondly, publishers, consumers and subscribers are identified as real-world entities char-
acterized in terms of vocabularies and their interests as “constraints” within the INFOD
registry.

Third, a mutual filtering engine is developed that associates entities in INFOD. A three-
way join across publishers, consumers, and subscriber entities is realized through which the
INFOD registry matches publishers and consumers based on information needs expressed
through subscriptions and limited by properties, after which it sends notification messages
to user entities informing them of their associations.

Fourth, a dynamic reevaluation scheme is enabled such that when user properties or sub-
scriptions change, and/or new users/subscriptions are registered, the system can reevaluate
granting/limiting associations for information sharing.

Fifth, a prototype of the INFOD model has been built with the above capabilities.
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Finally, a simple first responder emergency alert use case with interactive web interfaces
has been demonstrated at SERRI review meetings and project quarterly review meetings.
In summary, with a number of policies/constraints to be enforced while sharing such
critical information, the INFOD system provides the capability to efficiently communicate

the right information to the right person at the right time.

7.3 Discussions and Future Work

In the course of modeling INFOD and the first responder use case, our team and the INFOD
working group have identified a list of capabilities that INFOD needs to support. We have
implemented the core capabilities during this period of project. In the following, we list a

few recommendations which are proposed in the INFOD specification,

e A more structured vocabulary schema - Classify attributes as dynamic, transient,
or static where dynamic refers to those attributes that change frequently, e.g., the
latitude and longitude of a moving vehicle. A transient attribute changes over a
certain time or in periodic intervals. Static attributes are ones that do not change
or change only occasionally. It is best if dynamic attributes are always a part of
the data vocabulary, while static attributes could be either in the property or data
vocabulary depending on their function of either describing an entity or describing an
event of interest. The handling of transient attributes depends upon the information
dissemination needs and the capability of the INFOD registry to deal with updates

at a certain frequency.

e A formal definition of constraint - Model constraints as XQuery expressions and eval-

uate these constraints.

e The concept of a disseminator entity - Provide a means of cohering information from

multiple publishers and directing them towards consumer entities.
e The need for a distributed registry.

e The need of security policies dealing with authorization and authentication of user

entities and the information being shared.
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7.3.1 Security Considerations

INFOD operates in a web services environment with users across various domains accessing
registry resources compelling a secure communication paradigm for Authentication and
Authorization within the registry. Publishers, consumers, and subscribers access the INFOD
registry through SOAP messages requiring a secure point-to-point

communication model, and also publishers exchange information with consumers de-
manding mutual authentication and establishing secure encrypted channels for information
exchange. Publishers, consumers, and subscribers are modeled as users accessing INFOD
services and a single user could be a publisher, consumer, and /or subscriber. In the INFOD
model, Authentication deals with user certification in the registry and Authorization on
administering access control policies for user privileges to resources and messages from the
registry.

Authentication, the registry creates security tokens, associates every user to a security to-
ken and authenticates user in the registry, as in any public key infrastructure model. INFOD
operating as a SOAP based web service, securing SOAP communication between entities is
as described in the WS Security specification [9]. The specification handles secure point-to-
point communication, maintains user tokens/certificates, and supports message encryption.
WS Secure Conversation specification [11] provides the mechanism for establishing secure
long-term point-to-point communication channels as required for communication between
publishers and consumers.

Authorization defines firstly, user access policy to resources in the registry and secondly,
messages that a user is entitled to receive as a result of mutual filtering in the registry.
For example, user access policy determine if the consumer is allowed to view publisher in-
formation in the registry, however, this does not block the publisher and consumer from
being matched. User access policy specifies user privileges to create, replace, and/or drop
a resource in the registry, and the privilege for performing meta-data operations. User
privileges are enforced through a Role-Based Access Control (RBAC) policy, where a com-
munity user with administrator access creates and assigns roles to users. Roles could be

generic, such as a publisher role which would allow a user to create, replace, and drop
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publisher entry in the registry, or could be application specific, a user role only to replace
certain attributes in the property vocabulary instance and no create/drop privileges. The
RBAC policy is enforced as described in the OASIS XML Access Control Markup Language
(XACML) RBAC specification [12]. The second feature of limiting users to messages from
the registry is enforced by assigning constraints to specific resources in the registry as a se-
curity constraint. This feature is for INFOD user to add additional constraints as a security
measure and would be applied on the existing association among entities. If this was to be
modeled as a part of the subscription, any change would trigger the mutual filtering process
in the registry. However, adding it as a security constraint would apply the constraint on
the existing matched result. Also removing the security constraint would mean reverting

back to the previously matched results.

7.3.2 Distributed Registry

The current model of INFOD is based on a centralized registry, the next stage would
be in extending it to network of registries. Though centralized model acts as a single
point of failure and a performance bottle-neck, the current INFOD approach is better than
conventional centralized pub-sub models as INFOD does not handle data, unlike other
model which are in the path of the data. Recollecting, INFOD only serves as a broker
for information dissemination, and connects potential publishers and consumers. However,
when information needs to be disseminated across multiple enterprises, such as across state
fusion centers, where each enterprise would like to control and maintain the INFOD registry
independently but are interested in sharing information between organizations.

With a working prototype of INFOD, the next development is in the real-time deploy-
ment of the INFOD system which would help understand and address problems in the real

world.
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Appendix A — XML Schema

This section includes the following xml schema:
»  Publisher Entry (section 1.1)
»  Subscriber Entry (section 1.2)
» Consumer Entry (section 1.3)
e Subscription (section 1.4)
» Property Vocabulary (section 1.5)
»  Property Vocabulary Instance (section 1.6)
« Data Vocabulary (section 1.7)
« Data Source Entry (section 1.8)
» INFOD Error Messages (section 1.9)
» INFOD Notification (section 1.10)
» Publishers Notification (section 1.11)
»  Subscriber Notification (section 1.12)
» Consumer Notification (section 1.13)

The following graphic depicts the XML schema relations for the ‘www.ggf.org/INFOD/INFODRegistry’
Namespace. The circles in the first row represent the operations of the INFOD registry. The circles in the
second row show the vocabularies that are managed by the vocabulary operations. The boxes in the third
row represent the resources, data entries and property vocabulary instances. Within the xml schema of
those boxes, there are reference pointers to other entries or vocabularies, represented by URIs. The
honeycombs represent the external web services URIs that are associated to the resources. Note that the
same Web Service URI can be associated to multiple INFOD resources.
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Figure 1: XML schema relations of INFODRegistry nam  espace

Figure 6, provides a schematic representation of internals of INFOD registry. Web Service URIs from
publisher, subscriber and consumers are associated with publisher, subscriber and consumer entries
respectively. Associations between entries with data and property vocabulary instances are also
highlighted.

1.1 Publisher Entry

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry">

<xsd:element name="infodPublisherEntry">
<xsd:annotation>
<xsd:documentation>
Description of Publisher Entries
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="WSReference"
type="wsa:EndpointReferenceType"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PublisherName" type="x sd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PublisherDescription" type="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PropertyConstraint" ty pe="xsd:any"
minOccurs="0" maxOccurs="unbounded"/>

<xsd:element name="Notification" type="xs d:boolean”

67



nillable="true"
minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</ xsd:schema>

1.2 Subscriber Entry

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:element name="infodSubscriberEntry">
<xsd:annotation>
<xsd:documentation>
Description of Subscriber Entries
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="WSReference"
type="wsa:EndpointReferenceType"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="SubscriberName" type="xs d:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="SubscriberDescription" t ype="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PropertyConstraint" type ="xsd:any"
minOccurs="0" maxOccurs="unbounded"/>

<xsd:element name="Notification" type="xsd: boolean"
nillable="true" minOccurs="0" maxOccurs=" 1"/>

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

1.3 Consumer Entry

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:element name="infodConsumerEntry">
<xsd:annotation>
<xsd:documentation>
Description of Consumer Entries
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="WSReference"
type="wsa:EndpointReferenceType"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="ConsumerrName" type="xsd :string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="ConsumerDescription" typ e="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PropertyConstraint" type ="xsd:any"

minOccurs="0" maxOccurs="unbounded"/>
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<xsd:element name="Notification" type="xsd: boolean"
nillable="true" minOccurs="0" maxOccurs=" 1"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

1.4 Subscription

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:element name="infodSubscription">

<xsd:annotation>

<xsd:documentation>

Description of Subscriptions

</xsd:documentation>
</xsd:annotation>
<xsd:complexType>

<xsd:sequence>

<xsd:element name="SubscriptionName" type=" xsd:string"
minOccurs="0" maxOccurs="1"/>
<xsd:element name="SubscriptionDescription" type="xsd:string"

minOccurs="1" maxOccurs="1"/>

<xsd:element name="SubscriberEntryReference "
type="wsa:EndpointReferenceType"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="DataConstraint" type="xs d:any"
minOccurs="0" maxOccurs="1"/>
<xsd:element name="PropertyConstraint" type ="xsd:any"
minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="DynamicConsumerConstraint" type="xsd:any"

minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

1.5 Property Vocabulary

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:element name="infodPropertyVocabulary">
<xsd:annotation>
<xsd:documentation>
Description of a Property Vocabulary
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="PropertyVocabularyName" type="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PropertyVocabularyDescri ption" type="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PropertyVocabularyBody" type="xsd:any"

minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
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</xsd:complexType>
</xsd:element>
</xsd:schema>

1.6 Property Vocabulary Instance

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">
<xsd:element name="infodPropertyVocabularylnstanc e">

<xsd:annotation>
<xsd:documentation>
Description of Property Vocabulary Instance
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="EntryReference"
type="wsa:EndpointReferenceType"
minOccurs="1" maxOccurs="1"/>
<xsd:element name="PropertyVocabularyRefere nce
type="wsa:EndpointReferenceType"
minOccurs="1" maxOccurs="1"/>
<xsd:element name="PropertyVocabularylnstan ceBody"
type="xsd:schema"
minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

1.7 Data Vocabulary

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:element name="infodDataVocabulary">
<xsd:annotation>
<xsd:documentation>
Description of Data Vocabulary
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="DataVocabularyName" type ="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="DataVocabularyDescriptio n" type="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="DataVcabularyLanguage" t ype="xsd:string"
minOccurs="1" maxOccurs="1"/>

<xsd:element name="DataVocabularyBody" type ="xsd:any"

minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
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1.8 Data Source Entry

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:element name="infodDataSourceEntry">
<xsd:annotation>
<xsd:documentation>
Description of Data Source Entries
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="CreateDataSourceEntryNam e" type="xsd:string"
minOccurs="0" maxOccurs="1"/>
<xsd:element name="DataSourceEntryDescripti on"

type="xsd:string"
minOccurs="0" maxOccurs="1"/>

<xsd:element name="PublisherEntryReference"
type="wsa:EndpointReferenceType"
minOccurs="1" maxOccurs="1"/>

<xsd:element name="DataVocabularyReference"
type="wsa:EndpointReferenceType"
minOccurs="1" maxOccurs="1"/>

<xsd:element name="PropertyConstraint" type ="xsd:any"
minOccurs="0" maxOccurs="unbounded"/>

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

1.9 Error Messages

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"

xmins:wsrf-bf="http://www.ggf.org/INFOD/fault"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODRegistry ">

<xsd:complexType name="CreateResourceAuthorizatio nFaultType">
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>

<xsd:element name="CreateResourceAuthorizationFau It"
type="infod:CreateResourceAuthorizat ionFaultType"/>
<xsd:complexType name="ReplaceResourceAuthorizati onFaultType">

<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>

<xsd:element name="ReplaceResourceAuthorizationFa ult"
type="infod:ReplaceResourceAuthoriza tionFaultType"/>
<xsd:complexType name="DropResourceAuthorizationF ailureType">

<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
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</xsd:complexType>
<xsd:element name="DropResourceAuthorizationFailu
type="infod:DropResourceAuthorizatio

<xsd:complexType name="InvalidExecutionModeType">
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="InvalidExecutionMode"
type="infod:InvalidExecutionModeType

<xsd:complexType name="UnSupportedVocabularyFault
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="UnSupportedVocabularyFault"
type="infod:UnSupportedVocabularyFau

<xsd:complexType name="UnsupportedXQueryFaultType
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="UnsupportedXQueryFault"
type="infod:UnsupportedXQueryFaultTy

<xsd:complexType name="GetMetaDataAuthorizationFa
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="GetMetaDataAuthorizationFailur
type="infod:GetMetaDataAuthorization

<xsd:complexType name="UnknownResourceReferenceFa
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="UnknownResourceReferenceFault"
type="infod:UnknownElementReferenceF

<xsd:complexType name="MissingRequiredParameterFa
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="MissingRequiredParameterFault"
type="infod:MissingRequiredParameter

<xsd:complexType name="UnknownFaultType">
<xsd:complexContent>
<xsd:extension base="wsrf-bf:BaseFaultType"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="UnknownFault"
type="infod:UnknownFaultType"/>

</xsd:schema>
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1.10 INFOD Notification

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc

xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF

<I-- Notification Metadata =====

<xsd:element name="SubscriptionReference"
type="wsa:EndpointReferenceType"/>
<xsd:element name="Topic"
type="infod: TopicExpressionType"/>
<xsd:element name="PublisherReference"
type="wsa:EndpointReferenceType"/>

<I-- Message Helper Types =====

<xsd:complexType name="TopicExpressionType" mixed
<xsd:sequence>
<xsd:any minOccurs="0" maxOccurs="1" processC
</xsd:sequence>
<xsd:attribute name="Dialect" type="xsd:anyURI"
<xsd:anyAttribute/>
</xsd:complexType>

<xsd:complexType name="NotificationMessageHolderT
<xsd:sequence>
<xsd:element ref="infod:SubscriptionReference
minOccurs="1" maxOccurs="1"/>
<xsd:element ref="infod: Topic"
minOccurs="0" maxOccurs="1"/>
<xsd:element ref="infod:PublisherReference"
minOccurs="0" maxOccurs="1"/>
<xsd:element ref="infod:ConsumerReference"
minOccurs="0" maxOccurs="unbound
<xsd:element name="Message">
<xsd:complexType>
<xsd:sequence>
<xsd:any namespace="##any" processConte
minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:element name="NotificationMessage"
type="infod:NotificationMessageHolde

<xsd:element name="Notify">
<xsd:annotation>
<xsd:documentation> Notification of Consumer
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="infod:NotificationMessage
minOccurs="1" maxOccurs="unbou
<xsd:any namespace="##other" processContent
minOccurs="0" maxOccurs="unbou

hema"

OD/INFODNOotify ">

="true">
ontents="lax"/>

use="required"/>

ype*>

ed"/>

nts="lax"

rType"/>

y Publishers ===== --

s by Publishers

nded"/>
s="lax"
nded"/>
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</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:schema>

1.11 INFOD Publisher Notification

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSc hema"

xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODNOotify">

<xsd:element name="PublisherNotification">
<xsd:annotation>
<xsd:documentation>
Notification of Publishers
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="SubscriptionReference"
type="wsa:EndpointReferenceTyp e"
minOccurs="1" maxOccurs="1"/>
<xsd:choice minOccurs="1" maxOccurs="1">
<xsd:sequence>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="ConsumerEntryReference "
type="xsd:any"
minOccurs="1" maxOccurs="1"/>
<xsd:element name="ConsumerReference"

type="wsa:EndpointReferenceTy pe"

minOccurs="1" maxOccurs="unbo unded"/>
</xsd:sequence>
minOccurs="0" maxOccurs="unbounded"/ >
</xsd:complexType>

<xsd:element name="DynamicConsumerConstra int"
type="xsd:any"
minOccurs="0" maxOccurs="unb ounded"/>

</xsd:sequence>
<xsd:sequence>

<xsd:element name="ConsumerEntryReference "
type="xsd:any"

minOccurs="0" maxOccurs="unbo unded"/>
<xsd:element name="DynamicConsumerConstr aint"

type="xsd:any"

minOccurs="1" maxOccurs="unb ounded"/>

</xsd:sequence>
</xsd:choice>
<xsd:element name="DataConstraint"
type="wsa:EndpointReferenceTyp e"
minOccurs="1" maxOccurs="unbou nded"/>
<xsd:element name="DataConstraint"
type="xsd:any"
minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
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1.12 INFOD Subscriber Notification

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc

hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODNotify ">
<xsd:element name="SubscriberNotification">
<xsd:annotation>
<xsd:documentation>
Notification of Subscribers
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="SubscriptionReference"
type="wsa:EndpointReferenceTyp e"
minOccurs="1" maxOccurs="1"/>
<xsd:element name="ConsumerEntryReferenc e"
type="wsa:EndpointReferenceTy pe"
minOccurs="0" maxOccurs="unbo unded"/>
<xsd:element name="PublisherEntryReferen ce"
type="wsa:EndpointReferenceTy pe"
minOccurs="0" maxOccurs="unbo unded"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
1.13 INFOD Consumer Notification
<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF OD/INFODNotify ">
<xsd:element name="ConsumerNotification">
<xsd:annotation>
<xsd:documentation>
Notification of Consumers
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="SubscriptionReference"
type="wsa:EndpointReferenceTyp e"
minOccurs="1" maxOccurs="1"/>
<xsd:element name="PublisherEntryReferen ce"
type="wsa:EndpointReferenceTy pe"
minOccurs="0" maxOccurs="unbo unded"/>
</xsd:sequence>
</xsd:complexType>

</xsd:element>
</xsd:schema>
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Appendix B — INFOD API: Emergency Response Use Case

Building a community and enabling information dissemination through the INFOD system may be viewed
as a four step process. The first step is to identify and register vocabularies, the property vocabulary for
describing community members and the data vocabulary for describing the structure of the publisher
information. In the second step, users register with the INFOD registry creating entities and property
vocabulary instances. The third step is the creation of subscriptions by subscribers. Finally, the INFOD
registry notifies each entity of the results of mutual filtering. Once they have received notifications, it is up
to the publishers to disseminate information to the relevant consumers based on the data constraints
defining events and messages. The steps along with the INFOD API schemas for creating resources and
sending notification messages are briefed below.

Step 1: Register the vocabularies with the INFOD registry.

a) Registration of First Responder Property Vocabulary

Request message:

<infod:CreatePropertyVocabulary>
<infod:VocabularyName>
FirstResponderPropertyVocabulary
</infod:VocabularyName>
<infod:PropertyVocabularyDescription>
Vocabulary for describing First Responders
</infod:PropertyVocabularyDescription>
<infod:VocabularyBody>
<?xml version="1.0"?>

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/ XMLSchema"
xmins:ident="http://www.ggf.org/INFOD"
targetNamespace="http://www.ggf.org/INF oD”
xmins:niem="http://www.niem.gov/neim”>
<xsd:element name = “Identification” type = “nie m:OrganizationType”/>
<xsd:element name = “Location” type = “niem:Loca tionType”/>
<xsd:element name = “Contactinformation” type = “niem:ContactType”/>
<xsd:element name= “AssociatedOrganization” typ e="niem:OrganizationType"/>
<xsd:element name = “Resource” type = “xsd:strin g’l>

</xsd:schema>
</infod:VocabularyBody>
</infod:CreatePropertyVocabulary>

Response message (for success case):

<infod:CreatePropertyVocabularyResponse>
<infod:PropertyVocabularyReference>
<wsa:Address>
http://www.ggf.org/INFOD/PropVocab/5687A274 0287230587763FD05D32A4F
</wsa:Address>
</infod:INFODVocabularyldentifier>
</infod:CreatePropertyVocabularyResponse>

b) Registration of Data Vocabulary

Request message:

<infod:CreateDataVocabulary>
<infod:VocabularyName>
EmergencyResponseDataVocabulary
</infod:VocabularyName>
<infod:DataVocabularyDescription>
Vocabulary for describing events
</infod:DataVocabularyDescription>
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<infod:VocabularyLanguage>
XML Schema(Namespace/URI of DataFormat)
</infod:VocabularyLanguage>
<infod:VocabularyBody>
<?xml version="1.0"?>
<xsd:schema xmins:xsd="http://www.w3.0rg/2001/X
xmins:ident="http://www.w3.0rg/INFOD/En
targetNamespace="http://www.w3.org/INFO
xmins:niem="http://www.niem.gov/neim”
xmnls:cap="urn:oasis:names:tc:emergency:cap:1
<xsd:element name = “Activity” type = “niem:Act
<xsd:element name = “Event” type = “niem:EventTyp
<xsd:element name = “Action” type = “xsd:string”/
<xsd:element name = “AlertStatus” type = “cap:Aler
<xsd:element name = “Urgency” type = “cap:Urgenc
<xsd:element name = “Severity” type = “cap:Sever
<xsd:element name = “Certainty” type = “cap:Cert
<xsd:element name = “Category” type = “cap:Catego
<xsd:element name = “Substance” type = “niem:Subs
</xsd:schema>
</infod:VocabularyBody>
</infod:CreateDataVocabulary>

MLSchema"
tity"
D/Entity”

17>
ivityType”/>
e’/>
>
tType”/>
yType"/>
ityType”/>
aintyType”/>
ryType"/>
tanceType"/>

Response message (for success case):

<infod:CreateDataPropertyVocabularyResponse>
<infod:DataVocabularyReference>
<wsa:Address>
http://www.ggf.org/INFOD/DataVocab/5687A274
</wsa:Address>
</infod:DataVocabularyReference>
</infod:CreateDataPropertyVVocabularyResponse>

0287245D87763FD05D32A4F

Step 2: User entities register with the INFOD Regis  try

User entities register as publishers, consumers, subscribers, and data sources.

a) Registration of E911 as Publisher

Request message:

<infod:CreatePublisherEntry>

<infod:WSReference>

<wsa:address>http://www.sntestbed3.ornl.gov/911
<l/infod:WSReference>
<infod:PublisherName>

E911 center
</infod:PublisherName>
<infod:PublisherDescription>

Control center were all incidents get reporte

</infod:PublisherDescription>
<infod:PropertyConstraint>

for $sub in fn:collection($$infodsubscriber)

wher e $pub//OrganizationParent/OrganizationName="KnoxFire

f or $con in fn:collection($$infodconsumers)

wher e $con//OrganizationName="FireStation28"
</infod:PropertyConstraint>
<infod:Notification>True</infod:Notification>
</infod:CreatePublisherEntry>

services</wsa:address>

Dept"

Returned URI:

http://www.ggf.org/INFOD/publisher/5687A2740287245D87763FF75D32A4F
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b) Registration of Fire Service as a Consumer

Request message:

<infod:CreateConsumerEntry>
<infod:WSReference>

<wsa:address>http://www.sntestbed3.ornl.gov/Fi reservices</wsa:address>
<infod:WSReference>
<infod:ConsumerName>Knox Fire Station</infod:Cons umerName>
<infod:ConsumerDescription>Fire Service</infod:Co nsumerDescription>

<infod:PropertyConstraint>
f or $pub in fn:collection($$Sinfodpublisher)
wher e $pub//Location/LocationCounty="CountyA" and
$pub//Location/LocationCounty="CountyC" and
$pub//Location/LocationCounty="CountyX"
</infod:PropertyConstraint>
<infod:Notification>True</infod:Notification>
</infod:CreateConsumerEntry>

Returned URI:
http://www.ggf.org/INFOD/consumer/5687A2740EA7245D87763FD05D32A4F

¢) Consumer creates a Property Vocabulary Ins  tance

Request message:

<infod:CreatePropertyVocabularylnstance>
<infod:EntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/consumer/5687A2740EA7245 D87763FD05D32A4F
</wsa:Address>
</infod:EntryReference>
<infod:PropertyVocabularyReference>
<wsa:Address>
http://www.ggf.org/INFOD/PropVocab/5687A27402872 30587763FD05D32A4F
</wsa:Address>
</infod:PropertyVocabularyReference>
<infod:PropertyVocabularylnstanceBody>
<?xml version="1.0"?>

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
xmins:ident="http://www.w3.org/INFOD/En tity"
targetNamespace="http://www.w3.org/INFO D/Entity"

xmlns:niem="http://www.niem.gov/neim”">
<lIdentification>
<OrganizationName>FireStation29</Organizatio nName>
<OrganizationID>H-30330-56</Organization|D>
</lIdentification>
<Location>
<LocationAddress>
<Street>Avenue</Street>
<Number>10945</Number>
<County>ABS</County>
<Zip>98643<Zip>
<City>London</City>
</LocationAddress>
<LocationCoordinates>
<Latitude></Latitude>
<Longitude></Longitude>
</LocationCoordinates>
</Location>
<ContactIlnformation>
<ContactPersonName>bob</ContactPersonName>
<ContactPersonContactNumber>
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<AreaCode>888</AreaCode>
<PhoneNumber>789-9879<PhoneNumber>
</ContactPersonContactNumber>
</Contactlnformation>
</xsd:schema>
</infod:VocabularylnstanceVocabularyBody>
</infod:PropertyVocabularylnstanceBody>

Returned URI:
http://www.ggf.org/INFOD/propVocablnst/5687A2740E47245D87763FD05D32A4F

d) The Publisher creates a Data Source Entry

Request message:

<infod:DataSourceEntry>
<infod:DatSourceEntryName>
EventDescriptionSource
</infod:DataSourceEntryName>
<infod:DataSourceEntryDescription>
Emergency Event Description Source
</infod:DataSourceEntryDescription>
<infod:PublisherEntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/publisher/5687A27402872 45D87763FF75D32A4F
</wsa:Address>
</infod:PublisherEntryReference>
<infod:DataVocabularyReference>
<wsa:Address>
http://www.ggf.org/INFOD/DataVocab/5687A2740287 245D87763FD05D32A4F
<wsa:Address>
</infod:DataVocabularyReference>
</infod:DatSourceEntry>

Returned URI:
http://www.ggf.org/INFOD/datasourceentry/5687A2740788245D87763FD05D32A4F

e) E911 Center registers a Subscriber

Request message:

<infod:CreateSubscriberEntry>
<infod:WSReference>

<wsa:address>http://www.sntestbed3.ornl.gov/911 services</wsa:address>
</infod:WSReference>
<infod:SubscriberName>E911 CENTER</infod:Subscrib erName>

<infod:SubscriberDescription>
Decides on policies for all emergency events.
</infod:SubscriberDescription>
<infod:Notification>True</infod:Notification>
</infod:CreateSubscriberEntry

Returned URI:
http://www.ggf.org/INFOD/subscriber/5697A2740287245D87763FD05D32A4E

Step 3: E911 Center Creates Subscription

Request message:

<infod:CreateSubscription>
<infod:SubscriptionName>
Rulel
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</infod:SubscriptionName>
<infod:SubscriptionDescription>
Rules for fire service and police services
</infod:SubscriptionDescription>
<infod:SubscriberReference>
<wsa:Address>
http://www.ggf.org/INFOD/subscriber/5697A2740287 245D87763FD05D32A4E
</wsa:Address>
</infod:SubscriberReference>
<infod:PropertyConstraint>
for $pub in fn:collection($$infodpublisher)
wher e $pub//OrganizationSubUnitName="E911"
f or $con in fn:collection($$infodconsumers)
wher e $con//OrganizationCategory ="FirstResponders"
<infod:DataConstraint>
declare namespace $data =
http://www.ggf.org/INFOD/DataVocab/5687A27402872 45D87763FD05D32A4F;
l et $msgl:= for $firstresponders in fn:collection($$infodconsumer)
wher e $data:AlertStatus = Actual and
$data:EventCategory = CBRNE and
$data:EventSeverity > Moderate
r et urn $data,$data:Instruction=Evacuate people
l et $msg2:= for $firstresponders in fn:collection($$infodconsumer)
wher e $data:capAlertStatus = Actual and
$data:EventCategory = Fire and
$data:EventSeverity = Moderate
return $data:Substance
</infod:DataConstraint>
<infod:DynamicConsumerConstraint>
f or S$firstresponders in fn:collection($$infodconsumer)
wher e $firstresponders//SubUnitName=Police
and fn:distance($firstresponder//Location,20)
return $msgl
f or $firstresponders in fn:collection($$infodconsumer)
wher e $firstresponders//SubUnitName=FireService
return $msg2
</infod:DynamicConsumerConstraint>
</infod:CreateSubscription>

Returned URI:
http://www.ggf.org/INFOD/subscription/5697A2740287245D87763FD05D32A4E

Step 4: Notification Messages

a) Registry sends Notification Message to Pub  lisher

<infod:PublisherNotification>
<infod:SubscriptionReference>
<wsa:Address>
http://www.ggf.org/INFOD/subscription/5697A274028 7245D87763FD05D32A4E
<\wsa:Address>
</infod:SubscriptionReference>
<infod:ConsumerEntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/consumer/5687A2740EA724 5D87763FD0O5D32A4F
<wsa:Address>
</infod:ConsumerEntryReference>
<infod:DataConstraint>
declare namespace $data =
http://www.ggf.org/INFOD/DataVocab/5687A27402872 45D87763FD05D32A4F;
l et $msgl:= for $firstresponders in fn:collection($$infodconsumer)
wher e $data:AlertStatus = Actual and
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$data:EventCategory = CBRNE and
$data:EventSeverity > Moderate
r eturn $data,$data:Instruction=Evacuate people
l et $msg2:= for $firstresponders in fn:collection($$infodconsumer)
wher e $data:capAlertStatus = Actual and
$data:EventCategory = Fire and
$data:EventSeverity = Moderate
return $data:Substance
</infod:DataConstraint>
<infod:DynamicConsumerConstraint>
for $firstresponders in fn:collection($$infodconsumer)
wher e $firstresponders//SubUnitName=Police
and fn:distance($firstresponder//Location,20)
return $msgl
f or Sfirstresponders in fn:collection($$infodconsumer)
wher e $firstresponders//SubUnitName=FireService
return $msg2
</infod:DynamicConsumerConstraint>
</infod:PublisherNotification>

b) Registry sends Notification Message to Con  sumer

<infod:ConsumerNotification>
<infod:SubscriptionReference>
<wsa:Address>
http://www.ggf.org/INFOD/subscription/5697A274028 7245D87763FD05D32A4E
<\wsa:Address>
</infod:SubscriptionReference>
<infod:PublisherEntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/publisher/5687A27402872 45D87763FF75D32A4F
<wsa:Address>
</infod:PubliherEntryReference>
</infod:ConsumerNotification>

¢) Registry sends Notification Message to Sub  scriber

<infod:SubscriberNotification>
<infod:SubscriptionReference>
<wsa:Address>
http://www.ggf.org/INFOD/subscription/5697A274028 7245D87763FD05D32A4E
<\wsa:Address>
</infod:SubscriptionReference>
<infod:PublisherEntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/publisher/5687A27402872 45D87763FF75D32A4F
<wsa:Address>
</infod:PubliherEntryReference>
<infod:ConsumerEntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/consumer/5687A2740EA724 5D87763FD0O5D32A4F
<wsa:Address>
</infod:ConsumerEntryReference>
</infod:SubscriberNotification>

d) Publisher sends Notification Message to Co  nsumer

The publisher sends the notification message only when an event of interest, as specified in the
constraints, has occurred.
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<infod:Notify>
<infod:NotificationMessage>
<infod:SubscriptionReference>
<wsa:Address>
http://www.ggf.org/INFOD/subscription/5697A274028
<\wsa:Address>
</infod:SubscriptionReference>
<infod:PublisherEntryReference>
<wsa:Address>
http://www.ggf.org/INFOD/publisher/5687A27402872
<wsa:Address>
</infod:PubliherEntryReference>
<infod:ConsumerEntryReference>
<wsa:Address>

http://www.ggf.org/INFOD/consumer/5687A2740EAT724

<wsa:Address>
</infod:ConsumerEntryReference>
<infod:Message>
Information about the event.
</infod:Message>
</infod:NotificationMessage>
</infod:Notify>

7245D87763FDOSD32A4E

45D87763FF75D32A4AF

5D87763FD0O5D32A4F
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