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SOUTHEAST REGION RES EARCH INITIATIVE  

In 2006, the U.S. Department of Homeland Security commissioned UT-Battelle at the Oak Ridge 

National Laboratory (ORNL) to establish and manage a program to develop regional systems and 

solutions to address homeland security issues that can have national implications. The project, called 

the Southeast Region Research Initiative (SERRI), is intended to combine science and technology with 

validated operational approaches to address regionally unique requirements and suggest regional 

solutions with potential national implications. As a principal activity, SERRI will sponsor university 

research directed toward important homeland security problems of regional and national interest. 

 

SERRIôs regional approach capitalizes on the inherent power resident in the southeastern United 

States. The project partners, ORNL, the Y-12 National Security Complex, the Savannah River 

National Laboratory, and a host of regional research universities and industrial partners, are all tightly 

linked to the full spectrum of regional and national research universities and organizations, thus 

providing a gateway to cutting-edge science and technology unmatched by any other homeland 

security organization. 

 

As part of its mission, SERRI supports technology transfer and implementation of innovations based 

upon SERRI-sponsored research to ensure research results are transitioned to useful products and 

services available to homeland security responders and practitioners. 

 

For more information on SERRI, go to the SERRI Web site: www.serri.org. 
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1. SUMMARY  

The program presented in this paper represents the culmination of a body  of work 

aimed at resolving issues which prevent the sharing of information across state lines, 

primarily due to privacy concerns. The success or failure of State and Local Fusion Centers 

(SLFCs) is dependent on their ability to efficiently share information across state lines in a 

manner that complies with applicable privacy policies and laws. With this problem in mind 

work was done to develop the framework of a pro gram, and then a final product , which 

successfully addresses these concerns. 

Earlier work had focused on the development of a requirements list for an automated 

tool that would provide the Southeast SLFCs with a common basis for preparation of the 

informat ion sharing Memoranda of Understanding (MOU). Issues related to taxonomy were 

resolved by selecting the National Information Exchange Model (NIEM) as the exchange 

standard. A limited scope of vital information was also settled on.  This work culminated in 

tÏÌɯÙÌØÜÐÙÌÔÌÕÛÚɯÓÐÚÛɯ×ÙÌÚÌÕÛÌËɯÐÕɯÛÏÌɯÙÌ×ÖÙÛɯɁ2$11(ɯ/ÙÖÑÌÊÛȯɯ%ÜÚÐÖÕɯ"ÌÕÛÌÙɯ(ÕÛÌÙÖ×ÌÙÈÉÐÓÐÛàɯ

/ÏÈÚÌɯ(((ɯ%ÐÕÈÓɯ1Ì×ÖÙÛȭɂ 

In order to satisfy the requirements set forth in the requirements list the Sharable 

Information Capture Tool (SICT) was created. SICT identifies the types and attributes of 

potentially exchangeable information. It captures that a fusion center either will or will not 

exchange a type or attribute of information and the document or policy governing this 

decision. Chief concerns during developm ent were to produce an environment that satisfies 

strong controls for preserving personal privacy and limiting access to only those with a 

need. To meet these needs five levels of access were produced: Super Admin (administrator 

of the system), Agency Admi n (state/agency administrator), Agency User Read/Write 

(standard state/agency logon with read and write access), Agency User Read Only (standard 

state/agency user with read only access), and Any Agency Read Only (user account that can 

access approved MOUs with read only access). 

 The SICT was built on a web based format; this primary interface is designed to be 

intuitive and easy to use. The user then interacts with the program like they would any 

other login required web site. After logging on with their u ser name and password general 

users are presented with four  tabbed operational options: Agreements, Users, Governing 

Docs, and Reports. Super Administrators have the added ability to access a tab labeled 

Admin which gives them the ability to add and/or mod ify information across various 

categories. To provide further flexibility and efficiency the program was developed on an 

open source frame work thereby keeping costs to an absolute minimum. 

 With a great deal of the success of State and Local Fusion Centers hinging on their 

ability to share information, Sharable Information Capture Tool effectively leverages the 

information gathering capabilities of SLFCs while simultaneously protecting individual 

privacy and rights. It provides a user friendly and cost eff ective forum that  permits  

communication of  information sharing  ability  at previously unprecedented levels. 



 

  
 

 

2. INTRODUCTION  

The absence of Memoranda of Understanding (MOU) has hampered the formal 

exchange of information between State and Local Fusion Centers (SLFCs). To address this 

problem a set of formalized requirements were developed for a Sharable Information 

Capture Tool (SICT) based on a consensus of sharing methodology. A great deal of the 

future success of all SLFCs is dependent on their ability to efficiently share information 

across jurisdictions in a manner that complies with the appropriate privacy policies and 

laws. SICT seeks to meet this need with a straightforward and user friendly program. This 

report is a summary which captures the complete software requirements for the Fusion 

Center Sharable Information Capture Tool (SICT) and shows its successful initial testing. 

 

3. PROJECT SCOPE 

The Department of Homeland Security (DHS) continues to focus on the development 

and interoperability of fusion cen ters. State and major urban fusion centers have been 

developed to collect, protect, evaluate, and disseminate information state to state, state to 

federal, and local to state. As these evolve and additional interfaces are incorporated into 

their operation,  fusion centers are faced with issues related to the exchangeability of 

information (for privacy and other legal reasons), development of interoperable systems to 

support the information exchange, and establishment  of guidance on development of 

interstate information e xchange Memoranda of Understanding (MOUs). A centralized effort 

is needed to create standards, systems, and guidance versus each state or major 

metropolitan area creating their own . 

3.1 Identification  

&ÙÖÞÐÕÎɯÍÙÖÔɯÈÕɯÌÈÙÓÐÌÙɯ2$11(ɯ/ÙÖÑÌÊÛȮɯɁ%ÜÚÐÖÕ "ÌÕÛÌÙɯ(ÕÛÌÙÖ×ÌÙÈÉÐÓÐÛàɂȮɯÈɯÕÌÌËɯÞÈÚɯ

identified for a more efficient means through which State and Local Fusion Centers (SLFCs) 

could resolve information sharing barriers. The Fusion Center Shareable Information 

Capture Tool (SICT) was developed to provid e a means by which SLFCs can identify  what 

information a fusion center may and may not exchange with other state fusion centers and 

what Memoranda of Understanding  drive  the exchangeability. It will capture that a state 

fusion center either will or will no t exchange a type or attribute of information and the 

document or policy governing this decision.   
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3.2 Project Objectives  

A focus for DHS is on the ability for State and Local Fusion Centers to be able to function  

with a greater degree of interoperability an d to support the exchangeability of information 

to the greatest degree possible (taking into consideration issues of privacy and other legal 

concerns). With this in mind , SICT was developed to provide a system that identifies the 

types and attributes of po tentially exchangeable information.  

3.3 Intended Use  

The DHS has set requirements that an approach be developed that represents a 

unified, standardized, and integrated process for federal, state, local, and tribal law 

enforcement and homeland security official s to gather, document, process, analyze, and 

share information about suspicious activity. The system developed needs to emphasize a 

behavior-focused approach to identify suspicious activity  which protects privacy rights and 

civil liberties .*  

The primary g oal has been to develop a deployed database populated with vital data 

types and their associated attributes for: Suspicious Activity Reports, 

Incidents/Arrests/Missing Persons/Service Calls, Warrants, Drivers License, Custody, and 

Booking, in accordance with the Statement of Work. 

To this end, the use of the Fusion Center Shareable Information Capture Tool (SICT) 

is designed to be a way to link MOUs with the data they govern in a hierarchical and user 

friendly  way with three levels of interface;  Data Input , Data Release, and MOU Workspace 

Development. Furthermore the SICT is intended to have five levels of login privilege to 

provide  information  security and reflect the access needs of each user classification: 1) Super 

Admin, 2) Agency Admin, 3) Agency User Read/Write, 4) Agency User Read Only, and 5) 

Any Agency Read Only.   

 

4. SYSTEM DESCRIPTION  

4.1 Server Specifications  

The application server is a Dell Power Edge T610 with the following specifications : 

 

¶ Dual Intel Xeon 2.26 GHz Processors 

¶ 8 GB 1066 MHz DDR2 

¶ 5 ɬ 250 GB, 7200 RPM SATA drive, Hot Swappable 

¶ Redundant 870W Power Supplies  

 

                                                 
* SAR òPlan of Actionó Document: Analysis of Best Practices on Suspicious Activity Reporting. 



 

  
 

The server will be setup to perform  local backups of all data and those backups will be 

performed in a ccordance with the requirement set forth in requirement  5.1.26. 

4.2 Operating System  

The Server will be configured with Ubuntu Linux 64 Bit server operating system. Using 

this operating system will provide a number of benefits. The Linux operating system is an 

open source platform and as such has no license or maintenance fees. After initial 

configuration maintenance and security updates are automatic as well as having easier 

ÚÌÙÝÐÊÌÈÉÐÓÐÛàȭɯ"ÖÚÛɯÚÈÝÐÕÎÚɯÈÙÌɯÍÜÙÛÏÌÙÌËɯÛÏÙÖÜÎÏɯ4ÉÜÕÛÜɀÚɯ×ÖÞÌÙɯÚÈÝÐÕÎɯÈÛÛÙÐÉÜÛÌÚɯÚÜÊÏɯÈÚɯ

Power Capping reducing the energy needs to run the system.  

4.3 Database  

MySQL, a product of Sun Microsystems, will be used as the relational database server 

for the application. The MySQL software delivers a very fast, multi -threaded, multi -user, 

and robust Structured Query Language (SQL) database server. MySQL Server is intended 

for mission-critical, heavy-load production systems as well as for embedding into mass-

deployed software. MySQL represents an industry standard and is used for data storage by 

such high traffic sites as YouTube and Google. MySQL contributes to the cost effectiveness 

of SICT by being freely available under the General Public License.  

4.4 Application Framework  

The SICT application will be developed using the Spring application framework. 

Spring is an open source framework created to address the complexity of enterprise 

application development. One of the chief advantages of the Spring framework is its layered 

architecture, which allows for selectivity about which of its components  to use while also 

providing a cohesive framework for J2EE application development. Sp ring framework 

functionality can be used in any J2EE server and most of it is adaptable to non-managed 

environments. A central focus of Spring is to allow for reusable business and data-access 

objects that are not tied to specific J2EE services. Such objects can be reused across J2EE 

environments, standalone applications, and test environments without any hassle. * 

4.5 User Interface 

It was desired that the user interface with the program be as intuitive and natural as 

possible. This has the benefit of reducing the amount of time required to train new users on 

the system and increase the speed with which the system can be used for different 

conditions. The external users of the system will each be state employees or their designated 

organizations. Each state will have a designated State Admin and they will administer the 

                                                 
* www.ibm.com/developerworks/web/library/wa -spring1/  
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accounts for that state.  All users will interface with the system through a web bro wser as 

defined in requirement 5 .1.1.  

4.6 Communication Interface 

The communication interface for the system will b e via the World Wide Web and will be 

available to any internet connected computer that meets requirement 5.1.1 for their internet 

browser. Designing the system to function on a Web based interface increases its portability 

and ultimate utility. This allows  those who may need to access information quickly the 

ability to do so themselves. A web based interface keeps the overall costs of the program low 

as well as reducing costs to the end user as no special equipment is required to use beyond 

what most agencies already have on their computer systems (i.e. a free web browser and 

internet access). 

4.7 Assumptions and Dependencies  

The system will be developed on a Linux based platform with an  underl ying database 

technology built with  MySQL. However, the application w ill be designed with a data layer 

that allow s for flexible transition to other database engines. 

The application server will  be located and administered by ÛÏÌɯÊÖÕÛÙÈÊÛÖÙɀÚɯÍÈÊÐÓÐÛÐÌÚɯÍÖÙɯ

the duration of the project.  The application will require no  additio nal licensing. The usage of 

Uninterruptible Power Supplies is  not included for this system.  In  the event of a power 

failure the server system will be unavailable.   

 

5. REQUIREMENTS  FOR THE FUSION CENTE R SHARABLE 

INFORMATION CAPTURE TOOL (SICT) PROTOTYP E 

The initial requirements table is included in the original Statement of Work, and was 

highly  detailed in the application requirements. Table 1 takes the original list and adds any 

clarifications or additional requirements that are needed. * 

 
Table 1: Fusion Center Sharable Information Capture Tool Requirements  

Req ID Requirement  Requirement Description  Priority  

5.1.1  
Web Browser 

Based 

The System shall be web browser based and 

shall not require any additional software or 

hardware by the user. 

Minimum Browser Requirements:  

Internet Explorer 7+ 

Firefox 3.0+ 

High  

                                                 
* SERRI Project: Fusion Center Interoperability Phase III Final Report  



 

  
 

5.1.2  Session Saving 

Users shall be prompted to save changes prior 

to the changes becoming effective.  All work 

shall be stored in a draft state. 

High  

5.1.3  Logon 
Unique, secure log on required prior to 

accessing any part of the system. 
High  

5.1.4  Access Types 

Access Types - The system shall be capable of 

issuing the following access rights:  

ɂÔàɯÚÛÈÛÌɆɯÉÈÚÌɯËÈÛÈɯÙÌÈËɤÞÙÐÛÌ 

"my state" base data read only 

"any state" base data read only 

"my state" MOU Workspace read only 

"my state" MOU Workspace read/write  

Approved MOU pdfs read only  

Administrator of system  

Administrators for each State/Agency  

High  

5.1.5  

"My State" 

Read/Write 

Access 

Users with "my state" write access shall have 

rights to modify any input fi eld for their state. 
High  

5.1.6  

 

"My State" 

Read Only 

Access 

Users with "my state" read only access shall 

ÏÈÝÌɯÛÏÌɯÈÉÐÓÐÛàɯÛÖɯÝÐÌÞɯÛÏÌÐÙɯÚÛÈÛÌɀÚɯÐÕÍÖÙÔÈÛÐÖÕɯ

that has been released. 

High  

5.1.7  

 

"Any State" 

Data Read 

Only  

Base Users with "any state" base data read only 

shall have the ability to view any state's 

identification of shareable information that has 

been released. 

High  

5.1.8  

 

Released vs. 

Unreleased 

There shall be the capability to save base state 

data without making it viewable until marked 

as releasable. 

High  

5.1.9  
MOU 

Workspace 

There shall be a section of the system where 

two states can build their MOU called the MOU 

Workspace. 

High  

5.1.10  

MOU 

Workspace 

Side-by-Side 

Comparison 

Users shall have the ability to view base data 

side-by-side for their state and the other MOU 

state. 

High  

5.1.11  

MOU 

Workspace 

Sharability  

Users shall be able to indicate in the side-by-

side view whether or not the two states have 

decided to share information.  

High  
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5.1.12  

Released vs. 

Unreleased in 

MOU 

Workspace 

There shall be the capability to save data in the 

MOU Workspace without making it viewable 

until marked releasable. 

 

Published and Unpublished status for each 

State's MOU.  Both states must publish MOU 

and one state admin must upload final signed 

MOU.  

High  

5.1.13  

Access to 

MOU 

Workspace 

There shall be a tier of access to the MOU 

Workspace for designated users for the two 

states sharing the Workspace (i.e., creating the 

MOU). Access shall be both Write and Read 

.ÕÓàɯÈÕËɯÔÈàɯËÐÍÍÌÙɯÍÙÖÔɯÈɯÜÚÌÙɀÚɯɁÔàɯÚÛÈÛÌɆɯ

rights.  

High  

5.1.14  
Print Rights for 

Read Only 

Read Only access users shall have the ability to 

print forms from either the base state data or 

any of their state's MOU Workspaces. 

High  

5.1.15  
Superuser 

Access 

Each state shall have a designated Superuser 

that has the ability to grant access to that state's 

base state data and any of that state's MOU 

Workspaces. 

High  

5.1.16  
Upload 

Capability  

Superusers shall be the only users who have 

capability to upload the pdf of their state's final 

MOU.  

High  

5.1.17  
Administrator 

Role 

The system shall have an Administrator who in 

addition to traditional Administrator rights 

shall have the capability of loading new 

information areas and adding new Superusers. 

High  

5.1.18  

Saving/Releasing 

New/Modified 

Information 

Areas 

The system shall be capable of saving 

incremental additions to a new/modified 

info rmation area and then releasing it once 

completely entered and proofed.  

High  

5.1.19  States 

The system shall be created with the intent that 

it will house information for all 50 states at 

some point. 

High  

5.1.20  
Agencies as 

States 

The system shall be capable of accepting a 

Federal Agency as a state for the purposes of 

creating an MOU between a state and a federal 

agency. 

High  



 

  
 

5.1.21  

Notification of 

New/Modifie d 

Information 

Areas 

Once a new/modified information 

New/Modified area is saved and released, the 

system shall send out a broadcast email to all 

users that it has been released. 

Medium  

5.1.22  
New User 

Access Request 

The system shall allow new users to request 

access from the main page which then 

automatically generates a request email to the 

respective state's Superuser. 

Hig h 

5.1.23  

Presentation of 

Access Request 

Levels to New 

Users 

The various access levels shall be presented via 

drop down list and include a justification free 

form text box.  

High  

5.1.24  

New User 

Access 

Information 

Collection  

As part of requesting access, new users must 

supply the following information: (The 

referenced field sizes are for suggestion 

purposes only) 

-Last Name, First Name (text, 25 characters) 

-IÕËÐÝÐËÜÈÓɀÚɯTitle (text, 25 characters) 

-Company/Agency (text, 25 characters) 

-Company Address  

-Company City (f ree form text, 25 characters) 

-Company State (drop down 2 character key), 

display full state name  

-Company Zip (st andard 5 digit numeric)  

-Individual's Phone Number (xxx -xxx-xxxx) 

-IÕËÐÝÐËÜÈÓɀÚɯEmail Address (validate for 

standard format)  

-Access Level being requested (drop down)  

-Access Justification (free form text, max 150 

characters) 

High  

5.1.25  

Upgrading 

Access for 

Existing Users 

Existing users shall have the ability to request 

upgraded access from read only to write. This 

information will not be saved or p ersisted to 

any storage within the application or 

application database. 

High  

5.1.26  
 

Data Backup 

All data shall be backed up on an 

hourly/daily/weekly basis.  
High  

5.1.27  
 

Usability  

User does not require specialized skill to utilize 

the system. 
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5.1.28  
 

Complexity  

The system shall be architected to minimize the 

long-term maintenance costs. 
High  

5.1.29  
Information 

Areas 

Information Areas will be established based on 

NIEM.  
High  

5.1.30  

Two 

Sharability  

Venues 

Information can be sharable at the State Fusion 

Center and Federal Agency levels. 
High  

5.1.31  

Exception 

Based 

Methodology  

Lower level attributes for information areas will 

be rolled up into their NIEM logical groupings. 

Identification as "shareable" will be made at this 

highest level logical grouping (by default 

extending "shareable" to lower level attributes).  

High  

5.1.32  
Identifying as 

Sharable 

Yes/No drop down shall be used to identify 

Sharability . 
High  

5.1.33  

Extension to 

Lower Level 

Attributes as 

Sharable 

Whenever "Yes" is chosen, all lower tier 

attributes will automatically be identified as 

sharable. 

High  

5.1.34  

Non-Extension 

to Lower Level 

Attributes 

When Not 

Sharable 

Whenever "No" is chosen, the next lower tier of 

attributes will be exposed with active "Yes/No" 

drop down lists.  

High  

5.1.35  

Changing from 

Lower Level to 

Higher Level 

Response 

The system shall be capable of collapsing back 

to the higher level grouping which would 

override anything previously listed in any 

lower level attribute to "Yes".  

High  

5.1.36  
Visibility of 

Attributes  

Lower level attributes shall be visible but not 

ÈÊÛÐÝÌɯÜÕÓÌÚÚɯɁ-ÖɆɯÐÚɯÚÌlected. 
High  

5.1.37  
Constraint 

Identification  

Whenever "Yes" is chosen (no matter the level), 

the user shall have the ability to enter a 

constraint in a free form text field (250 

characters max) that identifies any constraints 

associated with the sharing of that information.  

High  

5.1.38  
Governing 

Document(s) 

Whatever level is chosen to identify sharability , 

the user shall have the capability to identify 

ÞÏÐÊÏɯ×ÖÓÐÊàɤÓÈÞɯÎÖÝÌÙÕÚɯÛÏÌɯÐÕÍÖÙÔÈÛÐÖÕɀÚɯ

sharability . 

High  



 

  
 

5.1.39  

Governing 

Document(s) 

Entry Format  

This field shall accommodate up to 4 unique 

documents chosen by either entering the 

document for the first time or selecting it from a 

drop down list.  

High  

5.1.40  

Constraint ID 

& Governing 

Docs for 

Federal 

Sharability  

There shall be separate Constraint ID and 

Governing Doc entr y fields for State Fusion 

Centers and Federal Agencies. 

High  

5.1.41  

Maximum 

Level of 

Attribute 

Tiering  

The system shall be capable of holding up to 

three levels of information attributes (i.e., the 

highest level grouping and two lower levels).  

High  

5.1.42  

Reference 

Document 

Availability  

Each information area will have a governing 

reference document that shall be accessible 

within the tool.  

High  

5.1.43  

Linking to 

Reference 

Document 

Each higher level grouping and lower level 

attribute shall be linked to its location in the 

reference document for clarity.  

High  

5.1.44  Person Images 
All "person" attributes shall have a standard 

"person image" attribute associated with it.  
High  

5.1.45  
Duplicate 

Attributes  

The system will recognize that an attribute can 

be associated with more than one information 

area but that it can only have one value across 

all information areas.  

High  

5.1.46  

Universal 

Changes for 

Duplicate  

Attributes  

Any attribute that is associated with more than 

one shall not allow a change to that attribute 

without warning the user that t hey are about to 

change a previously entered attribute. 

High  

5.1.47  

Searchability 

of Governing 

Documents 

The user shall be able to view a list of all their 

ÚÛÈÛÌɀÚɯÌÕÛÌÙÌËɯ&ÖÝÌÙÕÐÕÎɯ#ÖÊÜÔÌÕÛÚɯÈÚɯÞÌÓÓɯÈÚɯ

key word search for a specific document. 

High  

5.1.48  

Listing of  

Attributes per 

a Governing 

Document 

The user shall be able to generate a list of 

attributes/higher level groupings by 

information area for a specified Governing 

Document. 

Medium  
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5.1.49  

Governing 

Document 

Collected 

information  

The system shall require the user to include:  

(Noted field sizes are for suggestion purposes 

only)  

-Document Title (text field, 75characters) 

-Document Date (MM/DD/YY)  

And optionally include:  

-Document Number (alpha numeric 25 

characters) 

-Document Revision/Version Number (alpha 

numeric 25 characters) 

-Citation (Section Number or Page) (alpha 

numeric 25 characters) 

-Document Author (Last Name, First Name text 

fields 25 characters each) 

High  

5.1.50  
Form 

Generation 

The system shall be capable of generating forms 

by information area in both blank a nd complete 

formats. 

High  

5.1.51  
Generate 

Reports 

The system shall be capable of the following 

queries (viewable on screen, exportable in 

spreadsheet format and printable): 

-Total MOUs 

-MOUs by State 

-MOUs in process 

-New/Changed Attributes since MM/DD/YY 

(number of and associated content) 

High  

 



 

  
 

6. PROGRAM EXECUTION  

6.1 Program Access 

The SICT was designed to provide five different levels of access permission in 

accordance with the varying access needs of the end users.  

 

¶ SuperAdmin  -  Administrator of the System  

¶ Ad min ɬ State/Agency Administrator  

¶ User Read Only -  Standard state/agency logon with read only access 

¶ User Read/Write ɬ Standard state/agency logon with both read and write access 

¶ Any Agency Read ɬ 4ÚÌÙɯÈÊÊÖÜÕÛɯÛÏÈÛɯÊÈÕɯÈÊÊÌÚÚɯÐÕɯÈ××ÙÖÝÌËɯ,.4ɀÚɯÞÐÛÏɯÙÌÈËɯÖÕly 

access. 

 

These five levels of security access assures that only those with the relevant permissions can 

write, submit, or read the information stored in the SICT.  

6.2 Program Operation  

Building on the web based format, the primary SICT interface is designed  to be 

intuitive and easy to use. Upon login the user is presented with a tabbed screen providing 

five or six options depending on user admin status. Key features of SICT are presented 

below, however, the complete SICT User Guide can be found in Appendix A .  

6.2.1 Agreements 

The Agreements section (shown in Figure 1) allows a user to see all agreements, both 

those that have been completed and blank agreements. 
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Figure 1: SICT Agreements Tab.  

 

New Agreements between states can be entered ÚÐÔ×ÓàɯÉàɯÊÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ-ÌÞɯ

 ÎÙÌÌÔÌÕÛÚɂɯÉÜÛÛÖÕȭɯ3ÏÐÚɯÓÈÜÕÊÏÌÚɯÈɯÕÌÞɯÚÊÙÌÌÕɯÖÍÍÌÙÐÕÎɯÛÏÌɯÈÉÐÓÐÛàɯÛÖɯÐÕ×ÜÛɯÈɯÕÌÞɯ

agreement through a guided process (see Figure 2). 

 

 
Figure 2: New Agreement Input.  

 

6.2.2 Users 

A list of current users cÈÕɯÉÌɯÈÊÊÌÚÚÌËɯÉàɯÊÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ4ÚÌÙÚɂɯÛÈÉȭɯ3ÏÐÚɯÉÙÐÕÎÚɯÜ×ɯ

ÛÏÌɯɁ4ÚÌÙɯ,ÈÐÕÛÌÕÈÕÊÌɂɯÚÊÙÌÌÕ (see Figure 3) from which all current users can be seen. New 

users can be added from this screen. 



 

  
 

 
Figure 3: Users List.  

 

6.2.3 Governing Docume nts 

 A Governing Document is the identified policy or law which governs a given set  of 

ÐÕÍÖÙÔÈÛÐÖÕɀÚɯÓÌÝÌÓɯÖÍɯÚÏÈÙÈÉÐÓÐÛà as illustrated in Figure 4 .  

 

Figure 4: Illustration of the Governing Document linking Structure  
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The Governing Documents tab (shown in Figure 5) allows the user to search for 

ËÖÊÜÔÌÕÛÚɯÐÕɯÛÏÌɯÚàÚÛÌÔɯÝÐÈɯÛÏÌɯɁ2ÌÈÙÊÏɯ3ÌÙÔɂɯÉÖßɯÉàɯÈÊÊÌÚÚÐÕÎɯÊÜÙÙÌÕÛɯËÖÊÜÔÌÕÛÚɯ

through a drop down list of  available Ɂ&ÖÝÌÙÕÐÕÎɯ#ÖÊÜÔÌÕÛÚɂɯÈÕËɤÖÙɯÈÓÓÖÞÐÕÎɯÛÏÌɯÈÉÐÓÐÛàɯÛÖɯ

Ɂ4×ÓÖÈËɯ-ÌÞɯ&ÖÝÌÙÕÐÕÎɯ#ÖÊÜÔÌÕÛÚɂ should the user require it.  

 

Figure 5: Governing Documents Access Screen. 
 

6.2.4 Reports 

3ÏÌɯɁ1Ì×ÖÙÛÚɂɯÛÈÉ (illustrated in Figure 6)  allows the user access to the Memorandums of 

Understanding (MOUs) through a wide range  of filtering options to streamline the search 

process allowing a more efficient search. 

 

 
Figure 6: Reports Search Screen 

 

The search for MOUs can be as specific or as broad as the user wants with the ability to 

ÚÌÈÙÊÏɯ,.4ÚɯÉàɯɁ ÓÓɯ,.4ÚɂȮɯɁ,.4Úɯ!àɯ ÎÌÕÊàɂȮɯÖÙɯɁ2ÌÈÙÊÏɯ!àɯ,ÖËÐÍÐÌËɯ#ÈÛÌȭɂ 

 



 

  
 

6.3 Program Test 

Software development activities were performed by Cadre5, a Knoxville 

Tennessee based full service technology and design firm. Cadre5 has previous 

experience in the development of systems and strategies across a variety of 

applications and has handled government contract work in the past.  

As mandated by ,ÐÓÌÚÛÖÕÌɯșƘɯÖÍɯÛÏÌɯ2("3ɯ×ÙÖÑÌÊÛɯɁ ÊÊÌ×ÛÈÕÊÌɯÖÍɯ%ÐÕÈÓɯ

#ÈÛÈÉÈÚÌȮɯ5ÈÓÐËÈÛÐÖÕɯÞÐÛÏɯ/ÐÓÖÛɯ4ÚÌÙÚȭȭȭɂ a system test was performed with a pil ot 

user on May 29, 2010. The test was performed to assure that the prototype  system 

performed as requested in the Work Scope document and in accordance with 

requirements defined in Section 5. 

The prototype  test procedure was that for each user class (scope) the 

functionality of every section and sub -section was tested to ensure proper function 

and identify any glitches should the y occur. User login classifications were also 

tested to make sure they could not access information which is not normally 

available to their user class. In addition to the test of pro totype functionality, a test of 

the login security was performed with an anonymous user to assure that security 

functions would behave as designed.  

Throughout the test procedure, t he program performed each requested task 

and successfully passed the validation test  prototype and has been published on the 

SICT server. The step by step results of the prototype validation test are presented in 

Table 2. 
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Table 2 
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7. CONCLUSION  

As the quantity of homeland security i nformation grows on every level the ability to 

better share this information between stakeholders becomes of the utmost importance. State 

and Local Fusion Centers (SLFCs) were designed with this goal in mind with Memoranda of 

Understanding (MOU) becoming o ne of the corner ÚÛÖÕÌɀÚ of information sharing across 

jurisdictions ; allowing state and major urban fusion centers to disseminate vital information 

state to state, state to federal, and local to state. However, a need was identified for an 

effective way to develop memoranda of understanding and more easily share timely  

information of national, state, and local importance. This unique need is met with Sharable 

Information Capture Tool (SICT).  

With a great deal of the success of State and Local Fusion Centers hinging on their 

ability to share information, Sharable Information Capture Tool effectively leverages the 

information gathering capabilities of SLFCs while simultaneously protecting individual 

privacy and rights. It provides a user friendly a nd cost effective forum that, by virtue of its 

World Wide Web based platform, permits useful information sharing.  SICT represents a 

new step in information sharing where information of importance can be shared seamlessly 

and quickly  between all levels. 
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APPENDIX A: SHARABLE INFORMATION CAPTURE TOOL (SICT) USERS 

MANUAL VERSION 1.1  
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(SICT)  

Users Manu al 

Version 1.1 

 

 

 

 

 

June 9, 2010 

    

   



 

  
 

The Sharable Information Capture Tool consists of six separate areas. One being the 

login Screen and the other five: Admin, Agreements, Users, Governing Docs, 

Reports, and Logout; all located in the header of the application.  

Initially a user will be presented with a logon screen (See Below). 

Logon Screen 

 

 
 

-ÌÞɯÜÚÌÙÚɯÛÖɯÛÏÌɯÚàÚÛÌÔɯÚÏÖÜÓËɯÙÌØÜÌÚÛɯÈɯÓÖÎÖÕȭɯɯ"ÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ1ÌØÜÌÚÛɯ+ÖÎÖÕɂɯ

link will direct the user to a form that needs to be completely filled out.  Al l fields on 

the Logon Request form are required.   

In order to expedite getting a new logon to the system, the user making the request 

should make sure the Supervisor and Supervisor contact information is correct .  All 

new logon information is verified and  approved by a Supervisor before access is 

granted. 
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When logging onto the system there are 5 levels of security roles available for each 

user account: 

SuperAdmin  -  Administrator of the System  

Admin ɬ State/Agency Administrator  

User Read Only -  Standard state/agency logon with read only access 

User Read/Write ɬ Standard state/agency logon with both read and write access 

Any Agency Read ɬ 4ÚÌÙɯÈÊÊÖÜÕÛɯÛÏÈÛɯÊÈÕɯÈÊÊÌÚÚɯÈ××ÙÖÝÌËɯ,.4ɀÚɯÞÐÛÏɯÙÌÈËɯÖÕÓàɯ

access. 

Once a successful Logon is completed the following screen will appear.  The 

Agreements screen provides the user with two major options ɬ Current Agreements 

and New Agreements. 



 

  
 

 

 

 

Agreements 

Current Agreements: 

 
!àɯÊÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ ÎÙÌÌÔÌÕÛÚɯ3ÐÛÓÌɂɯÖÕÌɯÏÈÚɯÈÊÊÌÚÚɯÛÖɯÉÖÛÏɯÈɯÉÓÈÕÒɯÈÕËɤÖÙɯÍÐÓÓÌËɯ

form tab.  
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!ÖÛÏɯɁÉÓÈÕÒɂɯÈÕËɯɁÍÐÓÓÌËɂɯÍÖÙÔÚɯÈÓÓÖÞɯÛÏÌɯÜÚÌÙɯÛÖɯÝÐÌÞɯÛÏÌɯÐÕËÐÝÐËÜÈÓɯÐÕÍÖÙÔÈÛÐÖÕɯ

areas that will be included in the final MOU.  

 



 

  
 

New Agreements: 

!àɯÈÊÊÌÚÚÐÕÎɯɁ-ÌÞɯ ÎÙÌÌÔÌÕÛÚɂɯÍÙÖÔɯÛÏÌɯÔÈÐÕɯÈÎÙÌÌÔÌÕÛÚɯ×ÈÎÌɯÛÏÌɯÜÚÌÙɯÐÚɯËÐÙÌÊÛÌËɯ

to the following screen . 

 
 ÍÛÌÙɯÏÐÛÛÐÕÎɯÛÏÌɯɁ2ÈÝÌɯ ÎÙÌÌÔÌÕÛɂɯÉÜÛÛÖÕɯÈɯÕÌÞɯÈÎÙÌÌÔÌÕÛɯÞÐÓÓɯÉÌɯÊÙÌÈÛÌËɯÉÌÛÞÌÌÕɯ

the two states or agencies.  Once an agreement has been created, it cannot be 

deleted. 

At this time the user needs to add a title, sponsor agency, and partner agency and 

×ÙÖÊÌÌËɯÉàɯÚÈÝÐÕÎɯÛÏÌɯÈÎÙÌÌÔÌÕÛȭɯ-ÖÛÌɯÛÏÌɯÚÛÈÛÜÚɯÐÚɯÌÐÛÏÌÙɯɁ4Õ×ÜÉÓÐÚÏÌËɂɯÖÙɯ

Ɂ/ÜÉÓÐÚÏÌËɂȭɯɯ.ÕÊÌɯàÖÜɯÊÏÖÖÚÌɯÛÏÌɯɁ×ÜÉÓÐÚÏÌËɂɯÚÛÈÛÜÚɯàÖÜɯÞÐÓÓɯÉÌɯ×ÙÖÔ×ÛÌËɯÛÖɯ

upload the final agreement.  

 
Admin  

The Admin section consists of the Attributes, Sections, Information  Area and 

Rebuild Document Index.  Only the SuperAdmin has the ability within this site to 

add and/or modify information.  The Admin tab will only be visible when the 

SuperAdmin is logged in.  
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4ÕËÌÙɯÛÏÌɯɁ ÛÛÙÐÉÜÛÌÚɂɯÈÕËɯɁ2ÌÊÛÐÖÕÚɂɯÛÈÉÚɯÛÏÌɯ2Ü×ÌÙ ËÔÐÕɯÊÈÕɯÈËËɯɁ-ÌÞɯ

 ÛÛÙÐÉÜÛÌÚɂɯÈÕËɤÖÙɯɁ-ÌÞɯ2ÌÊÛÐÖÕÚɂȭɯ 

 

 

 

The user also has the ability to modify existing attribute by clicking on the edit 

button that appears to the right of every attribute or section.  

 

 

6ÏÐÓÌɂɯ2ÌÊÛÐÖÕÚɂɯÈÕËɯɁ ÛÛÙÐÉÜÛÌÚɂɯÊÈÕɯÉÌɯÙÌÕÈÔÌËȮɯÛÏÌà cannot be deleted  once 

they are created; this feature is by design. 

6ÐÛÏÐÕɯÛÏÌɯɁ(ÕÍÖÙÔÈÛÐÖÕɯ ÙÌÈɂɯÛÏÌɯÈÉÐÓÐÛàɯÛÖɯɁ"ÓÖÕÌɂɯÐÕÍÖÙÔÈÛÐÖÕȮɯÈËËɯɁ-ÌÞɂɯ

(ÕÍÖÙÔÈÛÐÖÕɯÈÕËɯɁ#ÌÓÌÛÌɂɯÐÕÍÖÙÔÈÛÐÖÕɯÐÚɯÈÝÈÐÓÈÉÓÌ.  However, once information is 

deleted it cannot be undone.  



 

  
 

 

 

Cloning an information area will result in an exact copy of the Information Area 

ÉÌÐÕÎɯÊÙÌÈÛÌËȰɯÞÏÐÊÏɯÐÚɯÌËÐÛÈÉÓÌɯÜÕÛÐÓɯÐÛɯÐÚɯɁ1ÌÓÌÈÚÌËɂȭɯɯ.ÕÊÌɯÛÏÌɯɁÙÌÓÌÈÚÌɂɯÉÜÛÛÖÕɯÐÚɯ

clicked the new Information Area is final.  

 

 

 

When an Information Area is in the unrele ased state, attributes can be added or 

ÙÌÔÖÝÌËɯÍÙÖÔɯÛÏÌɯ(ÕÍÖÙÔÈÛÐÖÕɯ ÙÌÈɯÈÚɯÕÌÌËÌËȭɯɯ3ÏÐÚɯÐÚɯÈÊÏÐÌÝÌËɯÉàɯÊÓÐÊÒÐÕÎɯÛÏÌɯɁ7ɂɯ

ÉÜÛÛÖÕÚɯÕÌßÛɯÛÖɯÈÛÛÙÐÉÜÛÌÚɯÛÖɯÙÌÔÖÝÌɯÊÜÙÙÌÕÛɯÖÕÌÚɯÈÕËɯÊÓÐÊÒÐÕÎɯɁǶɂɯÉÜÛÛÖÕÚɯÛÖɯÈËËɯ

new ones. 
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Once the attributes in the new Infor mation Area have been finalized, clicking the 

Ɂ1ÌÓÌÈÚÌɂɯÉÜÛÛÖÕɯÖÕɯÛÏÌɯ(ÕÍÖÙÔÈÛÐÖÕɯ ÙÌÈɯÈËÔÐÕÐÚÛÙÈÛÐÖÕɯ×ÈÎÌɯÞÐÓÓɯÚÈÝÌɯÛÏÌɯ

information.  Once this button has been clicked, no additional changes can be 

made to the resulting Information Area.  

 

Users 

To activatÌɯÛÏÌɯÜÚÌÙɯÚÊÙÌÌÕɯÊÓÐÊÒɯÖÕɯÛÏÌɯɁ4ÚÌÙÚɂɯÛÈÉɯÈÛɯÛÏÌɯÛÖ×ɯÖÍɯÛÏÌɯ×ÈÎÌ 

 

 

 

 



 

  
 

3ÏÌɯÍÖÓÓÖÞÐÕÎɯÚÊÙÌÌÕɯÐÚɯÛÏÌɯɁ4ÚÌÙɯ,ÈÐÕÛÌÕÈÕÊÌɂɯÚÊÙÌÌÕȭɯ%ÙÖÔɯÏÌÙÌɯÖÕÌɯÊÈÕɯÝÐÌÞɯ

ÊÜÙÙÌÕÛɯÜÚÌÙÚɯÖÍɯÛÏÌɯÚÐÛÌɯÈÕËɤÖÙɯɁ"ÙÌÈÛÌɯ-ÌÞɯ4ÚÌÙÚɂ. 

 

Current Users View: 

!àɯÊÓÐÊÒÐÕÎɯÛÏÌɯɁ+ÖÎÖÕɯ-ÈÔÌɂɯÛÏÌ ÜÚÌÙɯÊÈÕɯÈÊÊÌÚÚɯɁ$ËÐÛɯÈÕɯ$ßÐÚÛÐÕÎɯ4ÚÌÙɂɯÈÕËɯ

ÈÚÚÐÎÕɯÙÖÓÌÚɯÉÈÚÌËɯÖÕɯËÌÛÌÙÔÐÕÌËɯÊÙÐÛÌÙÐÈȭɯɯ6ÏÌÕɯÚÈÝÐÕÎɯÛÏÐÚɯËÈÛÈɯÛÏÌɯɁ4ÚÌÙɯ

,ÈÐÕÛÌÕÈÕÊÌɂɯ×ÈÎÌɯÞÐÓÓɯÜ×ËÈÛÌɯÛÏÌɯÕÌÞɯÐÕÍÖÙÔÈÛÐÖÕȭ 
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Create New User View: 

3ÏÌɯɁ"ÙÌÈÛÌɯ-ÌÞɯ4ÚÌÙɯ5ÐÌÞɂɯÐÚɯÈÊÊÌÚÚÐÉÓÌɯÍÙÖÔɯÛÏÌɯÔÈÐÕɯɁ4ÚÌÙɂɯ×ÈÎÌɯÈÕËɯÞÐÓÓɯÈÓÓÖÞɯ

ÈɯÕÌÞɯÜÚÌÙɯÛÖɯÉÌɯÌÕÛÌÙÌËɯÐÕÛÖɯÛÏÌɯÚàÚÛÌÔȭɯ3ÏÌɯɁ-ÌÞɯ4ÚÌÙɂɯÞÐÓÓɯÖÕÓàɯÉÌɯÎÙÈÕÛÌËɯÌÕÛÙàɯ

once the logon request has been given appropriate approval via Admin.  

 

 

Governing Docs  

Governing Docs allow the user to search for documents in the system via the 

Ɂ2ÌÈÙÊÏɯ3ÌÙÔɂɯÉÖßɯÉàɯÈÊÊÌÚÚÐÕÎɯÊÜÙÙÌÕÛɯËÖÊÜÔÌÕÛÚɯÝÐÈɯÈɯËÙÖ×ɯËÖÞÕɯÓÐÚÛɯÖÍɯ

Ɂ&ÖÝÌÙÕÐÕÎɯ#ÖÊÜÔÌÕÛÚɂɯÈÕËɤÖÙɯɁ4×ÓÖÈËɯ-ÌÞɯ&ÖÝÌÙÕÐÕÎɯ#ÖÊÜÔÌÕÛÚɂ 

 

 

 



 

  
 

List of Governing Documents: 

!àɯÊÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ&ÖÝÌÙÕÐÕÎɯ#ÖÊÜÔÌÕÛÚɂɯÖÕÌɯÊÈÕɯÐÔÔÌËÐÈÛÌÓàɯÎÈÐÕɯÈÊÊÌÚÚɯto all 

current documents in the system: 

 

3ÏÌɯÍÖÓÓÖÞÐÕÎɯÐÕÍÖÙÔÈÛÐÖÕɯÐÚɯ×ÙÖÝÐËÌËɯÛÏÙÖÜÎÏɯÛÏÌɯɁ%ÐÓÌɯ-ÈÔÌɂɯÈÊÊÌÚÚȯ 

 

* ËËÐÛÐÖÕÈÓÓàȮɯÈÊÊÌÚÚɯÛÖɯ/#%ɯÍÐÓÌÚɯÈÙÌɯÈÝÈÐÓÈÉÓÌɯÉàɯÊÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ%ÐÓÌȯɯ5ÐÌÞɂɯ

button.  

 

Information can also be gained via a drop down list ÉàɯÊÓÐÊÒÐÕÎɯÛÏÌɯɁ ÛÛÙÐÉÜÛÌÚɂɯ

ÉÜÛÛÖÕɯÛÖɯÛÏÌɯÙÐÎÏÛɯÖÍɯÛÏÌɯɁ%ÐÓÌɯ-ÈÔÌɂɯÖÕɯÛÏÌɯɁ2ÌÈÙÊÏɯ1ÌÚÜÓÛÚɂɯÚÊÙÌÌÕȭ 
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3ÏÌɯÈÉÐÓÐÛàɯÛÖɯɁËÌÓÌÛÌɂɯÈɯÍÐÓÌɯÍÙÖÔɯÛÏÌɯɁ2ÌÈÙÊÏɯ1ÌÚÜÓÛÚɂɯÚÊÙÌÌÕɯÈÓÚÖɯÌßÐÚÛÚȭɯɯHowever, 

ÖÕÊÌɯÈɯÍÐÓÌɯÐÚɯɁ#$+$3$#ɂɯÐÛɯÊÈÕÕÖÛɯÉÌɯÜÕËÖÕÌȭ 

 

The Governing Documents section also contains the ability for administrators to 

Ü×ÓÖÈËɯÕÌÞɯÎÖÝÌÙÕÐÕÎɯËÖÊÜÔÌÕÛÚɯÉàɯÊÓÐÊÒÐÕÎɯÖÕɯÛÏÌɯɁ4×ÓÖÈËɯ-ÌÞɯ&ÖÝÌÙÕÐÕÎɯ

#ÖÊÜÔÌÕÛɂɯÉÜÛÛÖÕȭɯɯ3ÏÌɯÜÚÌÙɯÐÚɯÛÏÌÕɯ×ÙÌÚÌÕÛÌËɯÞÐÛÏɯÛÏÌɯÍÖÓÓÖÞÐÕÎɯÍÖÙÔɯÍÖÙɯÈËËÐÕÎɯ

the document. 

 

 

 ÍÛÌÙɯɁ4×ÓÖÈËɯ#ÖÊÜÔÌÕÛɂɯbutton has been clicked, the document will be uploaded 

and stored in the system.  The document is fully indexed and made searchable by 

the system when it is uploaded. 

 

 

 



 

  
 

Reports 

3ÏÌɯɁ1Ì×ÖÙÛÚɂɯÛÈÉɯÎÐÝÌÚɯàÖÜɯÈÊÊÌÚÚɯÛÖɯÛÏÌɯ,ÌÔÖÙÈÕËÜÔÚɯÖÍɯ4ÕËÌÙÚÛÈÕËÐÕÎɯȹ,.4ÚȺɯ

with a variety of filters to better enhance your search . 

 

 

 

All MOUs:  

!àɯÚÌÓÌÊÛÐÕÎɯɁ ÓÓɯ,.4ÚɂɯÖÕÌɯÐÚɯÙÌËÐÙÌÊÛÌËɯÛÖɯÛÏÌɯ ÎÙÌÌÔÌÕÛɯ1Ì×ÖÙÛɯ×ÈÎÌɯÛÏÈÛɯ

provides a complete breakdown of all agreements currently in the system.  
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MOUs by Agency: 

When selecting ÈɯÚ×ÌÊÐÍÐÊɯÚÛÈÛÌɯÜÚÐÕÎɯÛÏÌɯɁ,.4ÚɯÉàɯ ÎÌÕÊàɂɯÖÕÌɯÐÚɯÈÉÓÌɯÛÖɯÚÌÈÙÊÏɯ

ÛÏÌɯɁ ÎÙÌÌÔÌÕÛɯ1Ì×ÖÙÛɂɯ×ÈÎÌɯÉàɯÚÛÈÛÌɯÍÖÙɯÉÖÛÏɯ2×ÖÕÚÖÙɯÈÕËɯ/ÈÙÛÕÌÙȭɯɯ3ÏÌɯÖÕÓàɯ

Agencies that will appear in the drop down list are those agencies the user has been 

granted access too.     

           The SuperAdmin is the only use r that can see all agencies at one time. 

 

Search by Modified Date: 

6ÏÌÕɯÚÌÈÙÊÏÐÕÎɯÉàɯɁ,ÖËÐÍÐÌËɯ#ÈÛÌɂɯÜÚÌɯÛÏÌɯcalendar icon to the right to enter the 

date and time.  * Manual entry will give an error message.  

 

Once the ÚÌÈÙÊÏɯÐÚɯÚÌÓÌÊÛÌËɯÉàɯÔÖËÐÍÐÌËɯËÈÛÌɯÈɯɁ,ÖËÐÍÐÌËɯ ÛÛÙÐÉÜÛÌÚɯ1Ì×ÖÙÛɂɯÐÚɯ

presented based on the state and date entered. 

 



 

  
 

 

Logout  

3ÏÌɯɁ+ÖÎÖÜÛɂɯÛÈÉɯÖÕɯÛÏÌɯÏÌÈËÌÙɯËÐÚ×ÓÈàÚɯÛÏÌɯÔÈÐÕɯÓÖÎÐÕɯÚÊÙÌÌÕɯÈÕËɯÙÌØÜÐÙÌÚɯÛÏÌɯÜÚÌÙɯ

to reenter their credentials in order to reenter the system. 

 

 
 

 

 

 

 

 
 


