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SOUTHEAST REGION RES EARCH INITIATIVE

In 2006, the U.S. Department of Homeland Security commissionedtt€lle at the Oak Ridge

National Laboratory (ORNL) to establish and manage a program to develop regional systems and
solutions to address homeland security issues that can have natidications. The project, called

the Southeast Region Research Initiative (SERRI), is intended to combine science and technology with
validated operational approaches to address regionally unique requirements and suggest regional
solutions with potential netnal implications. As a principal activity, SERRI will sponsor university
research directed toward important homeland security problems of regional and national interest.

SERRI 6s regional approach capitalisemdnitedn t he i nh
States. The project partners, ORNL, thd National Security Complex, the Savannah River

National Laboratory, and a host of regional research universities and industrial partners, are all tightly

linked to the full spectrum of regional andtional research universities and organizations, thus

providing a gateway to cuttirgdge science and technology unmatched by any other homeland

security organization.

As part of its mission, SERRI supports technology transfer and implementation oftions\eased
upon SERRisponsored research to ensure research results are transitioned to useful products and
services available to homeland security responders and practitioners.

For more information on SERRI, go to the SERRI Web site: www.serri.org.

SERRI Repor2016-0004300073269 Xi






1. SUMMARY

The program presented in this paper represents the culmination of a body of work
aimed at resolving issues which prevent the sharing of information across state lines,
primarily due to privacy concerns. The success or failure of State and Local Fusion Centers
(SLFCs) is dependent on their ability to efficiently share information across state lines in a
manner that complies with applicable privacy policies and laws. With this problem in mind
work was done to develop the framework of a pro gram, and then a final product , which
successfully addresses these concerns.

Earlier work had focused on the development of a requirements list for an automated
tool that would provide the Southeast SLFCs with a common basis for preparation of the
informat ion sharing Memoranda of Understanding (MOU). Issues related to taxonomy were
resolved by selecting the National Information Exchange Model (NIEM) as the exchange
standard. A limited scope of vital information was also settled on. This work culminated in
th T wUui gUPUI O OUUWOPUUwxUI Ul OUT EwbOwWUT T wUl xOUUw? 29
I TEUT w( (( webDOEOwW11l xOUUB -~

In order to satisfy the requirements set forth in the requirements list the Sharable
Information Capture Tool (SICT) was created. SICT identifies the types and attributes of
potentially exchangeable information. It captures that a fusion center either will or will not
exchange a type or attribute of information and the document or policy governing this
decision. Chief concerns during developm ent were to produce an environment that satisfies
strong controls for preserving personal privacy and limiting access to only those with a
need. To meet these needs five levels of access were produced: Super Admin (administrator
of the system), Agency Admin (state/agency administrator), Agency User Read/Write
(standard state/agency logon with read and write access), Agency User Read Only (standard
state/agency user with read only access), and Any Agency Read Only (user account that can
access approved MOUswith read only access).

The SICT was built on a web based format; this primary interface is designed to be
intuitive and easy to use. The user then interacts with the program like they would any
other login required web site. After logging on with their u ser name and password general
users are presented with four tabbed operational options: Agreements, Users, Governing
Docs, and Reports. Super Administrators have the added ability to access a tab labeled
Admin which gives them the ability to add and/or mod ify information across various
categories. To provide further flexibility and efficiency the program was developed on an
open source frame work thereby keeping costs to an absolute minimum.

With a great deal of the success of State and Local Fusion Centex hinging on their
ability to share information, Sharable Information Capture Tool effectively leverages the
information gathering capabilities of SLFCs while simultaneously protecting individual
privacy and rights. It provides a user friendly and cost eff ective forum that permits
communication of information sharing ability at previously unprecedented levels.
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2. INTRODUCTION

The absence of Memoranda of Understanding (MOU) has hampered the formal
exchange of information between State and Local Fusion Centers(SLFCs). To address this
problem a set of formalized requirements were developed for a Sharable Information
Capture Tool (SICT) based on a consensus of sharing methodology. A great deal of the
future success of all SLFCs is dependent on their ability to eficiently share information
across jurisdictions in a manner that complies with the appropriate privacy policies and
laws. SICT seeks to meet this need witha straightforward and user friendly program. This
report is a summary which captures the complete software requirements for the Fusion
Center Sharable Information Capture Tool (SICT) and shows its successful initial testing.

3. PROJECT SCOPE

The Department of Homeland Security (DHS) continues to focus on the development
and interoperability of fusion cen ters. State and major urban fusion centers have been
developed to collect, protect, evaluate, and disseminate information state to state, state to
federal, and local to state. As these evolve and additional interfacesare incorporated into
their operation, fusion centers are faced with issues related to the exchangeability of
information (for privacy and other legal reasons), development of interoperable systems to
support the information exchange, and establishment of guidance on development of
interstate information e xchange Memoranda of Understanding (MOUS). A centralized effort
is needed to create standards, systemsand guidance versus each state or major
metropolitan area creating their own .

3.1 ldentification

&UOPDOT wi UOOWEOwI EUODI"U u@2l8 1Utu(( u@ O ARG xB WARUEDRDIIERG GD w
identified for a more efficient means through which State and Local Fusion Centers (SLFCs)
could resolve information sharing barriers. The Fusion Center Shaeable Information
Capture Tool (SICT) was developed to provid e a means by which SLFCs caridentify what
information a fusion center may and may not exchange with other state fusion centers and
what Memoranda of Understanding drive the exchangeability. It will capture that a state
fusion center either will or will no t exchange a type or attribute of information and the
document or policy governing this decision.



3.2 Project Objectives

A focusfor DHS is on the ability for State and Local Fusion Centers to be able tofunction
with a greater degree of interoperability an d to support the exchangeability of information
to the greatest degree possible (taking into consideration issues of privacy and other legal
concerns). With this in mind , SICT was developed to provide a system that identifies the
types and attributes of potentially exchangeable information.

3.3 Intended Use

The DHS has set requirements that an approach be developed that represents a
unified, standardized, and integrated process for federal, state, local, and tribal law
enforcement and homeland security official s to gather, document, process, analyze, and
share information about suspicious activity. The system developed needsto emphasize a
behavior-focused approach to identify suspicious activity which protects privacy rights and
civil liberties .

The primary g oal has been to develop a deployed database populated with vital data
types and their associated attributes for: Suspicious Activity Reports,
Incidents/Arrests/Missing Persons/Service Calls, Warrants, Drivers License, Custody, and
Booking, in accordance with the Statement of Work.

To this end, the use of the Fusion Center Shareable Information Capture Tool (SICT)
is designed to bea way to link MOUs with the data they govern in a hierarchical and user
friendly way with three levels of interface; Data Input, Data Release and MOU Workspace
Development. Furthermore the SICT is intended to have five levels of login privilege to
provide information security and reflect the accessneeds ofeach user classification 1) Super
Admin, 2) Agency Admin, 3) Agency User Read/Write, 4) Agency User Read Only, and 5)
Any Agency Read Only.

4. SYSTEM DESCRIPTION

4.1 Server Specifications

The application server is a Dell Power Edge T610 with the following specifications :

|l Dual Intel Xeon 2.26 GHz Processors
i 8 GB 1066 MHz DDR2
1 51 250 GB, 7200 RPM SATA drive, Hot Swappable
i Redundant 870W Power Supplies
*SAR OPlan of Actioné Document: Analysis of Best Practices

15



The server will be setup to perform local backups of all data and those backups will be
performed in accordance with the requirement set forth in requirement 5.1.26.

4.2 Operating System

The Server will be configured with Ubuntu Linux 64 Bit server operating system. Using
this operating system will provide a number of benefits. The Linux operating system is an
open source platform and as such has no license or maintenance fees. After initid
configuration maintenance and security updates are automatic as well as having easier
Ul UYPEI EEPOPUaG w" OUUWUEYDPOT UwEUIT wi ODUOT T Ul EwOT UOUT I
Power Capping reducing the energy needs to run the system.

4.3 Database

MySQL, a product of Sun Microsystems, will be used as the relational database server
for the application. The MySQL software delivers a very fast, multi -threaded, multi -user,
and robust Structured Query Language (SQL) database server. MySQL Server is intended
for mission-critical, heavy -load production systems as well as for embedding into mass-
deployed software. MySQL represents an industry standard and is used for data storage by
such high traffic sites as YouTube and Google. MySQL contributes to the cost effetiveness
of SICT by being freely available under the General Public License.

4.4 Application Framework

The SICT application will be developed using the Spring application framework.
Spring is an open source framework created to address the complexity of enterprise
application development. One of the chief advantages of the Spring framework is its layered
architecture, which allows for selectivity about which of its components to use while also
providing a cohesive framework for J2EE application development. Sp ring framework
functionality can be used in any J2EE server and most of it is adaptable to nonmanaged
environments. A central focus of Spring is to allow for reusable business and data-access
objects that are not tied to specific J2EE services. Such objezcan be reused across J2EE
environments, standalone applications, and test environments without any hassle. *

4.5 User Interface

It was desired that the user interface with the program be as intuitive and natural as
possible. This has the benefit of reducing the amount of time required to train new users on
the system and increase the speed with which the system can be usedor different
conditions. The external users of the system will eachbe state employees or their designated
organizations. Each state will have a designated State Admin and they will administer the

* www.ibm.com/developerworks/webl/library/wa -springl/



accounts for that state. All users will interface with the system through a web bro wser as
defined in requirement 5.1.1.

4.6 Communication Interface

The communication interface for the system will b e via the World Wide Web and will be
available to any internet connected computer that meets requirement 5.1.1 for their internet
browser. Designing the system to function on a Web based interface increases its portability
and ultimate utility. This allows those who may need to access information quickly the
ability to do so themselves. A web based interface keeps the overall costs of the program low
as well as reducing costs to the end user as no special equipment is required to use beyond
what most agencies already have on their computer systems (i.e. a free web browser and
internet access).

4.7 Assumptions and Dependencies

The system will be developed on a Linux based platform with an underlying database
technology built with  MySQL. However, the application w ill be designed with a data layer
that allow s for flexible transition to other database engines.

the duration of the project. The application will require no additio nal licensing. The usage of
Uninterruptible Power Supplies is not included for this system. In the event of a power
failure the server system will be unavailable.

5. REQUIREMENTS FOR THE FUSION CENTE R SHARABLE
INFORMATION CAPTURE TOOL (SICT) PROTOTYP E

The initial requirements table is included in the original Statement of Work, and was
highly detailed in the application requirements. Table 1 takes the original list and adds any
clarifications or additional requirements that are needed. *

Table 1: Fusion Center Sharable Information Capture Tool Requirements

Req ID Requirement Requirement Description Priority

The System shall be web browser based and
shall not require any additional software or
Web Browser | hardware by the user.

Based Minimum Browser Requirements:
Internet Explorer 7+
Firefox 3.0+

5.1.1 High

* SERRI Project: Fusion Center Interopeability Phase Ill Final Report
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Users shall be prompted to save changes prior

5.1.2 Session Saving | to the changes becoming effective. All work High
shall be stored in a draft state.
513 Logon Umque', secure log on required prior to High
accessing any part of the system.
Access Types- The system shall be capable of
issuing the following access rights:
2 QawUUEUI FWEEUI wEEUE WU
"my state" base data read only
"any state" base data read only :
14 Access Types "my state" MOU Workspace read only High
"my state" MOU Workspace read/write
Approved MOU pdfs read only
Administrator of system
Administrators for each State/Agency
My Statg" Users with "my state" write access shall have .
5.1.5 Read/Write } . . : . High
ACCESS rights to modify any input fi eld for their state.
‘My State" _l_Js‘er§ Yvith p1y §tate': re;ad qnly zilc‘cessAsh_aII )
5.1.6 l EYI wUI | wEEDODBUaA wUOWY P High
Read Only
ACCESS that has been released.
Base Users with "any state" base data read oly
517 "Any State" | shall have the ability to view any state's High
Data Read identification of shareable information that has
Only been released.
There shall be the capability to save base state
5.1.8 Released vs. | data without making it viewable until marked High
Unreleased | as releasable.
MOU There shall be a section of the system where
5.1.9 two states can build their MOU called the MOU High
Workspace
Workspace.
MOU - .
Workspace U_sers shz_all have thg ability to view base data |
5.1.10 : . side-by-side for their state and the other MO U High
Side-by-Side
Comparison state.
MOU Users shall be able to indicate in the sideby-
5.1.11 Workspace | side view whether or not the two states have High

Sharability

decided to share information.




There shall be the capability to save data n the
MOU Workspace without making it viewable

Released vs. | until marked releasable.

Unreleased in .
>1.12 MOU Published and Unpublished status for each High
Workspace | State's MOU. Both states must publish MOU

and one state admin must upload final signed
MOU.
There shall be atier of access to the MOU
Workspace for designated users for the two
Access to . . .
5113 MOU states sharing the Workspace (|..e., creating the High
Workspace MCBU'). ‘Acce‘ss~ s_hall tze‘b(‘)th V}_/rlte’ar’]d‘Re‘ad o
OOawEOEwWOEawEDI | | Uwl U
rights.
L Read Only access users shall have the ability to
Print Rights for . . :
5.1.14 Read Only print forms from either the base state data or High
any of their state's MOU Workspaces.
Each state shall have a designated Superuser
5115 Superuser | that has the ability to grant access to that state's High
Access base statedata and any of that state's MOU
Workspaces.
Upload Supery.sers shall be the only user_s who haye
5.1.16 o capability to upload the pdf of their state's final High
Capability
MOU.
The system shall have an Administrator who in
5117 Administrator | addition to traditional Administrator rights High
Role shall have the capability of loading new
information areas and adding new Superusers.
Saving/Releasing The system shall be capable of saving
5118 New/Modified | incremental additions to a new/modified High
Information | information area and then releasing it once
Areas completely entered and proofed.
The system shall be created with the intent that
5.1.19 States it will house information for all 50 states at High
some point.
The system shall be capable of accefing a
5120 Agencies as | Federal Agency as a state for the purposes of High
States creating an MOU between a state and a federal

agency.
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51.21

Notification of
New/Modifie d
Information
Areas

Once a new/modified information
New/Modified area is saved and released, the
system shall sendout a broadcast email to all
users that it has been released.

Medium

5.1.22

New User
Access Request

The system shall allow new users to request
access from the main page which then
automatically generates a request email to the
respective state's Superuser.

High

5.1.23

Presentation of

Access Request

Levels to New
Users

The various access levels shall be presented via
drop down list and include a justification free
form text box.

High

5.1.24

New User
Access

Information
Collection

As part of requesting access, new users mus
supply the following information: (The
referenced field sizes are for suggestion
purposes only)

-Last Name, First Name (text, 25 characters)
-I0 E b Y b HitleHtéxt, Phwharacters)
-Company/Agency (text, 25 characters)
-Company Address

-Company City (f ree form text, 25 characters)
-Company State (drop down 2 character key),
display full state name

-Company Zip (standard 5 digit numeric)
-Individual's Phone Number (XXX -XXX-XXXX)
-I0 E B Y b Emdl Addrdas (validate for
standard format)

-Access Level beng requested (drop down)
-Access Justification (free form text, max 150
characters)

High

5.1.25

Upgrading
Access for
Existing Users

Existing users shall have the ability to request
upgraded access from read only to write. This
information will not be saved or p ersisted to
any storage within the application or
application database.

High

5.1.26

Data Backup

All data shall be backed up on an
hourly/daily/weekly basis.

High

5.1.27

Usability

User does not require specialized skill to utilize
the system.




5.1.28

The sygem shall be architected to minimize the

High

Complexity long-term maintenance costs.
Information Information Areas will be established based on :
5.1.29 High
Areas NIEM.
Two . .
. Information can be sharable at the State Fusion .
5.1.30 Sharability High
Center and Federal Agency levds.
Venues
Lower level attributes for information areas will
Exception be rolled up into their NIEM logical groupings.
5.1.31 Based Identification as "shareable" will be made at this High
Methodology | highest level logical grouping (by default
extending "shareable" to lower level attributes).
5130 Identifying as | Yes/No drop down shall be used to identify High
o Sharable Sharability . °
E;(\t;:rsl'_oer:/;? Whenever "Yes" is chosen, all lower tier
5.1.33 . attributes will automatically be identified as High
Attributes as harabl
Sharable sharable.
Non-Extension
to Lower Level | Whenever "No" is chosen, the next lower tier of
5.1.34 Attributes attributes will be exposed with active "Yes/No" High
When Not drop down lists.
Sharable
Changing from | The systemshall be capable of collapsing back
£ 135 Lower Level to | to the higher level grouping which would High
o Higher Level | override anything previously listed in any
Response lower level attribute to "Yes".
5 136 Visibility of Lower level attributes shall be visible but not High
- Attributes EEUDYI wUBOIlletrddiu? - OF wb Uy
Whenever "Yes" is chosen (no matter the level),
_ the user shall have the ability to enter a
Constraint L . :
5.1.37 e constraint in a free form text field (250 High
Identification ) o .
characters max) that identifies any constraints
associated with the sharing of that information.
Whatever level is chosen to identify sharability ,
5138 Governing the user shall have the capability to identify High
+ Document(s) |pi PET wx OOPEaxOEPwi OVI U °

sharability .
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This field shall accommodate up to 4 unique

Governing documents chosen by either entering the :
5.1.39 Document(s) o e High
Entry Format document f(?r the first time or selecting it from a
drop down list.
Constraint ID
& Governing | There shall be separate ConstraintlD and
5.1.40 Docs for Governing Doc entry fields for State Fusion High
Federal Centers and Federal Agencies.
Sharability
MLae)iEuoT The system shall be capable of holding up to
5.1.41 Attribute three levels of information attributes (i.e., the High
Tiering highest level grouping and two lower levels).
Reference | Each information area will have a governing
5.1.42 Document reference document that shall be accessible High
Availability | within the tool.
Linking to Each higher level grouping and lower level
5.1.43 Reference | attribute shall be linked to its location in the High
Document reference document for clarity.
All "person" attributes shall have a standard :
5.1.44 Person Images ) ) . L High
"person image" attribute associated with it.
The system will recognize that an attribute can
5145 Duplicate be associated with more than one information High
Attributes area but that it can only have one value across
all information areas.
Universal Any attribute that is associated with more than
5146 Changes for | one shall not allow a change to that attribute High
Duplicate without warning the user that t hey are about to
Attributes change a previously entered attribute.
Searchability | The user shall be able to view a list of all their
5.1.47 of Governing |UUEUI z Uwi OUI Ul Ew&OYI UG High
Documents | key word search for a specific document.
Listing of The user shall be able to generate a list of
5148 Attributes per gttributeg/higher level groupings by _ Medium
a Governing | information area for a specified Governing
Document | Document.




The system shall require the userto include:
(Noted field sizes are for suggestion purposes
only)

-Document Title (text field, 75characters)
-Document Date (MM/DD/YY)

Governing And optionally include:
5.1.49 Document -Document Number (alpha numeric 25 High
Collected characters)
information | -Document Revision/Version Number (alpha
numeric 25 characters)
-Citation (Section Number or Page) (alpha
numeric 25 characters)
-Document Author (Last Name, First Name text
fields 25 characters each)
Form The system shall be capable of generating forms
5.1.50 . by information area in both blank a nd complete High
Generation
formats.
The system shall be capable of the following
gueries (viewable on screen, exportable in
spreadsheet format and printable):
5151 Generate -Total MOUs High
Reports -MOUs by State

-MOUs in process
-New/Changed Attributes since MM/DD/YY
(number of and associated content)
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6. PROGRAM EXECUTION

6.1 Program Access

The SICT was designed to provide five different levels of accesspermission in
accordance with the varying access needs of the end users.
SuperAdmin - Administrator of the System
Ad min ¢ State/Agency Administrator
User Read Only - Standard state/agency logon with read only access

User Read/Write ¢ Standard state/agency logon with both read and write access

=A =4 =4 =4 =4

Any Agency Read+ 4 Ul UWEEEOUOUwWUT EVWEEOQWEEET UUwbOwExxUO
access.

These five levels of security access assures that only those with the relevant permissions can
write, submit, or read the information stored in the SICT.

6.2 Program Operation

Building on the web based format, the primary SICT interface is designed to be
intuitive and easy to use. Upon login the user is presented with a tabbed screen providing
five or six options depending on user admin status. Key features of SICT are presented
below, however, the complete SICT User Guide can be found in Appendix A .

6.2.1 Agreements

The Agreements section (shown in Figure 1) allows a user to see all agreements, both
those that have been completed and blank agreements.



Sharable Information Capture Tool

A S

Agreements

* New Agreement

TN KY

Test MOU in process
™ AL Test MOU 2 Awaiting Upload
AL DEFAULT Testing in process
MS OR Testing Again in process
KY OR Testing Again in process
KY OR Testing Again in process
KY OR Testing Again in process

Figure 1: SICT Agreements Tab.

New Agreements between states can be entered DOx Oa wEa wEOD

Tull Ol O0U»wEVUUUOOS wW3T PUWOEUOET 1 Uw

agreement through a guided process (see Figure 2)

Sharable Information Capture Tool

Agreement
Title
Sponsor Agency/State |ALABAMA El Status Umpublished
Partner Agency/State |Privacy Policy E| Status Draft

B Save Agreement

Information Area m Complete

Figure 2: New Agreement Input.

6.2.2 Users

super admin

Alist of currentusers cE OWET wEEEI UUI EwWEa wEOPEODOT wOOwWUT T w-
OT 1T w?24Ul Uw, E P O BéeFiguteBjromunbiEntall curfdnt users can be seen. New

users can be added from this screen.
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Sharable Information Capture Tool

User Maintenance

7

£ Create New User

admin kyadmin May 19, 2010 13:55:54 ACTIVE
admin super superadmin June 11, 2010 10:59:47 ACTIVE
admin tn tnadmin May 19, 2010 10:22:42 ACTIVE
any any anyuser May 20, 2010 11:21:47 ACTIVE
Man Tester tman DISABLED
Reader Tennessee tnreader May 20, 2010 10:14:31 ACTIVE
sdfsdfs fedfsdf glen33 ACTIVE
Test Software test ACTIVE
Tracey Test test@user ACTIVE
User Al aluser April 12, 2010 13:51:16 ACTIVE
user ky kyuser May 24, 2010 09:13:25 ACTIVE
user test testuser April 12, 2010 16:07:57 ACTIVE

Logon Requests Awaiting Approval

[ Gesthame | Feswame | Emol | ___agency
Figure 3: UserslList.
6.2.3 Governing Docume nts

A Governing Document is the identified policy or law which governs a given set of
DOi OUOGE UD OOz Uwbds Musttaedin Rigiré £ UEEDODUa

Uploaded
PDF

Document Mou
Title
Document Date
Document Number .
Revision/Version # Attribute
Citation L ~
Document Author ™ Reference

, _
Reference
o o | (0.4
Uploaded [Rotwencs | [
PDF

Document Reference J
Title
Document Date
Document Number AN
Revision/Version # \ /
Citation
Document Author

Figure 4: lllustration of the Governing Document linking Structure



The Governing Documents tab (shown in Figure 5) allows the user to search for
EOEUOI OUUwPOwWUT 1T wUauUl OwYPEwWUT T w?221 EVUET w31 UO? wEOD
through a drop down list of available ? & OYT UODOT w# OEUOI OUU~» wEOEY OUWEO
24 xO0O0EE w- UOomAidu# O Esholid theluskr require it.

Sharable Information Capture Tool

Governing Documents

Search Term: , Search
Agency: ALABAMA |Z|

3 Upload New Governing Document | | [&f List Governing Documents

Figure 5: Governing Documents Access Screen.

6.2.4 Reports

3T 1T w? 1l x Qlludirated in Figufe 6) allows the user access to the Memorandums of
Understanding (MOUSs) through a wide range of filtering options to streamline the search
process allowing a more efficient search.

Sharable Information Capture Tool

Reports
All MOUSs: All MOUs
MOUs By Agency: |ALABAMA |Z| released MOUs By Agency
Modified Date (mm/dd/yyyy hh:mm am) | Search By Modified Date |

Figure 6. Reports Search Screen

The search for MOUs can be as specific or as broad as the user wants with the ability to
Ul EUET w, . 90wEawl?20w?, . 40w! aw 11 O0Ea2>O0wbdUw?21 EVET w
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6.3 Program Test

Software development activities were performed by Cadre5, a Knoxville
Tennessee based full service technology and design firm. Cadre5 has previous
experience in the development of systems and strategies across a variety of
applications and has handled government contract work in the past.

As mandatedby , DPOT UUOOT ws KwOl wUOT T w2 (" 3wxUONI

user on May 29, 2010.The test was performed to assure that theprototype system
performed as requested in the Work Scope document andin accordance with
requirements defined in Section 5.

The prototype test procedure was that for each user class (scopgthe
functionality of every section and sub -section was tested to ensure proper function
and identify any glitches should the y occur. User login classifications were also
tested to make sure they could not access information which is not normally
available to their user class.In addition to the test of pro totype functionality, a test of
the login security was performed with an anonymous user to assure that security
functions would behave as designed.

Throughout the test procedure, the program performed e ach requested task
and successfully passedthe validation test prototype and has been published on the
SICT server. The step by step results of the praotype validation test are presented in
Table 2.

EQw?
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7. CONCLUSION

As the quantity of homeland security i nformation grows on every level the ability to
better share this information between stakeholders becomes of the utmost importance. State
and Local Fusion Centers (SLFCs) were designed with this goal in mind with Memoranda of
Understanding (MOU) becoming o ne of the corner U U O ®f irfolimation sharing across
jurisdictions ; allowing state and major urban fusion centers to disseminate vital information
state to state, state to federal, and local to state. However, a need was identified for an
effective way to develop memoranda of understanding and more easily share timely
information of national, state, and local importance. This unique need is met with Sharable
Information Capture Tool (SICT).

With a great deal of the success of State and Local Fusion Centex hinging on their
ability to share information, Sharable Information Capture Tool effectively leverages the
information gathering capabilities of SLFCswhile simultaneously protecting individual
privacy and rights. It provides a user friendly a nd cost effective forum that, by virtue of its
World Wide Web based platform, permits useful information sharing. SICT represents a
new step in information sharing where information of importance can be shared seamlessly
and quickly between all levels.
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APPENDIX A: SHARABLE INFORMATION CAPTURE TOOL (SICT) USERS
MANUAL VERSION 1.1



Sharable Information Capture Tool
(SICT)
Users Manu al

Version 1.1

June 9, 2010
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The Sharable Information Capture Tool consists of six separate areas. One being the
login Screen and the other five: Admin, Agreements, Users, Governing Docs,
Reports, and Logout; all located in the header of the application.

Initially a user will be presented with a logon screen (See Below).

Logon Screen

Sharable Information Capture Tool

Logon Name:

Password:

Request Logon “Alogin

This system was funded by the Department of Homeland Security-sponsored Southeast Region Research Initiative (SERRI) at the Department of
Energy's Oak Ridge National Laboratory.

-1 PwUOUT UUwOOwWUT T wUauUl OwUil OUOEwWUI gUI UOWEwWOOT O
link will direct the user to a form that needs to be completely filled out. Al | fields on
the Logon Request form are required.

In order to expedite getting a new logon to the system, the user making the request
should make sure the Supervisor and Supervisor contact information is correct. All

new logon information is verified and  approved by a Supervisor before access is
granted.



Sharable Information Capture Tool

Logon Request

First Name:

Last Name:

Title:

Supervisor:
Supervisor Phone:
Company:

Address:

City:
State: |ALABAMA [+]
Zip:
Work Phone:
Cell Phone:
Email:
Access Level: |Agency Admin |Z|

Access Justification:

Send Remnast

When logging onto the system there are 5 levels of security roles available for each
user account:

SuperAdmin - Administrator of the System

Admin ¢ State/Agency Administrator

User Read Only - Standard state/agency logon with read only access

User Read/Write ¢ Standard state/agency logon with both read and write access

Any Agency Read+ 4 Ul UWEEEOUOUwWUT EVUWEEOQOWEEE]I UUWExxUOY
access.

Once a successful Logon is completed the follaving screen will appear. The

Agreements screen provides the user with two major options ¢ Current Agreements

and New Agreements.
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Agreements

Current Agreements:

Sharable Information Capture Tool U

Agreements

 New Agreement

[ Sponsor | poriner | —groement e |
TN KY

Test MOU in process
TN AL Test MOU 2 Awaiting Upload
AL DEFAULT  Testing in process
MS OR Testing Again in process
KY OR Testing Again in process
KY OR Testing Again in process
KY OR Testing Again in process

l AaWwEOPEODPOT wOOWUT T w? TUlil Ol BUUwsbD
form tab.



Sharable Information Capture Tool

Agreement

Title Test MOU
Sponsor Agency/State TENNESSEE E Status UnpubhshedE
Partner Agency/State |[KENTUCKY Status Unpublished

5 Save Agreement

Information Area m Complete

Arrest Report (& BLANK

Booking |&] BLANK ILLED
Custody |A1BLANK | | |A] FILLED
Drivers License \&I BLANK | | | A FILLED
Incident |& BLANK | | | A FILLED
Missing Person |&] BLANK | | [A] FILLED

Missing Person Occurrence | A BLANK | A FILLED

SAR (A BLANK | | [A] FILLED
Service Call Report |&] BLANK | | A FILLED
Warrants \&| BLANK | | | Al FILLED

I OUT W?PEOEDO? WEBEW?I1I DOOI E»> wi OUBUWEOOOPWUT 1T wul
areas that will be included in the final MOU.
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New Agreements:

' AaWwEEEI UUDOT w?2-1TpPw TUIT Ol OUU? wi UOOWUIT 1 wOEDPOWE
to the following screen.

Sharable Information Capture Tool M

Agreement
Title
Sponsor Agency/State |ALABAMA El Status Umpublished
Partner Agency/State |Privacy Policy E| Status Draft

B Save Agreement

Information Area m Complete

i Ol Uwl POUDOT wUT 1T w?2EYTl w TUIl Ol OU2 wEUUUOOWE wo
the two states or agencies. Once an agreement has been created, it cannot be
deleted.

At this time the user needs to add a title, sponsor agency, and partner agency and

xUOEI I EwWEAwWUEYDPOT wOT T weET UT 1T O OUBw- OUI wUT 1 wUUE
?/ UEOPUIT 1 E28ww. OEl waOUWET OOUT wUOT T w?xUEODUT I E»
upload the final agreement.

Approved MOU Upload: Browse... ‘% Upload Final Agreement

Information Area m Complete

Admin

The Admin section consists of the Attributes, Sections, Information Area and
Rebuild Document Index. Only the SuperAdmin has the ability within this site to
add and/or modify information. The Admin tab will only be visible when the
SuperAdmin is logged in.



Application Administration

See Attributes
See Sections
See Informational Area

Rebuild document index
40ET UwUOT 1 w? UUUPEUUI U? wEDBE w? 2 EEWDOIUR wwUEE U wC
UUUPEUUI U2 WEDQEYOUW?-1bw2il EUDPOOU~ 8w

= Mew Attribute

7 New Section

The user also has the ability to modify existing attribute by clicking on the edit
button that appears to the right of every attribute or section.

Activity
Activity Category Text
Activity End DateTime

61 DOl » w2l EUPOOU? WwEOGE wW? U U cabrotbe&delsteduobcE OwWET wUIT C
they are created; this feature is by design.

6 DUl POwWUT T w?( 61 OUOEUDPOOwW Ul E> w0l T wEEPODPUA wWUC
( O OUOEUDPOOWEOEwW?#1 O1 Ul Howd®,ofae)ididribBod @ wb UwWE Y E E
deleted it cannot be undone.
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INFORMATION AREA

= New Information Area

ﬂ Information Area Name Release/Modify

1  Arrest Report (& Clone X Delete
2  Booking [E Clone X Delete
3 Custody [F) Clone X Delete
4  Drivers License [ Clone X Delete
5 Incident [ Clone X Delete
6 Missing Person [E Clone X Delete
7 Missing Person Occurrence [E Clone X Delete
8 SAR [E Clone X Delete
9  Service Call Report [F) Clone X Delete
10 Warrants [ Clone X Delete

Cloning an information area will result in an exact copy of the Information Area
Eil DOT wEUI EUI EQwPT PET wbPbUwl EPUEEO] wlUOUPOwWPUwWHUW
clicked the new Information Area is final.

ﬂ Information Area Name Release/Modify

1  Arrest Report g Clone X Delete

21 Arrest Report &= Release X Delete

When an Information Area is in the unrele ased state, attributes can be added or

Ul OOYT Ewi UOOwWUT T w( 61 OUOGEUPOOwW Ul EWEUwWO
EUOUOOUWOTl RUwWUOWEUVUUUPEUUT UwOOwUT 60O0YI1 wE
new ones.
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Assigned Sections

ArrestArrestee .

Person

ArrestLocation .

ArrestLocation

ArrestOffense .

ArrestOffense

ArrestOfficer .

Person

[ rrestproperty ||
Aircraft
Boat
Communication Device
Computer
Conveyance Part
Drug
Explosive
Firearm
Intangible Property
Intellectual Property
Jewelry

Jewelry Stone

Un Assigned Sections

Arrest

Incident

Judgement

Official (Enforcement or Judicial)
Organization

Warrant

Aircraft Engine Quantity
Aircraft Fuselage Color Code
Aircraft ID

Aircraft Make Code

Aircraft Model Code

Aircraft Style Code

Aircraft Tail Number Text
Aircraft Wing Color Code

“

Arrest

Arrest Charges

Charge Description
Charge Statute

Once the attributes in the new Infor mation Area have been finalized, clicking the
211 Ol EUIl »wEUOUOOWOOWUT 1T w( O OUOEUDPOOwW Ul EwWEEC
information. Once this button has been clicked, no additional changes can be

made to the resulting Information Area.

Users

Toactivati wUT 1T wUOUIT Uw

C\

Sharable Information Capture Tool

Governing Docs

super admin
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Sharable Information Capture Tool

User Maintenance

o
(=
]
o]
7]

£, Create New User

admin kyadmin May 19, 2010 13:55:54 ACTIVE
admin super superadmin June 11, 2010 10:59:47 ACTIVE
admin tn tnadmin May 19, 2010 10:22:42 ACTIVE
any any anyuser May 20, 2010 11:21:47 ACTIVE
Man Tester tman DISABLED
Reader Tennessee tnreader May 20, 2010 10:14:31 ACTIVE
sdfsdfs fedfsdf glen33 ACTIVE
Test Software test ACTIVE
Tracey Test test@user ACTIVE
User Al aluser April 12, 2010 13:51:16 ACTIVE
user ky kyuser May 24, 2010 09:13:25 ACTIVE
user test testuser April 12, 2010 16:07:57 ACTIVE

Logon Requests Awaiting Approval

L testneme | Festhame | Emal _________Agency

Current Users View:

I EwOOWET Ui UbD
Il wpbbOOwWUxEEUI

Sharable Information Capture Tool
[ admn | agreements | uses | Govenngpocs | Reports | Losour [N

User Maintenance

Edit An Existing User

First Name: ky

Last Name: admin
Logon Name: kyadmin
Password: password
Email:
Agency/State [KENTUCKY [=]
Enabled:

© User's Agency READ only

© User's Agency Read/Write
Assigned Roles:3 (@ Any Agency READ only

@ Agency Admin

© Administrator of system

= Cancel E Save User



Create New User View:

3T 1T w?2" Ul EUIl w-1 pw4Ul Uws D1 P2 wbWhuwiE
EwOl pwUUTI UwUOWET wl OUIT Ul EwbOUOwWUT
once the logon request has been given appropriate approval via Admin.

£

C\
m;
C\
()
O
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£

w

User Maintenance
First Name:
Last Name:

Logon Name:

Password:
Email:
Agency/State |ALABAMA [=]
Enabled:

' User's Agency READ only

' User's Agency Read/Write
Assigned Roles:3 ) Any Agency READ only

! Agency Admin

' Administrator of system

&= Cancel B Save User

Governing Docs

Governing Docs allow the user to search for documents in the system via the
221 EUET w31 UO?» wEORWEAWEEETI UUDPOT wEUUUI OUWEOEUC
2&0Y1 UODOT w# OEUOI OUU? WEOCEYOUwW?4xO0EEwW-1 Pw&oOYy

Sharable Information Capture Tool

Governing Documents

Search Term: y Search
Agency: |ALABAMA [+]

‘% Upload Mew Governing Document E| List Governing Documents
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List of Governing Documents:

' AaWwEOPEODPOT wOOwWUT 1T w?&OYI UODOT w# OEUOGRIOUU? wOOIT w
current documents in the system:

Search Results

e

AVR 04/01/2010 [ attributes | 2%
1 Ibatis 3 Migrations 08/25/2009 7171512 V3.l [ attributes | 2%
2 Ibatis 3 users guide 08/16/2009 \_;']Attributes b4
6 Ky Governing Document # 1 05/14/0010 1234567 1 [= attributes | 2%

311 wi 6600pPDOT WbOI OUOEUDOOWPUwxUOYDEITI EwUT UOUT |
Governing Document Information

Title: AVR
Document Date: 04/01/2010
Document Number:
Revision/Version Number:
Citation:
Author Last Name:

Author First Name:

File:

Agency: TN

* EEPDUPOOEOOAOWEEE]l UUwUOwW/ #%wi POl UWEUI WEYEDPOEE
button.

—>
£
(=)

Information can also be gained via a drop down list Ea wWEOPEOD O
EOUU0OOwWUOWOT 1T wubT T Owodi wOT 1T w? %bO1 w-

& Attributes



3711 WEEPOPUAWUOWREI Ol Ul 2 wEwWI DOIT wi Hov@we) T 1 w? 21 E

OOEl WEWI POl wbUw?#%$+%$3%#2 WDUWEEOOOUWET WUBEOOI

|3 Attributes | X

........

=l Attributes | X
=l Attributes | X

=l Attributes | %

The Governing Documents section also contains the ability for administrators to

Ux OOEEwWOIl pwi OYI UODOT WEOGEUOI OUUWEa wWEOPEODOT wcC
#OEUOI OU2 wEUUUOOG6 ww3T 1 wOUIl UwbUwUT T OQwxUl Ul 601
the document.

Governing Document Upload

Title:

Document Date: (mm/dd/yyyy)
Document Number:
Revision/Version Number:
Citation:
Author Last Name:

Author First Name:

File: Browse...

Agency: |ALABAMA [~]

Upload Document

i Ul Uw? 4 x OOE Buttch O beén clizked, the document will be uploaded
and stored in the system. The document is fully indexed and made searchable by
the system when it is uploaded.

61



Reports
3T T w211 xOUUU? wUEEwW!I DYl Uwa OUWEEET UUwWwOOwWUT 1 w,
with a variety of filters to better enhance your search.

Sharable Information Capture Tool

Reports
All MOUSs: All MOUs
MOUs By Agency: |ALABAMA |Z| released [ MOUs By Agency
Modified Date (mm/dd/yyyy hh:mm am) [ Search By Modified Date ]
All MOUs:

l'awUl O1l EUPOT w? OO0w, . 4U2 woOdl wbUwUI EPUI EUI EwUOwW

provides a complete breakdown of all agreements currently in the system.

Agreement Report

Test MOLU in process
TN Al Test MOU 2 Awaiting Upload
Al DEFAULT Testing in process
MS OR Testing Again in process
KOy OR Testing Again in process
KOy OR Testing Again in process
KOy OR Testing Again in process



MOUs by Agency:

When selectingE wU x| EDI PEWUUEUT wOUDPOT wUOT T w?, . 4U0wEaw
O 1T w? TUIT Ol OUwll xOUU? wxET 1l wEaAawUUEUI wi OUWEOI(
Agencies that will appear in the drop down list are those agencies the user has been

granted access too.

The SuperAdmin is the only use r that can see all agencies at one time.

Agreement Report

TN KXY

Test MOU in process

TN AL Test MOU 2 Awaiting Upload

Search by Modified Date:

61 1 OQwUl EUET DOT wE a w? , GlErdr ibdn t th¢ rght to erietthel wUT 1T w
date and time. * Manual entry will give an error message.

Reports

All MOUSs: All MOUs
MOUs By Agency

MOUSs By Agency: |ALABAMA [] released [

Modified Date 06/02/2009 11:56 PM  (mm/dd/yyyy hh:mm am)

“Soach By liedted Daia

OncetheUl EUET wbUwUI Ol EUI EwEaAawOOEDI Pl EWEEUI wEwW?,
presented based on the state and date entered.

Modified Attribute Report

| e o crstea o

1 Activity 04/12/2010 08:07:24 AM
2 Activity Category Text 04/12/2010 08:07:24 AM
3 Activity End DateTime 04/12/2010 08:07:24 AM
4 Activity Start DateTime 04/12/2010 08:07:24 AM
5 Additional Details Indicator 04/12/2010 08:07:24 AM
6 Additional Sanctions 04/12/2010 08:07:24 AM
7  AFIS FBI Number 04/12/2010 08:07:24 AM
8 Age 04/12/2010 08:07:24 AM
11 Age Unit Code 04/12/2010 08:07:24 AM
9  Agency Identifiers 04/12/2010 08:07:24 AM
10 Agency Record Status Code 04/12/2010 08:07:24 AM
12 Aircraft 04/12/2010 08:07:24 AM
13 Aircraft Engine Quantity 04/12/2010 08:07:24 AM
14  Aircraft Fuselage Color Code 04/12/2010 08:07:24 AM
15 Aircraft ID 04/12/2010 08:07:24 AM
16 Aircraft Make Code 04/12/2010 08:07:24 AM
17  Aircraft Model Code 04/12/2010 08:07:24 AM
18 Aircraft Reference 04/12/2010 08:07:24 AM
19  Aircraft Style Code 04/12/2010 08:07:24 AM

AirmrafE Toil Mimbkar Tovk
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Logout
3T 1T w?+01 OUU?» WOEEWOOwWUT T wi 1l EEIl UwEPUxOEaAaUwWUT 1T wo
to reenter their credentials in order to reenter the system.



